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Readiness Checklists and Tips
This document is designed as a self-assessment questionnaire to help a transportation agency consider its current level of preparedness for addressing a biohazard event. It includes a series of questions and tips related to the following phases of a transportation agency’s potential involvement in a biohazard event:

· Awareness;
· Prevention;
· Preparedness;
· Response; and 
· Recovery.
The questions highlight various issues that transportation operations leadership should consider to be well prepared for a biohazard incident. If the answer is "no" to many of the questions for a given topic, then this area may represent a good place to expand planning efforts. The tips provide some suggestions for initial activities. The scope and level of effort for these activities will vary greatly depending on the region and level of current involvement of the transportation agency in emergency planning.
Awareness and Prevention
Self-Assessment Checklist:
· Have relationships been developed with local, regional, and state Emergency Management Agencies, Emergency Operations Centers, Local Emergency Planning Committees (LEPCs), and State Emergency Response Commissions (SERCs)?

· Have relationships been developed with local and state law enforcement and departments of health?

· Are transportation agency employees aware of the types of transportation infrastructure that are most likely to be targets of a biohazard attack or inadvertently contaminated due to a biohazard?

· Are transportation agency employees trained so they know what to do in the event of suspicious conditions, packages, or behavior in transportation facilities?

· Have technologies been deployed for detection and surveillance?

· Are transportation agency employees adequately trained in the use and role of detection and surveillance equipment?

· Have procedures been established and communicated to transportation agency employees for what to do in the event that a biohazard is suspected or verified within a transportation facility (e.g., subway station, highway rest stop, or airport)?

Awareness and Prevention Tips:

· Participate in local, state, regional, and other efforts to identify critical transportation resources and facilities that may be targets for a potential biohazard attack.

· Conduct training to ensure that employees are able to detect a biohazard situation or are knowledgeable about contacting the proper agencies to assist in verification.

· Establish protocols for employee and contractor notification of threatened, suspicious, and/or actual biohazard events.

· Alert passengers, users, and employees to report suspicious packages, unusual activities, and security breaches.

Preparedness
Self-Assessment Checklist:
· Is the transportation agency’s Concept of Operations (ConOps) written so that it adequately covers the unique characteristics of a biohazard as well as other hazards?

· Does the ConOps contemplate a variety of possible biohazard incidents and a variety of possible responses?

· Are roles and responsibilities in the event of a biohazard incident clearly delineated?

· Are key employees trained on the National Incident Management System (NIMS) and the Incident Command System?

· Are there procedures, protocols, and technologies necessary to support the rapid sharing of information and resources?

· Is there a process for regular preparedness review and a schedule for drills and exercises?

Preparedness Tips:

· Establish a departmental or interagency task force to address transportation involvement in addressing biohazard incidents.

· Ensure that the transportation agency’s ConOps considers the unique situations and transportation needs that may arise during a biohazard event so that lines of command and response options are clear.

· Ensure that key staff members are credentialed (e.g., badges and security clearances if applicable), understand the roles defined in regional security framework, and participate in regional planning for biohazards and other national security-related incidents.
· Conduct training for transportation operations staff and participate in table top exercises with law enforcement and public health agencies.

Response

Self-Assessment Checklist:
· Have plans been developed for staffing critical transportation operations functions in the event of a biohazard (which may restrict access or mobility by employees)?

· Are there adequate communications links among transportation agencies (e.g., traffic management centers, highway departments, and transit agencies) at all levels (e.g., state and local) to handle needs that may arise in a biohazard situation?

· Have protocols and procedures been developed to restrict mobility in areas that may be contaminated due to a biohazard?

· Have protocols and procedures been developed for other transportation logistics that may be necessary in a biohazard (e.g., facilitating movement of key personnel and resources, and procedures to monitor the movement of delivery trucks)?

· Are necessary technologies and equipment (e.g., portable ITS equipment and communications equipment) available to assist in transportation system management during a biohazard?

· Have employees been trained on the use of communications equipment?
· Have protocols and procedures been developed to inform the public about the status of an incident, travel restrictions, or other logistics?

Response Tips:

· Conduct training or exercises to ensure that the transportation agency’s emergency response personnel are aware of possible unique characteristics and responses associated with a biohazard incident.

· Inventory available transportation resources that can support response agencies, including transportation equipment (e.g., vans, buses, and towing equipment), transportation facilities (e.g., parking areas to be used for staging or storage of emergency vehicles), and traffic management and control devices (e.g., barriers, cones, and portable message signs).

· Identify how existing technologies and resources (e.g., variable message signs and traffic controls) can be used in response to a biohazard incident, including support for restricting mobility and access, delivery of prophylaxis, evacuations, and other logistics.

· Identify any critical needs for additional capabilities.

· Establish back-up communications systems (e.g., cell phones and two-way radios) in case of system failures, and ensure interoperability of communications equipment among and between critical agencies. Train staff on all communications systems that may be used.
· Develop plans for staffing critical transportation operations roles in the event of a biohazard and for ensuring there are alternates for key positions in the event that certain staff members are unable to perform their duties.

· Establish protocols regarding the use of public transit, bridges, or tunnels during biohazard situations, including determining under what conditions service should be suspended and what procedures need to be in place to handle additional traffic demands.
Recovery

Self-Assessment Checklist:
· Has consideration been made for how to support decontamination of transportation facilities?

· Has consideration been made for how to assure passengers and customers of the safety and security of the transportation system?

· Have contingency plans been developed for the possible longer-term closure of contaminated transportation facilities (e.g., traffic management centers, transit stations, and air cargo facilities)?

Recovery Tips:

· Plan for the potential need for on-going monitoring, communications, and services to restore confidence in the safety of transportation facilities.

· Plan for critical incident stress management services to support the needs of transportation agency staff members involved in response and recovery efforts.

· Plan to conduct post-event debriefings and evaluations to assess lessons learned and changes to plans, processes, and procedures.
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