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This module is sponsored by the U.S. Department of Transportation’s ITS 
Professional Capacity Building (PCB) Program. The ITS PCB Program is part of the 
Research and Innovative Technology Administration’s ITS Joint Program Office.

Thank you for participating and we hope you find this module helpful.
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Jennifer Rephlo is a transportation engineer with SAIC. She has 11 years of 
experience supporting the USDOT’s ITS Joint Program Office with a variety of 
studies and outreach efforts.
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The objectives of this module are for the reader to gain an understanding of the 
kinds of institutional challenges agencies can encounter in planning, deploying, and 
maintaining ITS, and for the reader to gain an understanding of some methods and 
strategies that can be used to address these challenges, as well as to learn where 
to turn to for more information.
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Institutional challenges can be more complex than technical challenges at times. 
Although new challenges will continue to arise in future deployments, much can be 
learned from the past experiences of others. This module highlights some of these 
previous experiences.
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The first section of this module focuses on “Making the Business Case for ITS.”  
Essentially it can be difficult politically to choose technology over pavement, 
bridges, and potholes. This section of the module discusses how agencies can work 
to mainstream ITS within their agencies and state. 

One way to do this is to incorporate ITS into the planning stage. If ITS projects 
aren’t represented in the planning process, they may never have a chance for 
deployment. As a result, MPOs and other planning organizations play a key role in 
relaying the need for ITS investments.

USDOT’s “Planning for Operations” Focus Area is a good resource for how to 
incorporate M&O strategies into the planning process. The Planning for Operations 
initiative is a joint effort between the FHWA Office of Operations and the FHWA and 
FTA Offices of Planning. Linking planning and operations is vital to improving 
transportation decision-making and the overall effectiveness of transportation 
systems. 
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Another effective strategy is to link ITS to current issues in your region. It’s easier to 
get ITS on the agenda if it’s linked to current issues, such as emergency 
preparedness, job growth, or congestion mitigation. ITS can solve a multitude of 
problems given the appropriate application of technologies. 

For example, the Florida Department of Transportation (FDOT) successfully linked 
ITS strategy to hurricane preparedness in developing an integrated statewide 
operations system for traffic monitoring, incident data capture, weather information, 
and traveler information in the Florida project.

The USDOT’s ITS Knowledge Resources Web site provides information on specific 
projects and benefits that have resulted from these projects, allowing a user to 
identify ITS strategies appropriate for their agency or region’s needs. 
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In some instances, institutional issues can arise in the planning process as a result 
of not having adequate representation in policy discussions and/or not being fully 
understood by policy makers. Some public officials and staff members responsible 
for transportation plans and programs are still only vaguely familiar with ITS 
technologies, and many of the important “back-office” technologies are not apparent 
to the public, making them a tougher sell with politicians whose constituents are not 
requesting the technologies. Some public officials associate the term ITS with fully 
automated guideways and vehicles, leading them to conclude that these 
technologies are too far in the future to be worth consideration for near-term plans. 

One strategy that can be quite effective at educating policy makers is to establish a 
coalition or group solely focused on transportation issues. One example of this is 
the Central Maryland Transportation Alliance, which is a coalition of Baltimore area 
business, civic, and nonprofit groups intent on improving travel within Central 
Maryland, consisting of Baltimore City as well as five surrounding counties. 
Establishment of a group such as this provides a mechanism for explaining the 
need for specific transportation investments and technologies in advance of seeking 
funds.

Educating the public can also help immensely since funding for ITS is very much 
driven by the transportation consumer, in that people set “governmental priorities” 
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and if they place value in ITS technology and services, the funding will come. ITS 
concepts and benefits should be topics of messaging to the general public who may 
not be aware of the many challenges faced by the transportation system. Educating 
the public can include conducting pre-project education for a specific project and 
providing ongoing public education on ITS. 

8



Educating decision-makers is also important. In many cases, agencies simply need 
better and more current information on the benefits and costs of ITS. In a 2006 UC 
Berkeley study exploring the factors that prevent ITS from being a “mainstream” 
transportation planning activity, survey respondents reported that lack of information 
on the benefits and costs of ITS was hindering them in fitting ITS projects into 
mainstream transportation planning processes. Some agencies still do not know 
where to turn for information. 

There are a number of federal resources that agencies can turn to for information 
including:  

- The USDOT’s ITS Knowledge Resources Web site

- The USDOT’s ITS Benefits, Costs, Deployment, and Lessons Learned Desk 
Reference

- The USDOT’s Operations Benefit/Cost Analysis Desk Reference
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Many state departments of transportation as well as many transit agencies have a 
deeply ingrained engineering culture that is well suited for managing construction 
and infrastructure maintenance projects. This culture, however, is not particularly 
well suited for ITS projects.

As a result, many agencies are currently experiencing an adjustment period to 
accommodate the evolving industry and the new technical skills the industry 
requires. 

AASHTO recently undertook an effort to address this head-on, creating a resource 
for the industry (the AASHTO Guide on Systems Operations and Management 
(SO&M)) on how to successfully adjust their culture in terms of agency mission, new 
technical knowledge, organizational capacity, and relationships.
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The guide helps agencies evaluate their capabilities in key areas of process and 
institutional arrangements, and to prepare a formal action plan. 

Audience Interaction Exercise: Instructor can visit the AASHTO guide and walk 
participants through some examples.
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The AASHTO guide explores six dimensions critical to effective SO&M.
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ITS projects often have a difficult time competing with more traditional transportation 
system improvements. As a result, the need for sufficient funds is a practical 
consideration, and touches all aspects of ITS, including system design and 
engineering, field demonstration and user testing, data management, ongoing 
deployments, site management and coordination, and operations and maintenance 
(O&M). There are various ways in which funding for ITS projects is obtained. The 
following sections describe potential funding opportunities that exist for ITS projects 
as well as some of the challenges associated with obtaining funding. 
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One approach to funding may be to foster coordination between public and private 
entities in development and implementation of new concepts and technologies. 
Third parties sometimes have more resources available to refine technological 
solutions. Working with the private sector also has the potential to promote 
economic growth.

There are increasing numbers of examples where private sector entities construct 
needed roadway facilities in exchange for the right to collect tolls for a number of 
years to recoup their investment and generate profits. There are also emerging 
examples of state and local agencies obtaining the data used in their traffic 
management and traveler information initiatives from private sector enterprises 
where they might traditionally have installed their own infrastructure to gather this 
information. 

14



There are some practical constraints to PPPs:  currently only 23 states and Puerto 
Rico allow the use of PPPs for transportation projects, and some states do not give 
their transit and transportation agencies the authority to contract out their services. 

But, with that in mind, there are some benefits, including the fact that third parties 
sometimes have more resources available to refine technological solutions. Working 
with the private sector also has the potential to promote economic growth. Also, 
PPPs can help circumvent government fiscal barriers.
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Despite the benefits of public-private partnerships, there are several potential risks 
that public agencies should take into account when considering a PPP, including 
possible financial disadvantages. 

- Higher costs of capital - because interest on PPP debt is taxable whereas 
interest on municipal bonds is tax exempt.

- Though not common, there is the risk that the private partner involved in a PPP 
will go bankrupt or default on debt, leading to the possibility that the public 
agency will have to temporarily take control of the project or that publicly funded 
debt will not be repaid. 

- Many transportation stakeholders are wary that PPPs will lead to fewer job 
opportunities for the public sector labor force and result in loss of public control 
over the transportation system, especially with long-term concession projects. 

- Because private organizations are profit-driven, some feel that they do not have 
the public’s best interest in mind and that they may “skimp on maintenance and 
repairs to boost profits,” for example. 
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Information is the core component of ITS. To be effective, ITS applications need to 
have the ability to collect, integrate, store, and disseminate data and information on 
the state of various aspects of the transportation network. Depending on the 
application, information could be required about travelers, vehicles, or cargo, 
potentially raising significant privacy concerns around the collection, retention, 
analysis, use, or disclosure of any personal information collected. 

Increased focus on this in the future—the public will interact with ITS on an 
increasingly frequent basis, so data privacy will, by necessity, become an area of 
increased focus for the transportation industry.
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Advanced transportation systems that involve collection of personal information 
include electronic toll collection (ETC) systems, speed cameras and red light 
running cameras, and border crossing technologies, all of which typically identify the 
vehicle, and, subsequently, the individual to whom the vehicle is registered. Also 
sophisticated travel time applications and road pricing schemes that charge by the 
mile, by location, or by roadway type. 

Many connected vehicle safety applications track vehicle position, speed, and 
heading so that warnings can be sent to neighboring vehicles if a potential for a 
conflict exists—although vehicle/driver data are not required, privacy concerns could 
still arise due to the detail of the data that are captured.
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Over the years, as ITS has evolved into requiring richer data, various Federal programs 
have explored data privacy. For example….

In 2001, ITS America developed a document titled “Fair Information and Privacy Principles,” 
in recognition of the importance of upholding individual privacy in implementing ITS 
technologies. The principles were designed to be advisory in nature, with the goal of 
educating and guiding transportation professionals, policy makers, companies, 
organizations, and the public as they develop fair information and privacy guidelines for 
specific ITS projects.

Vehicle Infrastructure Integration (VII) was a major federal initiative in 2007 and the 
precursor to the connected vehicle program. The Vehicle Infrastructure Integration (VII) 
Coalition prepared a document laying out a possible framework for privacy policies under 
that program.

With the understanding that privacy and data protection policies are essential components 
of any connected vehicle system, the USDOT is actively addressing privacy and security 
safeguards through current connected vehicle research. In 2010, USDOT prepared a Policy 
Road Map for V2V and V2I safety, which specifies some aspects of handling data privacy, 
including device and equipment certification, and certificate authority, privacy, and security.

The White House released a “Consumer Privacy Bill of Rights” in February 2012 providing 
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a framework for protecting privacy while promoting innovation – it lays out seven guiding 
principles that can serve to guide deploying agencies facing potential privacy issues 
concerns:  Individual Control, Transparency, Respect for Context, Security, Access and 
Accuracy, Focused Collection, and Accountability.
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Some key considerations for agencies include:

 Prepare formal data sharing agreements - include what data will be shared, how 
they will be shared, how the various organizations will use the data, and how they 
will keep the data secure.

 Collect only the personal information needed - data should be collected 
anonymously whenever the application permits. Information that must be 
collected in individual units but that is later used in aggregate form should be 
aggregated as early as possible in the data collection process. Real-world 
Example: In many cases the system can be designed to maximize data 
protection. As an example, in the recently completed Minnesota Road Fee Test, 
the Minnesota Department of Transportation designed a system to assess 
mileage-based user fees that was able to assess miles driven within different fee 
categories without having access to details of when and where study participants 
drove. This was accomplished by designing a system whereby all fee calculations 
are conducted on the individual’s device and the only information that is required 
to be sent up to the central server is the total number of miles driven within each 
fee category over a given time period. 

 If personally identifiable data are required, ensure this is transparent to the 
public, and provide a mechanism for repudiation - ITS America’s Privacy 
Principles advise that individuals should know what information is collected about 
them, how it is collected, what its uses are, and how it will be distributed. 
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 Consider an “opt-in” solution where possible - the level of privacy concerns vary by 
individual, and people like to feel in control of their data. 
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This section of the module discusses institutional issues related to standards and 
open source transportation data. As transportation agencies continue to deploy ITS 
infrastructure and collect transportation data, the need for data sharing and public 
dissemination is becoming more significant. In addition, various private sector 
entities have begun providing transportation data. USDOT’s Integrated Corridor 
Management (ICM) initiative highlights the need for data sharing across modes and 
jurisdictions. 

The topics covered in this section include institutional issues related to ITS data: 
standards, licensing, access, and users.
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Both ITS cooperative and ITS infrastructure standards are typically developed by 
Standards Development Organizations (SDOs) with oversight by USDOT. These 
standards are consensus-based, open, and voluntary. The SDOs function as public-
private partnerships with USDOT. 
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Real-World Example: An example of a licensing agreement that affected the end 
use of data is FHWA’s Transportation Technology Innovation and Demonstration 
(TTID) Program, which funded a program to collect travel times in various locations 
around the United States. The initial agreement of this effort defined that the vendor 
had ownership of all data collected through the effort and not FHWA. Because of 
this agreement, FHWA’s ability to reuse the data was limited.
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Quality assurance - There can be concerns about allowing access to real-time data 
prior to having the opportunity to perform quality assurance on the data

Aggregate vs. disaggregate datasets - While many state DOTs offer real-time, 
aggregate datasets (e.g., speed data collected through loop detectors) for public 
dissemination to make informed route choice decisions, few offer access to 
disaggregate and real-time datasets
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O&M costs often overlooked - although O&M costs are a critical component of the 
total costs of any technology project, these costs are often an overlooked aspect of 
deploying ITS.

O&M costs can be difficult to obtain relative to deployment funds - deployment 
funds are often achieved using Federal funds, while state/local funds must be used 
for O&M costs, so it can be more difficult to obtain funds for O&M.
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Often falls to IT because it is considered to be a “data processing” function rather 
than an engineering function.
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Real-World Example: In the iFlorida Model Deployment, responsibilities for 
equipment maintenance were not established up front. The district leading the effort 
anticipated that the districts in which the Statewide Monitoring System equipment 
was located would take over responsibility for maintaining the equipment upon 
completion of the project. However, only districts that had an active ITS program 
were willing to take over this responsibility. At the time, some districts had little or no 
ITS equipment deployed and no staff or maintenance contracts for maintaining ITS 
equipment. Additionally, they had not been involved in the design of the system and 
therefore had not had the opportunity to verify that the new equipment was 
compatible with any existing equipment. If formal maintenance procedures are not 
established up front, in most cases the system will end up being maintained either 
by the agency that led the deployment, or by the agency that interacts most 
frequently with the system. 

31



Many ITS projects require the involvement of multiple agencies, and for these 
efforts, institutional integration is key to success. It can be difficult to bring agencies 
and other stakeholders together, and it can be even more difficult to sustain these 
relationships over of the life of the project, from deployment to operation. This 
section of the module discusses strategies that can aid with inter-jurisdictional 
cooperation including clear establishment of roles and responsibilities for 
deployment, operations, and maintenance. 

Civic leaders, lobbyists, and advocates can help bridge institutional gaps - e.g., a 
county commissioner, a congressman, an MPO director, or a local resident who is a 
nationally recognized expert.

32



Keep the group connected - Regular information sharing with the broad stakeholder 
group is critical as it helps maintain an atmosphere of cooperation and agreement. 
Those actively involved in the process must keep those less involved informed. It is 
critical to cultivate understanding and interest in ITS at all levels of the participating 
agencies early in ITS development. Operations staff need to understand how 
coordination of systems and information flows can improve their operational 
responsibilities, and planning staff need to understand their role in ITS planning and 
the roles and the responsibilities of operations staff. Establishing these working 
relationships can not only facilitate successful day-to-day operations, but also help 
form a foundation from which to develop future ITS initiatives.

Establish roles and responsibilities for all partners early in the process - It is critical 
to clearly define roles and responsibilities for the deployment, as well as for 
operations and maintenance of the system post-deployment.
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Think regionally - Successful deployments can be the best way to convince 
decision-makers of the benefits of participating in the ITS development process. 
The EZPass program in the northeast gave solid evidence to decision-makers and 
the public throughout the region of the advantages of both ITS and interagency 
coordination. While each participating agency to the EZPass system was primarily 
motivated by their own operational needs and concerns, bringing these 
organizations together early on in the process, and establishing new relationships 
cultivated a greater interest in regional transportation issues and regional ITS 
solutions. 
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Transportation organizations face a multitude of challenges when it comes to having 
staff with the necessary skill sets to effectively manage ITS projects. This section of 
the module discusses workforce issues when it comes to planning, deploying, and 
maintaining ITS, including both staffing requirements for overseeing the work of 
consultants and contractors, as well as staffing requirements for conducting work in 
house. It discusses common challenges that many agencies face related to the new 
skill sets required of their staff to effectively manage ITS projects in an ever-
changing environment, and discusses associated professional capacity building and 
workforce development considerations. Finally, it provides available resources for 
workforce development and training.

Source: Video developed by the ITS Institute, University of Minnesota and used 
with permission.  2011 Regents of the University of Minnesota. All rights reserved.

NOTE:  Video is 10 minutes in length
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At the same time that the industry faces challenges in staffing the workforce, the 
needs of the workforce are changing, requiring skills that go far beyond traditional 
engineering disciplines. 
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Outsourcing is the process by which organizations use external providers to 
manage or maintain certain aspects of their businesses when agency resources or 
skills are insufficient. Outsourcing can range from total privatization of the 
deployment, management, and operation of a system, to simply supplementing staff 
to cover specific needs. 

Items to consider when outsourcing:

Design a Request for Proposal (RFP) that is both complete and specific;

Specify a structure for the bidder's pricing or rates;

Determine the criteria for selection;

Consider the impact of the length of the contract; and

Recognize that the type of contract affects the level of risk sharing.
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A number of training resources are available to practitioners, as shown on this slide.
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1. What are some of the most common kinds of institutional challenges that 
agencies can encounter in planning, deploying, and maintaining ITS 
technologies?

- Making the Business Case for ITS

- Organizational Capabilities for ITS

- Funding/Financing ITS

- Data Privacy Issues

- Standards and Open Source

- Operating and Maintaining ITS

- Inter-Jurisdictional Cooperation

- Workforce Issues

2. What are successful methods that can be used to address these challenges?

[Many correct answers, depending on the institutional issue they focus on.]

3. Where can an agency find more information to addressing these institutional 
challenges?

- There are many USDOT resources on lessons learned, costs and benefits of ITS, 

43



etc.

- Other agencies can be a good resource

- There are a number of training resources available, both online and in person
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