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USDOT CERTIFICATION PROGRAM
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" e The USDOT competitively selected three certification service providers
(7Layers, Danlaw, and Southwest Research Institute (OmniAir))

« All three work together through the Certification Operating Council
(COC) to support certification testing for CV Pilots

* Vision is to help the industry to organize and run a self-sustaining
certification program supporting deployment of DSRC-based services.

DANLAW (- OmniArr 7 layers
.certified 5/ testing for a smarter world

Danlaw provides connected OmniAir Cerfication Services 7Layers is an international group of

vehicle telematics solutions (OCS) is a non-profit organiza- engineering & test centers having a

and embedded electronics to  tion founded by OmniAir to core competence in wireless

OEMs and their Tier-1 supply  execute independent certif- technologies.

chain. ication for the intelligent

transportation industry.
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at V2X Test Specifications supporting device certification available on
http://www.github.com

WAVE802.11-TSS&TP  Test Suite Structure and Test Purposes for IEEE 802.11 (scope of DSRC)

WAVEMCO-TSS&TP Test Suite Structure and Test Purposes for Multi Channel Operation (IEEE

1609.4)
WAVENS-TSS&TP Test Suite Structure and Test Purposes for Network Services (IEEE 1609.3)
WAVESEC-TSS&TP Test Suite Structure and Test Purposes for Security Services (IEEE 1609.2)
J2945.1-TSS&TP Test Suite Structure and Test Purposes for J2945.1

Test Control Interface  Test Control Interface protocol specification

Device Profiles Test requirements supporting different device types



TECHNICAL STANDARDS
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Data Messages
» SAE J2945/1 Requirements for V2V
* Encoding (ISO ASN.1 UPER)
* Process Information (SAEJ2735)

Data Transmission
» Transport (IEEE1609.3 WSMP, IPVv6)
e Security (IEEE 1609.2)
» Link (IEEE 1609.4)
* Physical (IEEE 802.11)

Device Profiles
« V2V per SAE J2945/1
¢ V2V + SCMS per SAE J2945/1
« CV Pilot OBU
 CV Pilot RSU per USDOT RSU 4.1 spec

DSRC-WSMP

wehicle location and motion —=

Remaote Vehicle OBEs Transit Vehicle OBE
ITS Application Information Layer IT5 Application Information Layer
SAE J2735 B~ SAE 12735
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Application Layer g = Application Layer
Undafined Urndafined
Presentation Layer Presentation Layer
50 A3N.1 DER S0 ASN.1 DER
Session Layer Session Layer
Undafined Undafined
Transport Layer g - Transport Layer
|EEE 1608, 3 W5MP Eru = |EEE 1609 3 WSMP
2%

Metwork Layer 52 Metwork Layer
|EEE 1609 3 WSMP é ¥ |EEE 1609 3 W5MP
Data Link Layer Data Link Layer

EE 1505 4, |EEE 802 MAC, |EEE BOZ. 11p EE 1205.4, |[EEE 802 MAC, |EEE 802, 11p
Physical Layer Physical Layer
|EEE 802 L1p |EEE 802.11p




WHAT IS TEST CONTROL INTERFACE
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Defines protocol and messages exchanged between a
Test System (TS) and a Device Under Test (DUT)

Developed by the Certification Operating Council (COC)

Public and open specification; published on Github.com
https://github.com/certificationoperatingcouncil/TCI_A
SN1

Defined in the TCI specification using ASN.1 notation
Independent of the TS or DUT implementation details
Supported the COC Test Specifications

« Based on IEEE 802.11, IEEE 1609, SAE J2735
 Not part of the IEEE or SAE standards

TCI



https://github.com/certificationoperatingcouncil/TCI_ASN1
https://github.com/certificationoperatingcouncil/TCI_ASN1

Zlayers

s Group Company

TEST SYSTEM ARCHITECTURE
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Chipsets
Modules

Test System VADs
TCl ASDs
PCDs

OBEs
Devices RSEs

Test System

« Take advantage of automated testing
 Low costs of testing
« Utilize common protocol between test tools and devices
 Exercise parameters for “non-normal” conditions
« Scalable as devices and applications multiply
 Focused on module level testing, (rather than “system level” testing)



MODULE VS VEHICLE LEVEL TESTING
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«"" Module Level Testing
_ O]TII‘}}AII‘
« Component Suppliers Certified

* Fully exercise lower layers
and individual data elements

* Controlled / Repeatable
Tests

« Automated = Cost Effective

Test System (TS) System Under Test (SUT)
- - Test Conlrol Interface
Test Management Application (TCIA)
1
Software Implementation Under
Test (IUT)

Test Control Intarface

Test Radio Interface (TRI)

Source: SWRI/OmniAir presentation at 2016 ITS World Congress

Vehicle Level Testing

OEMs / Regulating Agencies

Conformance testing at
“system level”

Positioning system accuracy
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TCI EXPRESSED IN ASN.1
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TCIDispatcher.asn X
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|——<CSS -BDU TCI-MagDispatcher TCIMessage>—-—

TICI-Dispatcher

DEFINITIONS AUTOMATIC TAGS ::=

BEGIN
IMPORTS
ICIle053 FROM TCI-1&6033
ICIle054 FROM TCI-160354
TICI1le052 FROM TCI-1&032
ICIBOZ211 FROM TCI-20211
TCIZ3451 FROM TCI-Z29451
ICISutControl FROM TCI-SutControl
Time&d FROM TCI-CommonTypes
ICIM=g ::= SEQUENCE{
wversion INTEGER (1), -- protocol wersion
time Timesd, -=
frame Frame,
}
Frame ::=CHOICE {

d1e0%3 [1] TCIle033,
d1&0%2 [2] TCIle0%52,
d20211 [3] TCIBODzZl1l,
d1&094 [4] TCI1le0394,
d25451 [5] TCIZS451,
sutCtrl [6] TICISutControl,

END
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Abstract Syntax Notation 1

Specifies data structures at high
level of abstraction

Standardized and vendor
independent

Supported by encoding rules to
represent values in data
structures when they are
transferred over computer
networks

TCIl messages are OER encoded

* OER (octet encoding rules) —
one of 1SO standardized
ASN.1 encoding rules

 Also used by IEEE1609.2

AL L AR
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TClI MESSAGES ORGANIZATION
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| 1 1 1 1 |
frames TCI80211 TCI16094 TCI29451 TCI16093 TCI16092 TCUSutControl
messages Request Response Indication Responselnfo Exception

| |

shared "
modules

o All TCI messages have common root (TCIMsQ)

« TCI message comprised of message frames (one for each test

specification)

o All frames share the same message types: Request, Response, etc.
« Shared modules specify parameters for each type of message
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TCIMSG/TCI16093/REQUEST
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i TCl-dot3reg-Dot3SetWsmTxInfo. et X

PDU Mame/ldentifier

Value Typereference Built-in Type Default Value
.,I-,,\"ﬂ'."-"'l" ¥ @ TCIMsg TCIMsg SEQUENCE
i @ version 1 INTEGER
¥ time 1234123412341234 Timetd IMTEGER
v % frame d16093 Frame CHOICE
v &% d16093 request TCHE093 CHOICE
v % request Request SEQUENCE
¥ messageld 2 MsglD IMTEGER <ME5...
v &% value Dot3SetWsmdnfo MESSAGE-ID-A...
v % DotIsetWsmTnfo Dot35etWsmTel... SEQUEMCE
> % psid content P=id CHOICE
> % radio Radiolnterface SEQUENCE
> & i SecurityContext  SEQUENCE
& channelldentifier 172 ChannelMumbe... INTEGER
W ti centinuous TimeSlot EMUMERATED
et 6 DataRateB0211 IMTEGER
& transmitPowerLevel 15 TXpower80211 INTEGER
& infoElementsincluded '0D00DD000DOO00DOODDO00DN'E  WawveElementsl... BIT STRING ‘0000000000000. .,
] 4 UserPriority IMTEGER
¥ destinationMACAddr  'FFFFFFFFFFFF'H MACaddress QCTET STRING ~ 'FFFFFFFFFFFF'H
(1% expinyTime Time64 INTEGER
[] & channelload Opaque QOCTET STRING
[J & repeatRate FepeatRate IMTEGER
& Opague OCTET 5TRIMG
Encoding Viewer
COER ~

7Layers — a Bureau Veritas Group Company

Q0000000 00
Qooo001a 80
00000020 FF

01 00 04 &2 & BF 52 01 FZ2 281 80 00 02 17 &0
Z0 80 00 O3 00 03 01 AC 03 0O& OF 00 OO0 00 04

FF FF FF FF FF

ASNL1 Tools can aid in interpreting encoded
messages

November 2016

— ||]|',I'|l-'

L

||-||"|'|'Il""

(11}

L]
T

13



i
LAY
it

MESSAGE AMONG TCI FRAMES
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WSM Tx/Rx

group:
SetlnitialState,
SetWsmTxInfo,
StartWsmTx,
StopWsmTx,
StartWsmRx,
StopWsmRx

T
ﬂ.;-,x'.'-.'-.'--' J

WSM Tx/RX
group,

| P g rou p :
GetlPv6Interfaceln
fo,

StartIPv6Tx,
StoplPv6TX,
StartIPv6Rx,
StoplPv6RYX,
SetIPv6Address,
StartIPv6Ping,
StoplPv6Ping

WSM Tx/RX
group,

|P grOup’

WSA Tx group:

StartWsaTxPerdiodic,

StopWsaTxPeriodic

T
'.'I'.'.|'.'|'.'.'|'.'|]'.'|I'.'|l i

WSM Tx/Rx
group,

WSA Tx
group

I |".I'.||.'.I'.'II'.|'..|-..-....
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WSM Tx/Rx
group,

VehSensor
group

Zlayers
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TYING TEST CASES & TCI
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s Identifier

1TP-16093-WSM-MST-BV-01

Summary

To verify that the IUT will transmit a WSM with the correct version number and EtherType.

Test Configuration

TC1

T

TUT

Reference:

PICS Selection

/
| Pre-test conditions /
¢ TheIUTisin theinitial state
| Test Sequence
Step Type Description Verdict
1 Configure  [The IUT is configured to transmit WSM_without_nExt in Table 7-1.
2 Stimulus The IUT transmits WSM ~
3 Verify The IUT transmitted WSM Pass/Fail N
4 Verify WSM is included in 802.11 frame, containing Logical-Link Control Pass/Fail
section, containing ‘Type’ field indicating EtherType value 0x88DC.
Verify WSM N-Header contains ‘Subtype’ (bits 4-7) indicating ‘0’ Pass / Fail
5 Verify WSM N-Header contains “WSMP-N Header Option Indicator’ (bit 3) |Pass/ Fail
indicating ‘0’ for WSM_without_nExt, or indicating 1’ for
WSM_nExt.
6 Verify WSM-N-Header containing “WSMP Version’ indicating ‘3" Pass/Fail
7 Configure  [The IUT is configured to transmit WSM_nExt in Table 7-2. —
|8 ‘Procedure Repeat steps 2-6

7Layers — a Bureau Veritas Group Company
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All messages in this
example are prefixed
with TCIMsg.TCI1609.*

: request.SetlnitialState
SUT->TS: response

: request.SetWsmTxInfo
SUT->TS: response

: request.StartWsmTx
SUT->TS: response

Test System validation of
received messages

: request.StopWsmTx
SUT->TS: response

: request.SetWsmTxInfo
SUT->TS: response
Repeat from step 2

RO



TCl SPEC USE CASES AND MESSAGE
SEQUENCES

Table 30 Use cases supported by TCI16093
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UC |Use case objective Flow Direction |Message Seqguence
#
1 |Reset the SUT to the Initial |TS -=5UT request.SetinitialState
state SUT ->T5 response
2 |The SUT transmits a single |T5 ->5UT request.set\WsmTxInfo
or periodic WSMs SUT ->TS response
TS5 -=5UT request.startWsmTx
S5UT -=T5 response
3 |The SUT stops transmitting |T5 -=5UT request.5topWsmTx
periodic W5Ms SUT ->T5 response
4 |The SUT receives W5Ms TS -=5UT request.5tartRx
and sends event indications |SUT -> TS response
tothe TS SUT->TS indication
5 |The SUT stops receiving TS5 -=5UT request.5topRx
W5Ms S5UT -=T5 response

7Layers — a Bureau Veritas Group Company
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WHAT DUT VENDOR MUST DO
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«" e DUT must support IPv4-based link DANLAW
(Ethernet, BroadR, USB, WiFi, etc)

 Vendor must implement TCI Application

A
|l-l,l'l_"|

TCl Message Generator

(TCIA) VERSION 1.03
« DUT is under control of TCI
Application
« Generates BSM, reads security
credentials, reboots DUT Simulates a test system by
« TCIA is not present in the product generating TCl messages

offered for sale

Download from:
https://github.com/certificationoper
atingcouncil/TCI Tools



https://github.com/certificationoperatingcouncil/TCI_Tools
https://github.com/certificationoperatingcouncil/TCI_Tools
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' l
D Danlaw, Inc. A member of the DSRC Connected Vehicles Certification Operating Council - O *
Sut Control 862.11 1609.3 1609.4 2945.1 1609.2

WSM IPVE e S D Danlaw, Inc. A member of the DSRC Connected Vehicles Certification Operating Council — O x

set Intial State 5et WSM TX Info start wsil Sut Control 862.11 1609.3 1609.4 2945.1 16@9.2

Set TX Info Parameters

3 WSM i
Radio IF Parameters LD [0 SEAEES

Radio Set Intial State Set WSM TX Info Start WSM TX Stop WSM TX Start WSM RX Stop WSM RX

Include Antenna [ ] ) Payload
Radio IF Parameters

Antenna Both Radio Helle World!!

Include Antenna [

WSM Header
Include Channel No Antenna

Include Tx Power

Include Data Rate PsSID
Des

Include Channel Load []

Repeat Rate © % every 5 seconds
Set WSM TX Info Payload From a File [] Payload is a BSM [ |

Start WSM TX File Name |

DANLAW

Comporate Headquarters
41131 Vincenti Ct.
Novi. Michigan 48375

Clear




STARTING POINT - GITHUB
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certificationoperatingcouncil / TCI_ASN1

W £} Code | es 0 ull requests 0 Projeq ¢ Code ssues 0 Pull requests 0 Projects 0 Wik Pulse
Branch: master - | TCI_LASMN1 / TCl Interface / ASN1 /
ch: master » | TCI_ASN1 / TCI Interface
Dmitrikh Changes to |P-based classes | ..

https://qithub.com/certificationoperatingcouncil/TCI ASN1/releases

Current release V0.3.0

(-1 - A
© Unwatch= & W Unstar
Graphs Settings

Create new file | Upload files

4

layers

A Bureau Veritas Group Company

¥rok | 3
Find file History
mit 6207945 on Aug


https://github.com/certificationoperatingcouncil/TCI_ASN1/releases

WHERE TO GET MORE INFORMATION
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.« Where to get support for TCI - Certification Operating Council:

certificationoperatingcouncil@gmail.com

Certification Test specifications:
https://github.com/certificationoperatingcouncil/COC_TestSpecs

Test Control Interface Specification:
https://qgithub.com/certificationoperatingcouncil/TCl_ASN1

Test Control Interface Tools:
https://qgithub.com/certificationoperatingcouncil/TCI Tools

DSRC Proxy:
https://qithub.com/certificationoperatingcouncil/DSRCproxy

,,,,,,,,,


mailto:certificationoperatingcouncil@gmail.com
https://github.com/certificationoperatingcouncil/COC_TestSpecs
https://github.com/certificationoperatingcouncil/TCI_ASN1
https://github.com/certificationoperatingcouncil/TCI_Tools
https://github.com/certificationoperatingcouncil/DSRCproxy

CONTACTS

. DMATERT Khijniak

= dmitri.khijniak@7layers.com

i 949-732-8022

A 'f“']‘ Automotive Technology Services
$%/ Development Manager

iz 7layers - Irvine, California
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ORTH AMERICA EUROPE

USA Germany

Irvine, CA Ratingen

Phone +1.949.716.6512 Phone +49.2102.749.0

E-Mail info.us@7layers.com E-Mail info@7layers.com

Sunnyvale, CA
+1.669.600.5293
info.us@7layers.com

Phone
E-Mail

BUREAU
7Layers — a Bureau Verita VERITAS

Agency Spain

Bilbao
Phone +34.634.507.296
E-Mail info@7layers.com

Agency France

Paris
Phone +33.612.717.783
E-Mail info.fr@7layers.com

7layers is the wireless/smart world expert of Bureau Veritas

founded in 1999
worlds’ leading wireless group

located around the world with a strong footprint in Asia,
Europe &North America.

with more than 300 employees

Independent test and validation services laboratory
accredited to I1SO 17025

ASIA

P.R. of Chin1

Beijing

Phone ONE +81.45.949.6020

E-Mail info.cn@7layers.com E—Méil info.jp@7layers.com
South Korea

Shenzhen Suwon

Phone +86.755.865.23100 Phone +82.70.8853.2301

E-Mail info.cn@7layers.com E-Mail info.kr@7layers.com

Agency Taiwan
New Taipei City

Phone +886.2.2696.2828.237
E-Mail info.tw@7layers.com
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