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1 Introduction 

1.1 Background 
As part of the 2014 Southeast Michigan Architecture, the USDOT will deploy 2 data warehouses in order 
to explore the effectiveness of those warehouses in supporting enhanced connected vehicle operations. 
The general concept behind the warehouses is to serve as message brokers that facilitate the exchange of 
information between systems that participate in certain dialogs related to connected vehicles. Some 
examples include: 

• Collection of signal phase and timing information from traffic signal controllers and distribution 
to vehicles. 

• Collection of travel time and status information from vehicles and distribution to traffic 
management centers. 

• Collection of traveler information from traffic management centers and other providers and 
distribution to vehicles. 

Figure 1 below depicts the 2014 Southeast Michigan Architecture. 

 
 

 
Figure 1: 2014 Southeast Michigan Architecture 
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1.2 Document Scope 
This document focuses on one specific pair of data flows in this architecture, the data flow between the 
Southeast Michigan Connected Vehicle OBE and the Southeast Michigan Local Current Situation Data 
Warehouse (LCSDW), labeled as “LC enhanced vehicle situation” data and highlighted in Figure 1. The 
purpose of this data flow is to enable a vehicle OBE to provide historical vehicle time, position, and status 
information to the warehouse for use in assessing traffic, weather, vehicle, and other roadway conditions.  
The sequence of message exchanges utilized in this data flow is depicted in Figure 2. 
 

Vehicle (Provider) Object Discovery and
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VehicleServiceRequest
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Nonrepudiation

Awareness

Trust
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Figure 2: Vehicle Situation Data Message Sequence 

 
The details of this data flow are defined in Section 2. The mechanisms used to transmit these messages 
are described in Section TBD 
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2 Vehicle Situation Data Message Exchange 
The exchange of vehicle situation data will occur through a series of dialogs, with each dialog consisting 
of an ordered sequence of messages exchanged between a vehicle OBE and the LCSDW. The dialogs are: 

• Trust Establishment. This dialog is initiated by the vehicle OBE so that it can obtain and 
authenticate the security credentials of the LCSDW. This is necessary to (a) establish trust before 
the vehicle OBE transmits potentially sensitive data to the warehouse and (b) obtain the 
warehouse security credentials to support encryption of future messages transmitted to the 
warehouse. 

• Situation Data Transmission. This dialog is initiated by the vehicle OBE to transmit a series of 
vehicle time, position, and status data (i.e., situation data) to the LCSDW. 

Details on the messages that comprise each of these dialogs is provided in the sections below. 

2.1 General Approach 

2.1.1 Terminology and layering 
The Vehicle Situation Data Message Exchange application creates Application Protocol Data Units 
(APDUs). These are submitted to the 1609.2 processing stack to produce Secured APDUs. The APDU is 
the payload of the Secured APDU. 

The Secured APDUs are submitted to the Presentation Layer for processing. The Presentation Layer adds 
a length field to create the Presentation Layer PDU (PPDU) as described in XXX. The PPDU is 
submitted to the transport layer for transmission over a chosen transport protocol, for example TCP or 
UDP. 

This document describes how both APDUs and Secured APDUs are created and how Secured APDUs are 
exchanged. The Secured APDUs are the fundamental data elements that are exchanged. To reflect this, 
the document uses the following terminology: we refer to an exchanged Secured APDU as, for example, a 
VehicleServiceRequest and to the APDU in its payload as an Unsecured VehicleServiceRequest. This 
means that references to “sending VehicleServiceRequest” are unambiguous. 

Our basic model is that outgoing Secured APDUs are created by the Application, processed by the 
Security Services, and then passed to the Presentation layer, and incoming Secured APDUs are passed 
from the Presentation Layer to the Security Services and thence to the application, forming a standard 
layered model as shown in Figure 3 
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Security Processing

Presentation Layer

Transport Layer

Application

 

Figure 3: Standard Layered Communication Model 
 

However, for certain exchanges, the APDU is created using a received Secured APDU rather than just an 
APDU. This is the case in particular for the service request/response, where the response is created using 
the hash of the received Secured APDU. For these exchanges the security services act more as a library 
than as a layer in the stack, as illustrated in Figure 4. 

Application Security Processing

Presentation Layer

Transport Layer

 

Figure 4: Security Library Communication Model 
 

The focus of this document is on the exchange of Secured APDUs, so it is not necessary to have an 
unambiguous picture of the relationship between the Application and the Security Processing. 

2.1.2 PDU structure 
A Secured APDU in an LCSDW dialog is formatted according to the IEEE 1609.2 specification as either 
a SignedData or an EncryptedData that contains a SignedData. The psid field in the ToBeSignedData will 
identify the Secured APDU as being associated with the exchanges of vehicle Situation Data.  
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The APDU in the payload of the Secured APDU will include a field identifying the type of LCSDW 
APDU, and the content of the remainder of the APDU will be determined by this data type. The general 
APDU structure is as follows: 

struct { 
    LCSDWDataType type; 
    select (type) { 
     case lcsdw_vehicle_service_req : 
      LCDSWVehicleServiceReq; 
     case lcsdw_vehicle_service_resp : 
      LCSDWVehicleServiceResp; 
     case lcsdw_sitdatasubmit : 
      LCSDWTrustResp; 
     case lcsdw_sitdataresp : 
      LCSDWTrustResp; 
    } 
   } LCSDWData; 

When only a signed APDU is required (e.g., the LCSDW vehicle service request), the 1609Dot2Data 
ContentType will be “signed” and the data field in the ToBeSignedData will be the LCSDWData 
structure indicated above. When a signed and encrypted APDU is required, the 1609Dot2Data 
ContentType will be “encrypted”, the decrypted payload of the EncryptedData will be a ToBeEncrypted 
structure with ContentType “signed”, and the data field in the ToBeSignedData will be the LCSDWData 
structure indicated above. More details on the data structures used for each dialog are in the subsections 
below. 

As described in 2.1.1. LCSDW PPDUs are transmitted as either TCP or UDP packets using IPv6 
protocols. TCP is used whenever a response is expected from the entity that receives the message or when 
it is important that the sender determine whether the message was received. Otherwise, UDP is used. The 
description of the individual messages will indicate whether TCP or UDP is used for each message. 

A PPDU is created by prepending a 4-byte unsigned Big Endian integer containing the message length 
prepended to the Secured APDU prior to transmission. For example, if a Secured APDU consists of the 
seven bytes: 

0x01020304050607 

the following PPDU is created and submitted to the transport layer: 

0x0000000701020304050607 

2.2 Prerequisites 
The following prerequisites must be met before any of the dialogs describe in this section can occur: 

• Vehicle OBE Security Certificate. The vehicle OBE must have a valid security certificate issued 
by the Test Bed Security Certificate Management System (SCMS) that authorizes it to participate 
as a vehicle OBE in LCSDW dialogs. This security certificate must be valid for the time a 
message is transmitted. The certificate must include PSID 0xAFE0 in the list of PSIDs authorized 
by the certificate. See the Test Bed Connected Vehicle Operations document for more information 
on this security certificate. 
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o For the USDOT Test Bed implementation of the 2014 Southeast Michigan Architecture, 
Security Credentials will be requested by the OBE and downloaded as part of the 
bootstrap process, similar to how security credentials are currently downloaded to 
Aftermarket Safety Devices (ASD). 

• LCSDW Security Certificate. The LCSDW must have a valid security certificate issued by the 
Test Bed SCMS that authorizes it to participate as a LCSDW in LCSDW dialogs. The security 
certificate must be valid for the geographic operating region of the LCSDW and at the time a 
message is transmitted. The certificate must include PSID 0xAFE0 in the list of PSIDs authorized 
by the certificate. The certificate must include an encryption public key. See the Test Bed 
Connected Vehicle Operations for more information on this security certificate. 

o For the USDOT Test Bed implementation of the 2014 Southeast Michigan Architecture, 
Security Credentials will be manually loaded on to the LCSDW, similar to how security 
credentials are currently loaded on to DSCR Roadside Units. 

• Network connectivity. Network connectivity must exist between the vehicle OBE and the 
LCSDW. This network connectivity could come from DSRC Roadside Units (RSU) that supports 
the “General IP Service” DSRC service (PSID 0xBFE1). Alternately, this network connectivity 
could come from cellular communication services, if the vehicle OBE is equipped to use such 
services.  See the Test Bed Connected Vehicle Operations document for more information on 
DSRC and cellular network connectivity at the Test Bed. 

o For the USDOT Test Bed implementation of the 2014 Southeast Michigan Architecture, 
network connectivity will be limited to DSRC. 

• LCDSW Awareness. In order for the vehicle OBE to initiate a dialog with the LCDSW, the 
vehicle OBE must know the network address of the LCDSW.  This information is obtained 
through a Service Discovery Dialog that provides information about available connected vehicle 
services. For example, a vehicle would need to utilize a Service Discovery Dialog to identify a 
new LCDSW when it leaves the geographic area covered by the LCSDW it is currently sending 
situation data to or when the current LCSDW Security Certificate expires or is revoked.  For 
more information on the LCDSW Awareness process, see the document Object Registration and 
Discovery Services. 

o For the USDOT Test Bed implementation of the 2014 Southeast Michigan Architecture, 
the LCSDW network Address will be contained in a configuration file on the vehicle 
OBE. 

 

2.3 LCDSW Trust Establishment Dialog 
The LCDSW Trust Establishment Dialog is initiated by a vehicle OBE in order to obtain and authenticate 
the security credentials of the LCSDW. The dialog begins when the Vehicle OBE establishes a TCP 
connection with the LCDSW and transmits a VehicleServiceRequest message to the IP address identified 
via LCDSW Awareness. This message includes the PSID of the LCSDW service (0xAFE0), and is signed 
by a valid vehicle OBE security certificate. The LCSDW responds with a message that contains the 
geographic region that the LCSDW presides over, the LCSDW public Encryption Key, and signed by the 
LCDSW security certificate.  

2.3.1 VehicleServiceRequest 
The following table describes the specific sequence of events associated with a VehicleServiceRequest. 

 

 



LC enhanced vehicle situation data Message Sequence 
 

20140106  Page 7 of 11 

Event # Description 

1 

The vehicle OBE attempts to initiate a TCP connection with the LCDSW. If the connection 
fails or is rejected, the vehicle OBE discards the attempt and writes the following INFO 
system log entry: 
 

<system time stamp>, “TCP connection failed”, <network address of the LCSDW> 
 
The vehicle waits at least 5 minutes before making another attempt. 

2 

The vehicle OBE attempts to transmit the VehicleServiceRequest Secured APDU via the TCP 
connection. If the connection fails or the message transmission fails to complete, the vehicle 
OBE discards the attempt and writes the following INFO system log entry: 
 
<system time stamp>, “Send VehicleServiceRequest transmission failed”, <network address 

of the LCSDW> 
 
The vehicle waits at least 5 minutes before making another attempt. 

3 

The vehicle OBE waits for a response from the LCSDW. If the connection times out before a 
response is received, the vehicle OBE discards the attempt and writes the following INFO 
system log entry: 
 

<system time stamp>, “VehicleServiceRequest Timed Out”, <network address of the 
LCSDW> 

 
The vehicle waits at least 5 minutes before making another attempt. 

4 

Upon receipt of a VehicleServiceResponse message, the vehicle OBE validates the message. 
This includes cryptographic verification of the signature as well as the consistency checks 
described in 1609.2, and also a check that the ToBeSignedData contains the expected PSID 
0xAFE0. If the validation fails, the vehicle OBE writes the following INFO system log entry: 
 

<system time stamp>,“Failed Verification”, reason, < network address of the LCSDW > 
 
The reason is either the error value output by the SignedDataVerification.confirm primitive 
specified in 1609.2 or “incorrect PSID (XXX)”, where XXX is the PSID contained in the 
ToBeSignedData. 
The vehicle OBE will attempt another Service Request when… 

• The vehicle leaves the geographic region of the current LCSDW 
• The Vehicle or LCSDW Certificates expire 
• TBD time has elapsed 
• The vehicle ignition has cycled TBD times  
• Others 

 
The message is constructed as follows: 
 
Vehicle On-board Equipment -> Local Current Situation Data Warehouse 
struct { 

TBD 
}  
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2.3.1.1 1609.2 
The VehicleServiceRequest Secured APDU is a 1609Dot2Data structure of type signed, containing a 
SignedData with the following fields: 

• signer is always of type certificate and contains a certificate with PSID 0xAFE0 
• unsigned_data has the following fields: 

o generation_time: included 
o psid=0xAFE0 
o expiry_time, generation_location, extensions, other_data: omitted 
o payload: a VehicleServiceRequest structure as defined in the next section. 

 

2.3.1.2 VehicleServiceRequest message Details 
The VehicleServiceRequest message is detailed in Table 1 
 
VehicleServiceRequest ::= SEQUENCE { 

msgID  DSRCmsgID,  --msgID for VehicleServiceRequest is 0x8B 
} 

Table 1: VehicleServiceRequest message 
 
The ASN.1 code for the VehicleServiceRequest is: 
 
300380018B 
 

2.3.2 VehicleServiceResponse 
Upon receipt of a valid VehicleServiceRequest, the LCSDW creates aVehicleServiceResponseThe 
message is constructed as follows: 
 
Local Current Situation Data Warehouse -> Vehicle On-board Equipment  
struct { 

TBD 
}  

 

2.3.2.1 1609.2 
The VehicleServiceResponse message is a 1609Dot2Data structure of type signed, containing a 
SignedData with the following fields: 

• signer is always of type certificate and contains a certificate with PSID 0xAFE0 and with an 
encryption key, as described in Section 2.2. 

• unsigned_data has the following fields: 
o generation_time: included 
o psid=0xAFE0 
o expiry_time, generation_location, extensions, other_data: omitted 
o payload: A VehicleServiceResponse structure as described in the next section. 
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2.3.2.2 VehicleServiceResponse message Details 
The VehicleServiceResponse structure is detailed in Table 2. 
 
VehicleServiceResponse ::= SEQUENCE { 

msgID  DSRCmsgID,    --msgID is 0x8c 
hash  VehicleServiceRequestHash, --hash of initiating  

                                                --VehicleServiceRequest 
                                                --Secured APDU 
 NWCrnr Position3D,    --The Northwest corner of 
                                                --the rectangle in which 
                                                --the LCSDW presides over 
        --Elevation is omitted 
 SECrnr Position3D,    --The Southeast corner of 
                                                --the rectangle in which 
                                                --the LCSDW presides over 
        --Elevation is omitted 
} 

Table 2: VehicleServiceResponse message 
 
In this table: 

• The NW and SE corner fields define a rectangle whose sides are the lines of constant latitude and 
longitude corresponding to the values in the fields 

 
For the USDOT Test Bed the NW Corner is 43.0, -85.0 and the SE Corner is 41.0, -82.0 

 
The ASN.1 code for the VehicleServiceResponse is: 
 
307F80018C<hash> A20C800419A147808104CD560780A30C800418701A808104CF1FCB00 

 

2.3.2.3 Failure Strategy 
If the VehicleServiceRequest message fails verification, the LCSDW will write the following INFO 
system log record and end the Service Response process:  

 
<system time stamp>,“VehicleServiceRequest Failed Verification”, <reason> 

 
The reason is either the error value output by the SignedDataVerification.confirm primitive specified in 
1609.2 or “incorrect PSID (XXX)”, where XXX is the PSID contained in the ToBeSignedData  

2.4 Situation Data Transmission 
Upon receipt of a valid VehicleServiceResponse from the LCSDW, the Vehicle Local Current Situation 
Data (LCSD) application is enabled to send Secured APDUs to the LCSDW.  The message is constructed 
as follows: 
 
Vehicle On-board Equipment -> Local Current Situation Data Warehouse 
struct { 

TBD 
}  
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2.4.1 1609.2 
The VehicleSitutationData message is a 1609Dot2Data structure of type encrypted, with a 
ToBeEncrypted type of signed, containing a SignedData with the following fields: 

• signer is always of type certificate and contains a certificate with PSID 0xAFE0 
• unsigned_data has the following fields: 

o generation_time: included 
o psid=0xAFE0 
o expiry_time, generation_location, extensions, other_data: omitted 
o data: see VehSitData Message Definition 

 
The message is encrypted using the LCSDW public encryption key obtained from the LCSDW certificate 
contained in the VehicleServiceResponse message. 
 

2.4.2 VehicleSituationData message Details 
The VehicleSituationData message (VSDM) is detailed in VehSitData Message Definition 
 

2.5 Service Details Confirmation 
VSDMs are sent with a “Best Effort” strategy, so the LCSDW does not respond or acknowledge the 
receipt of VSDMs. 
 

2.5.1.1 Failure Strategy 
If a VSDM fails verification, the LCSDW will write the following INFO system log record and end its 
distribution process for that VSDM:  
 

<system time stamp>,“VSDM Failed Verification”, <reason> 
 
The reason is either the error value output by the SignedDataVerification.confirm primitive specified in 
1609.2 or “incorrect PSID (XXX)”, where XXX is the PSID contained in the ToBeSignedData 

2.6 Nonrepudiation 
Since messages are signed and encrypted, no overt nonrepudiation process is required 
 

3 Security Credentials 
This section describes the high level security credentials for both the vehicle and the LCSDW. 
 

3.1 Vehicles 
Vehicles will use a security credential strategy similar to the one used for Basic Safety Messages in the 
USDOT Safety Pilot project.  Certificates will be for PSID 0xAFE0, anonymous to preserve, to the extent 
possible, the anonymity of the vehicle and its occupants, and have a validity period on the order of 1 to 3 
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months.  Devices should utilize the same process for changing VSM credentials as is used for changing 
BSM credentials. 
 

3.2 LCSDW 
The LCSDW will use a security credential strategy similar to the one used for the Roadside Units in the 
USDOT Safety Pilot project.  Credentials will be for PSID 0xAFE0, contain both a signing and 
encryption certificate, and have a validity period on the order of 12 to 18 months.  The same credentials 
will be used to receive VSMs from vehicles and publish VSMs to infrastructure users. 
 

4 Vehicle Communication Services 
The Section provides a high level overview of communication services utilized by vehicles to send VSMs 
to a LCSDW.  
 
NOTE: For the Test Bed implementation of the 2014 Architecture, only DSRC Communication Services 
will be utilized. 
 

4.1 Dedicated Short Range Communication (DSRC) 
Vehicles equipped with DSRC communication services will utilize the “General IP Service” Provider 
Service Identifier (PSID) 0xBFE1 for the message exchange process described in Section 2.  DSRC 
Roadside Units that support the “General IP Service” will advertise PSID 0xBFE1 in their WAVE 
Service Advertisement (WSA). 
 

4.2 “Other Hot Spot” Communication 
Vehicles equipped with Wi-Fi or other non-DSRC “Hot Spot” type communication services will perform 
the message exchange described in Section 2 utilizing IP Service once the communication service is 
available. 
 

4.3 “Always Connected” communication 
Vehicles equipped with Cellular or other “always connected” type communication services will perform 
the message exchange described in Section 2 utilizing IP Service along with the following transmission 
strategy: 
 
<TBD> 
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