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Presenter
Presentation Notes
ITS Standards can make your life easier. Your procurements will go more smoothly and you’ll encourage competition, but only if you know how to write them (standards) into your specifications and test them. This module is one in a series that covers practical applications for acquiring and testing standards-based ITS systems.  I am Ken Leonard, director of the ITS Joint Program Office for USDOT and I want to welcome you to our newly redesigned ITS standards training program, of which this module is a part. We are pleased to be working with our partner, the Institute of Transportation Engineers, to deliver this new approach to training that combines web-based modules with instructor interaction to bring the latest in ITS learning to busy professionals like yourself. This combined approach allows interested professionals to schedule training at your convenience, without the need to travel. After you complete this training, we hope that you will tell colleagues and customers about the latest ITS standards and encourage them to take advantage of the archived version of the webinars. ITS Standards training is one of the first offerings of our updated Professional Capacity Training Program. Through the PCB program we prepare professionals to adopt proven and emerging ITS technologies that will make surface transportation safer, smarter, and greener, which improves livability for us all. You can find information on additional modules and training programs on our website www.pcb.its.dot.gov Please help us make even more improvements to our training modules through the evaluation process. We look forward to hearing your comments. Thank you again for participating, and we hope you find this module helpful.



CV T160:
Connected Vehicle Certification Testing 

Introduction 
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Presenter
Presentation Notes
Sources; USDOT, FDOTImage Source: Siemens Industry Inc., Southwest Research Institute test track This module, CV T160 Connected Vehicle Certification Testing, is an introduction to the CV certification process. This module is about the certification testing process of RSU and OBU devices to ensure that communications between vehicles and roadside equipment is private, secure, and interoperable throughout North America.• It is essential that agencies use standards certification tests in deploying connected vehicle technologies to maximize the benefits from the connected vehicle environment. By taking this module, participants will learn how to specify certification requirements in contract terms and conditions.• Deploying certified Connected Vehicles equipment will support interoperability, minimize future integration costs, make procurements easier, and facilitate regional and national integration.
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Presenter
Presentation Notes
Education:Master of Science in Engineering, University of Texas at AustinGraduate Work, Electrical and Computer Engineering (Control Theory), University of IowaBachelor of Science in Electrical Engineering, University of Iowa	Professional Associations:Chair of the ITE/AASHTO/NEMA Joint Committee on Advanced Transportation Control Chair of NEMA 3TS Transportation Management Systems Technical CommitteeMember of ITE Connected Vehicle Task Force (Systems Engineering and Policy)Member of Institute of Transportation Engineers (ITE)Member of Society of Automotive Engineers (SAE)Member of International Council on Systems Engineering (INCOSE) Experience SummaryMr. Miller has more than 36 years of experience in the management, design, and development of critical control systems including traffic control, Bus Rapid Transit, Connected Vehicle, petrochemical process control, pipeline control, and oil field production. Specific ITS experience includes the design and first deployments of ATC 5201 (Linux) and ATC 5202 (Model 2070) ASCs as well as the design and first deployments of NEMA TS-2 ASCs with NTCIP. Connected Vehicle experience includes the ASCs and software for the USDOT Test Bed in Oakland County, MI, the USDOT Safety Pilot in Ann Arbor, MI, and test beds in the EU and UK.



Identify Connected Vehicle (CV) equipment needed for 
a signalized intersection

Review USDOT Requirements Specifications for RSU
hardware and software for procurement  

Understand the role of Certification Testing within the 
context of a systems lifecycle

Develop a Certification Plan
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Presenter
Presentation Notes
Here are the 4 learning objectives (read)
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Identify Connected Vehicle 
(CV) equipment needed for a 

signalized intersection

Presenter
Presentation Notes
Identify Connected Vehicle (CV) equipment needed for a signalized intersectionReview of Previous ModulesCV Terminology:Roadside UNIT (RSU)Antennas and CablingPower Over Ethernet (PoE)Backhaul CommunicationsOn-Board Unit (OBU)Security Credential Management System (SCMS) 



Review of Previous Modules

Safety System: “Connected vehicles enable safe, interoperable 
networked wireless communications among vehicles, the infrastructure, 
and passengers’ personal communications devices.” –USDOT

CV ≠ Autonomous
 Automated Vehicles (AV)
 AV is Autopilot system
 CV is a Safety System
 CV predicts incidences
 Drivers use CV as input
 AV uses CV as input 

What Is a Connected Vehicle (CV)?

7 Source: NYCDOT
Source: USDOT

Presenter
Presentation Notes
Key Message:  The term CV is introduced as defined by USDOT – this is a national policy and program-based foundation terminology that is used to bring public and private sector efforts and ongoing research and development efforts.Connected Vehicle is a safety system: Connected vehicles enable safe, interoperable networked wireless communications among vehicles, the infrastructure, and passengers’ personal communications devices.” –USDOTCV is not an autopilot system.Autopilot system is used by Automated Vehicles (AV) to guide the vehicle.CV data can be used by AV for advanced warnings, such as future signal changes, conflicts with hidden pedestrians and cyclists, and others.Near-term, drivers use CV warnings and alerts as inputs to avoid crashesLong-term, AV use CV as inputs to predict unsafe conditions ahead



Review of Previous Modules

A Paradigm Shift…

Source: USDOT8

Presenter
Presentation Notes
Key Message:CV  with focus on safety is an enabling improvement over traditional traveling vehicles within roadway environment.For the first time, vehicle active safety systems must rely on data received from other vehicles and the roadside equipment instead of only data from the vehicle itself.Passive Safety System: Seatbelts, air bags, and other devices to mitigate crashes in progressActive Safety System: Crash avoidance based on vehicle sensorsConnected Vehicle: Crash avoidance based on vehicle sensors, sensors of other vehicles, and roadside equipment.



Review of Previous Modules

Completed Modules on Connected Vehicle  
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 CV / I261: V2V ITS 
Standards for Project 
Managers

Available at Professional Capacity Building (PCB) 
Website: https://www.pcb.its.dot.gov/stds_modules.aspx

Source: USDOT

Over-the-Air Messages Transmitted
• SAE J2735 BSM

Over-the-Air Messages Received
• SAE J2735 BSM (From Private Vehicles)

Location Service Inputs
• GPS
• Vehicle System Sensors
• Dead Reckoning
• Others

Presenter
Presentation Notes
Key Message:  Previously done modules on CV are stated:  This is an advanced training module.  We assume you are familiar with the V2V concepts of:CV/ I261: V2V Vehicle to VehicleVehicles send Location, Heading SpeedVehicles receive Location Heading SpeedDrivers are warned of crash trajectories



Review of Previous Modules

Completed Modules on Connected Vehicle  
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 CV / I262: V2I ITS Standards  
for Project Managers

Available at PCB Website:
https://www.pcb.its.dot.gov/stds_modules.aspx

Source: USDOT

R
S
U

USDOT V2I Hub ICD
• Current signal states
• Min countdown to change
• Max countdown to change

Backhaul
• RSU Status
• Agency DataOver-the-Air Messages Transmitted

• SAE J2735 SPaT 
• SAE J2735 MAP
• SAE J2735 TIM

Over-the-Air Messages Received
• SAE J2735 BSM

Presenter
Presentation Notes
Key Message:  Previously done modules on CV are stated:  Again, this is an advanced module, we assume you are already familiar with the V2I concepts of:CV I262: V2I Vehicle to InfrastructureInfrastructure sends Signal Phase & TimingInfrastructure sends MAP of lane geometriesInfrastructure sends Lane to Phase correlationInfrastructure sends speed adviceDrivers are warned of dangerous conditionsThe term V2X Vehicle includes Everything else:Mobile devices other than in-vehicle systemsCommon devices such as smart phones used by pedestrians and cyclists  



Review of Previous Modules

Key Concepts: On-Board Equipment (OBE) 
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Source: USDOT

On-Board Unit (OBU)

Driver Interface
GPS Receiver

Vehicle position input to 
Location Service, plus 

accurate time

Presenter
Presentation Notes
Key Message: Three functional area terms are introduced early on to provide scope of the discussion in this module. We will be focusing on the certification process that involves these vehicle functions in CV implementations. On-Board Equipment (OBE) Consisting of Onboard Unit with radio, memory, GPS receiver, Location Service and safety applicationGPS location is one input to the Location Service that further refines location using vehicle sensorsDriver to vehicle interface that may be audible, visual, and haptic vibrationConnection to vehicle system, if available2. Transmits a set of “basic” data to vehicles and roadside infrastructureVehicle location, speed, elevation, and direction of travel No personal or vehicle identification3. Receives data from other vehicles or the infrastructure Vehicle location, speed, elevation, and direction of travel of nearby vehiclesCurrent signal colorsMaximum time to signal changeMinimum time to signal changeLane placementLane to signal phase associationsTraveler information4. Security ServiceSecurity CredentialsProvides trust among vehicles and infrastructure5. Predicts crashes and signal violations before they occur, instead of citations afterwardsPlots crash trajectoriesPredicts signal state at arrival, based on distance and speedWarns driver 



Review of Previous Modules

Key Concepts: Roadside Equipment (RSE)

12
Source: USDOT

Controller Unit (CU)
Signal Applications Only
Current Active Phases
Countdown to Change

Roadside Unit (RSU)

MAP File     

Presenter
Presentation Notes
Key Message: Three functional area terms are introduced early on to provide scope of the discussion in this module. We will be focusing on the certification process that involves these infrastructure functions in CV implementations. Road Side Equipment (RSE) Roadside Unit (RSU)Wireless radioProcessing unit with computer and application softwareLocation service with GPS as an inputMemory for applications, security certificates, and MAP file of lane locations by signal phaseOptional Controller UnitUsed with signalized applications such as intersection signal control and ramp meteringNot used with midblock crosswalks, wrong way freeway exit ramps, curve speed warning, reversible lanes, and otherOptional Backhaul Modem DeviceUsed to collect agency data, such as vehicle counts and speedsUsed to manage RSUs, such as health status and software updates 



Review of Previous Modules

Key Concepts: Communication and Standards

13
Source: USDOT

Presenter
Presentation Notes
Key Message: Three functional area terms are introduced early on to provide scope of the discussion in this module. We will be focusing on the certification process that involves these over-the-air functions in CV implementations. Communications Standards: Wireless Band: IEEE-802.11Addressing: IEEE 1609.3 2. Language:Message Definition: SAE J2735Message Use: SAE J29453. CapacitiesIEEE 1609.44. Security and TrustIEEE 1609.2 



Connected Vehicle (CV) Terminology

Architecture

 Controller / Signals
 60 Hz Time base

 Backhaul to TMC
 WAN of Controllers
 Optional for Solos
 NIST Time Service

 RSU
 J2735 Messages
 MAP Storage
 U2I Hub ICD
 GPS Time base

 Master Server
 WAN of RSUs
 RSU Management
 RSU Agency Data

14Source: Siemens Industry Inc.

National Institute of Standards and Technology (NIST)

Presenter
Presentation Notes
Key Message:  CV is built alongside existing traffic systems without disrupting Traffic Operations. The shaded area shown indicates a typical TMC connected as a wide area network (WAN) of signal Controller Units (CU)Click 1An RSU is added that sends and receives SAE J2735 messages TO and FROM OBUs and mobile devices and stores the intersection MAP of lane locations and their correlation to signal phases. Signal controller software is updated to broadcast the current signal states, the minimum countdown until phase change and the maximum countdown until phase change. The Ethernet message from the CU to the RSU is the “Controller Broadcast Message”, shown in Table 3-4 of the USDOT V2I Hub Interface Control Document (ICD) available on the USDOT Open Source Portal.  This phase data is merged with GPS time and intersection MAP to create over-the-air J2735 MAP and SPaT messages to vehicle OBUs for safety applications, such as Red Light Violation Warnings. Most CV applications do not use a signal controller, such as Curve Speed Warning, Speed Enforcement, Agency Data, Wrong-Way ramp entry and others.  Some CV Use Cases, such as Wrong Way Warnings and Lane Closures, require MAP and SPaT messages without a signal controller.  More about this topic in later slides.  The signal controller does not need to be replaced, but requires an Ethernet port and updated signal control software that implements the USDOT V2I Hub ICD “Controller Broadcast Message”. Click 2Note that RSUs can operate solo or connected as a WAN of multiple RSUs. When connected as a WAN of multiple RSUs, speed vehicle speeds and counts from each RSU are aggregated by the Master Server into Agency Data for Traffic Operations and Research Staff performance measures and incident research. In addition, the Master Server can be connected by NTCIP TMDD messages to operational data centers, such as statewide operations or research data collection centers.  Note that this architecture eliminates single points of failure.  For example the CU can fail, while the RSU still transmits MAP and SPaT messages to vehicles indicating signal states.Click 3The CV architecture is expanded to include Transit Signal Priority.  Here, the Signal Request Message (SRM) contains the same information as BSM, but with the addition of Vehicle Identification Number (VIN) to authenticate the vehicle and to extend the GREEN if behind schedule.  Advantage here is that SRM uses the same Connected Vehicle On-Board Unit, such that platoons of future rideshare and automated vehicles could be treated as transit vehicles.Click 4Finally, the CV architecture can be further expanded to collect research data for the Research Data Exchange, such as collections of BSMs leading up to crashes and logs of performance measures without need of special equipment such as vehicle counters or detectors.



Connected Vehicle (CV) Terminology

 Certification testing process ensures that communications 
between vehicle and roadside equipment are Private, 
Secure, and Interoperable.
 Develop a Certification Plan based on relevant CV 

Environment:

▫ Roadside Unit (RSU)
▫ On-Board Unit (OBU)
▫ IEEE 829-2008 Formats
▫ USDOT Requirements 

Why Do We Need a CV Certification Testing 
Process? 

15

CV
Certification

Plan

Agency

Date

Presenter
Presentation Notes
Key Message:  This slide states purpose of this module: The module aims to teach participants how to prepare Certification Plan-Documentation.   Why do we need a CV Certification Testing Process?For the 1st time, vehicle safety relies on data from:Other vehiclesInfrastructure equipment at the roadsideNomadic devices, such as smart phonesDetection of unequipped vehiclesDetection of pedestrians and cyclistsData must be Secure:False positive alerts can cause safety issuesFalse negative missing alerts defeat the intentData must be Immediate:>100 mS latency for crash avoidanceDirect communicationsData must be Interoperable:Millions of vehiclesMillions of nomadic devices>300,000 signalized intersectionsData must be Extensible:Future-proof roadmapSame cars on the road for decades to comeCan only be assured by a baseline of standardsEquipment certification for standards conformanceDevelop a Certification Plan based on relevant CV Environment:Roadside Unit (RSU)On-Board Unit - OBUIEEE 829-2008 FormatsUSDOT Requirements 



Connected Vehicle (CV) Terminology
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 Antennas
 Roadside Unit - RSU
 Lightning suppression
 Backhaul communication

Roadside Equipment - RSE

Roadside Unit
RSU

Source: Siemens Industry Inc.

Source: USDOT

Presenter
Presentation Notes
Key Message: The slide introduces RSE as a necessary CV infrastructure element for a typical signalized intersection. (NOT RSU is an umbrella term used, but RSU is a specific term used for physical equipment.)Layout shows an RSU with attached antennas and built-in lightning suppression.  Backhaul from RSU is a single CAT-6 outdoor Ethernet cable that connects to a PoE injector that adds 48 VDC to power the RSU.  Other IP devices inside the cabinet may require a network switch or incorporate the PoE injector into the Ethernet switch.The protocol for the Ethernet interface from the Controller to RSU is described by the USDOT V2I Hub ICD.  The data represent the CURRENT state of the signals, the minimum countdown until signal change, and the maximum countdown until signal change.That information is time stamped by the RSU, which creates the J2735 SPAT message to the vehicles and the J2735 MAP message to the vehicles that includes the placement of the lanes and the correlation from signal phase to lane location.



Roadside Unit - RSU
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 RSU facilitates communication between transportation 
infrastructure and vehicles and other mobile devices by 
exchanging data over DSRC in compliance with industry 
standards

 Certification:
 DSRC Roadside Unit
 DSRC Onboard Unit

Purpose of DSRC RSU DSRC - Dedicated Short-Range 
Communications

Source: USDOT DSRC Requirements 

1

2

3

Cooperative System (CoS)
 Integrated through RSU

Presenter
Presentation Notes
Key Message: The purpose of the RSU is to facilitate communication between transportation infrastructure and vehicles and other mobile devices by exchanging data over DSRC in compliance with industry standards, including but not limited to IEEE 802.11, IEEE 1609.x, SAE J2735, and SAE J2945.Additionally, the RSU can be integrated with a backhaul system to enable remote management and provide vehicles and other mobile devices with services and applications delivered by back office service providers. RSUs can also be incorporated with local traffic control systems to deliver enhanced traffic management services to vehicles and other mobile devices.Figure depicts a high-level diagram of the RSU and its role as a DSRC interface between traffic management infrastructure and vehicles and other mobile devices.Click 1Traffic control equipment operates as a systemClick 2In vehicle equipment operates as a systemClick 3Backhaul network operates as a system to collect agency data and performance measuresClick 4The CV DSRC Roadside Unit interfaces the three existing systems together to create a cooperative system (CoS) where each system benefits from the other two.  For example, the Vehicle safety messages are used by the traffic control system to move vehicle based on arrival, not timing plans.  The Traffic Control system sends SPaT and MAP that can be used by the vehicle to adjust speeds to avoid stops.



Infrastructure Roadside Equipment
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 Antennas, lightning suppression
 Roadside Unit (RSU)

▫ Certification Required
 Backhaul communication
 Controller:

▫ Signalized intersection CV apps
▫ Not used midblock, exits, speed

 Power over Ethernet (PoE) injector
 V2I Hub Interface Control Document 

▫ USDOT Open Source Portal
▫ Current signal Phase states
▫ Min and Max countdown
▫ No controller timestamp

1 Typical RSE

Source: Siemens Industry Inc.

Source: Siemens Industry Inc.

Presenter
Presentation Notes
Key Messages: Continuing from previous slide, Necessary infrastructure Connected Vehicle roadside equipment (RSE) for a typical signalized intersection is listed.  Layout shows an RSU with attached antennas and built-in lightning suppression.  Backhaul from RSU is a single CAT-6 outdoor Ethernet cable that connects to a PoE injector that adds 48 VDC to power the RSU.  Other IP devices inside the cabinet may require a network switch or incorporate the PoE injector into the Ethernet switch.  The protocol for the Ethernet interface from the Controller to RSU is described by the USDOT V2I Hub ICD, available on the USDOT Open Source Portal.  The data represent the CURRENT state of the signals, plus the minimum and maximum countdown until signal change.  That information is time stamped by the RSU.  The RSU, not the controller, creates the J2735 SPAT message to the vehicles and the J2735 MAP message to the vehicles that includes the placement of the lanes and the correlation from signal phase to lane location.  Most connected vehicle applications, such as Curve Speed Warning, Mid Block Pedestrian Safety, Speed Advice, and Agency Data, do not use a signal controller.  Some CV applications, such as Wrong Way detection, require SPAT and MAP messages, but not a signal controller. 



Roadside Unit - RSU
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DSRC RSU Performs Two Core Functions

RSU uses
NEMA 4-X 

rated enclosure.

1. Provide IPv6 access to remote network 
hosts

2. Broadcast and receive messages as 
defined in SAE J2735 

Source: Siemens Industry Inc.

Presenter
Presentation Notes
Key Message: Necessary infrastructure Connected Vehicle roadside equipment (RSE) for a typical signalized intersection.  Here is shown an RSU with attached antennas and built-in lightning suppression.  Backhaul from RSU is a single CAT-6 outdoor Ethernet cable that connects to a PoE injector that adds 48 VDC to power the RSU.  Other IP devices inside the cabinet may require a network switch or incorporate the PoE injector into the Ethernet switch.  The protocol for the Ethernet interface from the Controller to RSU is described by the USDOT V2I Hub ICD.  The data represent the CURRENT state of the signals, the minimum countdown until signal change, and the maximum countdown until signal change.  That information is time stamped by the RSU, which creates the J2735 SPAT message to the vehicles and the J2735 MAP message to the vehicles that includes the placement of the lanes and the correlation from signal phase to lane location.



Roadside Unit - RSU
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 Housed inside cabinet or outside on pole
 Antennas have line-of-sight to vehicle lanes
 Outdoor CAT6 cable connected to PoE 

injector in RSE cabinet
 PoE Injector adds +48 VDC power on the 

Ethernet cable to power the RSU

RSU Mounting Details

20
Source: Siemens Industry Inc.

Source: Siemens Industry Inc.

Presenter
Presentation Notes
RSU Mounting DetailsHoused inside cabinet or outside on poleAntennas have line-of-sight to vehicle lanesOutdoor CAT6 cable connected to PoE injector in RSE cabinetPoE Injector adds +48 VDC power on the Ethernet cable to power the RSU



Roadside Unit - RSU

Antennas and Cabling: RSU on Gantry   

21
Source: USDOT

Presenter
Presentation Notes
Key message:  RSU can be mounted external to RSE cabinet; this slide shows RSU on Gantry.Antennas mounted directly on RSURSU in NEMA 4X outdoor housingRSU mounted on:PoleGantryMast ArmOutdoor CAT6 cable from RSU to PoEMost typical RSU installation methodShort internal antenna cables reduce signal loss, expressed in decibels per unit length



Roadside Unit - RSU
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Antennas and Cabling: RSU in RSE Cabinet

Source: USDOT

Presenter
Presentation Notes
Key Message: Explains  RSU in RSE cabinet.(RSU can be mounted internal to RSE cabinetAntennas separately from RSURSU installed in RSE cabinetAntennas mounted high on:PoleGantryMast ArmCAT6 cable from RSU to PoE injectorLeast typical RSU installation methodLong antenna cables create signal loss).



Roadside Unit - RSU
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RSU Installations

 Antennas have line-of-sight to vehicle lanes

Source: FDOTSource: UMICH Source: USDOT

RSU

RSU

RSU

Presenter
Presentation Notes
Key message: Roles of Antennas and PoE are explained. (These components will be also tested).Antennas have line-of-sight to vehicle lanes



Roadside Unit - RSU
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Signal Phase and Timing - SPaT
 Traffic signals are sharing messages between all nearby 

vehicles, infrastructure, and even pedestrian cell phones
 SPaT in real-time: Matches visible signals within 50mS

Presenter
Presentation Notes
Key Message:  SPaT-Signal Phase and Timing are key operational details that are at center of signal operations in real-time, which are communicated to a passing or approaching vehicle.  Signal Phase and Timing - SPaT Traffic signals are sharing messages between all nearby vehicles, infrastructure, and even pedestrian cell phonesSPaT in real-time: Matches visible signals within 50mS



On-Board Unit - OBU
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 On Board Unit (OBU) - Mobile Component of CV 
Communications:
▫ Class 1: Part of vehicle system
▫ Class 2: Aftermarket device
▫ Class 3: Nomadic device, e.g., smart phone

 Certification required

On-Board Unit (OBU)

Source: USDOT-RITA

2

Presenter
Presentation Notes
Key message: The mobile equipment includes three types of On Board Units (OBU).Class 1: Part of vehicle systemClass 2: Aftermarket deviceClass 3: Nomadic device, i.e., smart phoneNote that many states define bicycles as pedestrians for Class 3.



On-Board Unit (OBU)

Class 1 -
New Vehicles

Class 2 -
Existing Vehicles

Class 3 - Existing 
Personnel Devices

OBU Integration

26

Source: Siemens Industry Inc.

Presenter
Presentation Notes
Details on each class is in the SupplementClass 1: Integrated into systems of new vehicles:DSRC transmitter and receiverPowered by vehicle Direct Current (DC)Ruggedized to harsh “under the hood” environmentExpected mandated operational requirementsDSRC broadcast of BSM 10 times per secondFast: <100 mS latency accommodate vehicle speedPrimarily for V2V crash avoidanceSecurity: IEEE 1609.2MAC Addresses 1609.3 standardsPrivacy: No vehicle or driver identificationOptional benefits provided by manufacturersPredicted crash warnings to driversPredicted red light violation warnings to driversExcessive speed warnings to driversForward collision warnings to overtaken vehiclesOptional benefits for Agencies“Free” vehicle detectionIdentify dangerous locations by threat typeClass 2: Added to existing vehicles:DSRC transmitter and receiverPowered by vehicle Direct Current (DC)Ruggedized to harsh “cockpit” environmentMimics mandated operational requirementsDSRC broadcast of BSM 10 times per secondFast: <100 mS latency accommodate vehicle speedPrimarily for V2V crash avoidanceSecurity: IEEE 1609.2MAC Addresses: 1609.3 standardsPrivacy: No vehicle or driver identificationOptional benefits provided by manufacturersPredicted crash warnings to driversPredicted red light violation warnings to driversExcessive speed warnings to driversForward collision warnings to overtaken vehiclesIntersection movement assist warnings from sideOptional benefits for Agencies“Free” vehicle detectionIdentify dangerous locations by threat typeClass 3: Existing personal device, such as smart phoneWi-Fi transmitter and receiverPowered by device rechargeable batteryRuggedized to harsh wearable / carry environmentFor pedestrians, joggers, cyclistsMimics mandated operational requirementsWi-Fi broadcast of BSM 10 times per secondFast: <100 mS latency accommodate vehicle speedPrimarily for V2X crash avoidanceSecurity: Per mobile devicePrivacy: No personal identificationOptional benefits provided by manufacturersPedestrian location warnings to driversPredicted crash warnings to pedestrians /cyclistsForward collision warnings to vehiclesIntersection movement assist warnings from sideOptional benefits for Agencies“Free” pedestrian and cyclists detectionIdentify dangerous locations by threat type



Roadside Unit - RSU

 Single Channel Continuous and Dual Channel Alternating 
DSRC Channel Modes simultaneously per Requirements 
 Power over Ethernet (PoE) compliant with 802.3at 

eliminates shock hazard and service power wiring

27

DSRC RSU Supports (Interface and Protocols)3

27

Source: USDOT

Presenter
Presentation Notes
Key Message: Necessary infrastructure Connected Vehicle roadside equipment (RSE) for a typical signalized intersection.  Here is shown an RSU with attached antennas and built-in lightning suppression.  Backhaul from RSU is a single CAT-6 outdoor Ethernet cable that connects to a PoE injector that adds 48 VDC to power the RSU.  Other IP devices inside the cabinet may require a network switch or incorporate the PoE injector into the Ethernet switch.   RSE typically includes an extended temperature network switchUsed to connect the RSE elements:Traffic signal controller, if signalized intersectionPoE InjectorBackhaul network Separates data destined to RSE from other data destined elsewhereProvides a level of network securityNetwork Switch and PoE Injector are often combined into a single unit.Network Switch is typically managed to provide a level of network security



Connected Vehicle (CV) Operation
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Source: Siemens Industry Inc.

Source: USDOT

BSM

Signals

SPaT
MAP

RSU
MAP File
GPS Time

Vehicles

Traffic Signal Controller Broadcast Message

Vehicle “sees”
digital representation

of what the driver sees
within 1/10 second

Infrastructure “sees”
arrival and priority

of vehicles

MAP and SPaT are
available to vehicle
during CU failure

Presenter
Presentation Notes
Key Message: The slide depicts the basic operation of a CV system at a signalized intersection for safety applicationsMouse Click 1: Whenever the ignition key is ON the OBU is active.Mouse Click 2: Whenever the ignition key is ON, secure and private BSMs are continually transmitted 10 times per second.  This is the only operation that is planned mandate for new vehicles.  The applications are developed by car manufacturers and others who conform to the Connected Vehicle standards.Mouse Click 3:  Whenever the controller unit is powered and comes out of flash, the roadside signal displays the colors visible to the driverMouse Click 4:  Whenever the CU is running normally, the Traffic Signal Controller Broadcast Message is sent from the CU to the RSU 10 times per second.  The RSU adds the MAP location of the lane placements and lane to signal phase correlation and then broadcasts SPaT and MAP to the vehicle OBU.  That OBU determines which signal phase to obey, by correlating the vehicle location to the signal phase for the lane occupied by the vehicle.  The signal display and countdown are not displayed to the driver, but available to the OBU and vehicle system to identify unsafe driver situations.Mouse Click 5:  That way, the vehicle system “sees” a digital representation of signal visible to the driver within a 1/10 second latency, plus the vehicle also knows when the signal will change.  Mouse Click 6: The infrastructure “sees” the vehicle movements to control traffic based on vehicle arrival times and priorities instead of timing plans.Mouse Click 7: The signal controller does not transmit SPaT or any other J2735 message.  This is a common misunderstanding.  The RSU, not the signal controller, creates the J2735 over-the-air messages based on the signal status from the CU and the MAP file stored in the RSU.  The GPS time stamp is added by the RSU to match the GPS time of the vehicles, not the signal controller time of day that may be mismatched to the vehicles.  This operation is described in the USDOT V2I Hub Interface Control Document (ICD) available for no-cost download from the USDOT Open Source Portal.  Table 3-4 describes the Traffic Signal Controller Broadcast Message.  Mouse Click 8: Since the vehicle knows when the signal will change, the OBU can warn of violations before they occur, even if the signal is still green via an HMI.  In this case, we show an aftermarket rearview mirror with a one-way mirror on the left side that operates as a regular mirror, but also displays audible and visual warning when the signal is predicted to be RED at arrival, with the driver not slowing down to a safe braking distance.Mouse Click 9: If the CU were to fail or under maintenance, the signals are DARK or flashing RED which is legally a stop sign, or flashing YELLOW which is caution.Mouse Click 10: During CU failure, the CU Broadcast Message stops.  Mouse Click 11: Since the MAP and SPaT are created by the RSU not the CU, the MAP and SPaT are still sent to the vehicle by the RSU, indicating an intersection that is signalized but uncontrolled.  That way the dark signal would be represented as a stop sign to the vehicle, or programmed to represent a flash signal to the vehicle.  Another reason that the CU does not store the MAP file or create the J2735 over-the-air messages.



Connected Vehicle (CV) Operation
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MAP and SPaT Without Signal Controller

Source: Siemens Industry Inc.

Source: USDOT

BSM

SPaT
MAP

RSU
MAP File
GPS Time

Vehicles
MAP and SPaT are
available to vehicle
without need for CU

Presenter
Presentation Notes
Key Message: The slide depicts the basic operation of a CV system at a signalized intersection for safety applicationsAnother reason the J2735 messages are not created by the CU is that many CV applications have no CU, but require SPaT and MAP.  For example, Wrong Way detection and Reversible LanesMouse Click 1: Whenever the ignition key is ON the OBU is active.Mouse Click 2: Whenever the ignition key is ON, secure and private BSMs are continually transmitted 10 times per second, while the RSU is continually broadcasting SPaT and MAP.  The MAP message indicates whether each lane can be revoked or closed.  If so, the SPaT message broadcasts the time of day for closure, such as reversible lanes or construction zone lane closures.Mouse Click 3:  Again, this operation is described in the USDOT V2I Hub ICD and also in SAE J2735-2016 standard.  The SPaT and MAP are created by the RSU, not the CU.Mouse Click 4: Since the vehicle knows when the lane is open or closed, the OBU can warn of violations before they occur, via an HMI.  In this case, we show an aftermarket rearview mirror with a one-way mirror on the left side that operates as a regular mirror, but also displays audible and visual warning when the signal is predicted to be RED at arrival, with the driver not slowing down to a safe braking distance.Mouse Click 5: Common misunderstanding that MAP and SPaT messages are only used in signalized intersections.  Many applications using MAP and SPaT do not have a signal controller, but still operate on a time of day schedule, such as reversible lanes and others.
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Backhaul Communications

Source: USDOT

RSU
GPS Time

NTCIP 1202 v2
SET Phase
GET Status

V2I Hub ICD

LTE Backhaul

NTCIP 1202 v2 GET Status

NIST
Time

ServerTraffic Server
Traffic Management Application

Traffic Operations
Signal Controller Data

 Terrestrial Backhaul 

Master Server
Database Application

Agency Data Applications

Switch

Presenter
Presentation Notes
Key Message:  Backhaul Communications can include:NTCIP communications from Traffic Signal Controller to Traffic Management Center (TMC)Management of RSU by central RSU management software systemData TO and FROM RSU to data centerBackhaul Communications is not required to implement CV applications:Vehicle to Infrastructure (V2I) messages do not require backhaul communications, such as Curve Speed Warning (CSW) and othersSecurity certificates can be loaded during RSU manufacture and reloaded at normal maintenanceBackhaul Communications media can vary:EthernetFiberCellular
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Test and Levels of Testing

Level 1: Procurement of software objects and hardware 
objects

Level 2: Test of software modules and hardware units

Level 3: Integration test of software modules installed 
into hardware objects to form subsystems

Level 4: Acceptance test of system to fulfill Use 
Case requirements

Level 5: Validation of system installed in 
roadside equipment and vehicles

Level 6: End to end system test, 
operation and maintenance

Source: Siemens Industry Inc.
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Retire /
Replace
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Presenter
Presentation Notes
Key Message:  This slide states purpose of this module: The module aims to teach participants how to prepare Certification Plan-Documentation.  BackgroundDevelopment of a complete CV system follows the VEE model of systems engineering process.  As a quick review, the VEE levels are:<read from Level 1 though Level 6>The SEP was covered in earlier modules, so we are not going to dwell on the concept here, but will now show how a CV system fits into the systems engineering lifecycle, as does other ITS projects.
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Test and Certification Levels  

Source: Siemens Industry Inc.
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Systems Engineering Process (SEP): Certification of software Units and hardware Devices

Presenter
Presentation Notes
Key Message:  Four levels of Certification:Layer 1: EnvironmentalLayer 2: Communications ProtocolLayer 3: InterfacesLayer 4: ApplicationsDevices must be certified at: Layer 1 EnvironmentalLayer 2 Communications ProtocolApplications must be certified at:Layer 1: EnvironmentalLayer 2: Communications ProtocolLayer 3: InterfacesLayer 4: ApplicationsCertifications that are part of Level Test 2:Devices environmentalApplicationsCertifications that are part of Level Test 3:Subsystem interfaces and protocols
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 SCMS provides DSRC devices with digital certificates that the devices 
use to sign (authenticate) and encrypt DSRC messages and revokes 
certificates 

Role of SCMS  

Source: USDOT-RITA

Key Generation

RSUOBU

International Atomic Time (Temps Atomique International-TAI)

Presenter
Presentation Notes
Key message:  A Connected Vehicle Security Credential Management System (SCMS) provides DSRC devices with digital certificates that the devices use to sign (authenticate) and encrypt DSRC messages. The SCMS also revokes certificates, when warranted, and provides a certificate revocation list (CRL) to remaining devices.Security to prevent hacking, spoofing of messagesPKI: Public Key InfrastructureGenerator for Public / Private Key PairsSCMS does not generate the keysSCMS stores and manages keysSecure storage of cryptographic materialsCertificates and private keys are storedMinimum requirements of FIPS 140 Level 2OBU Type 1, new vehiclesTypically delivered with 10-year supplyAdded as routine service schedulePossible distribution via satellite servicesOBU Type 2, aftermarketTypically delivered with a supplyCan be uploaded from Roadside UnitOBU Type 3, nomadic devicesTypically do not use SCMS or certificatesUtilize smart device security measuresRSU Typically delivered by Master ServerPart of RSU management system
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What is the relationship between the RSE 
and RSU?

a) RSE is the DSRC radio to the nearby vehicles
b) RSU includes the RSE 
c) RSU is the DSRC radio that is part of the RSE
d) Backhaul connects the RSE with the RSU

35

Answer Choices

Question



Review of Answers

a) RSE is the DSRC radio to the nearby vehicles

Incorrect. RSE is all of the infrastructure equipment, such as 
signal controller, network equipment, signal monitor, etc.

b) RSU includes the RSE

Incorrect. RSE is not part of the RSU.

c)  RSU is the DSRC radio that is part of the RSE

Correct! RSU is the DSRC radio that connects the signal 
controller, over the air, to vehicles using 5.9GH band.

d)  Backhaul connects the RSE with the RSU

Incorrect. The backhaul is part of the communications network.

36

Presenter
Presentation Notes
RSU is the DSRC radio that is part of the RSECorrect! RSU is the DSRC radio that connects the signal controller, over the air, to vehicles using 5.9GH band.



Identify Connected Vehicle (CV) equipment needed for 
a signalized intersection

Review USDOT Requirements Specifications for RSU
hardware and software for procurement  

37

Presenter
Presentation Notes
Key message: Module T160 has four Learning Objectives <read>Review USDOT Requirements Specifications for RSU hardware and software for procurementUnderstand the relevant standards to insure security, privacy, and interoperabilityUnderstand the elements of the CV wireless stack that require certification
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Review USDOT Requirements
Specifications for RSU hardware and 

software for procurement  

Presenter
Presentation Notes
Key Message: Review key RSU requirements relevant to CV certification testing.
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and Interoperability
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 Includes DSRC RSU 
system requirements for:
▫ Power 
▫ Environmental
▫ Physical 
▫ Functional 
▫ Behavioral
▫ Performance
▫ Interface

DSRC RSU Specifications Document - USDOT   

Source: USDOT

Presenter
Presentation Notes
Key Message: Introduce the requirements as per USDOT Document v4.1. Image accessed Feb 26 2017-Patel.DSRC RSU Specification DocumentCurrent version is Version 4.1:By USDOT Federal Highway AdministrationIncludes system requirements for:Power EnvironmentalPhysical Functional BehavioralPerformanceInterface
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 Standards for Security
▫ IEEE 1609.2 Security Services
▫ IEEE 1609.3 MAC address change at intervals

 Standards for Privacy
▫ SAE J2735 DSRC Message Set Dictionary
▫ SAE J2945/1 for V2V safety (under development 2/2017)
▫ SAE J2945/2 for safety and emergency vehicles
▫ ISO TS 19091 for signalized Intersection Apps

 Standards for Interoperability
▫ IEEE 1609.3 Networking Services
▫ IEEE 802.11p Wireless LAN
▫ IEEE 1609.4 Multi Channel Operation
▫ IEEE 802.3at PoE
▫ NEMA TS2 Traffic Signal Controller
▫ NTCIP 1202 v2 plus USDOT V2I Hub ICD

Presenter
Presentation Notes
Key message: Review key elements from the document.Relevant standards for SecurityIEEE 1609.2 Security ServicesIEEE 1609.3 MAC address change at intervalsRelevant Standards for PrivacySAE J2735 DSRC Message Set DictionarySAE J2945/1 for V2V safetySAE J2945/2 for safety and emergency vehiclesSO TS 19091 for signalized Intersection ApplicationsRelevant standards for InteroperabilityIEEE 1609.3 Networking ServicesIEEE 802.11p Wireless LANIEEE 1609.4 Multi Channel OperationIEEE 802.3at PoENEMA TS2 Traffic Signal Controller with NTCIP
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Certification
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BSM: LAT LONG HEADING SPEED VEHICLE SIZE

CV Wireless Stack Certification

Basic Safety Message (BSM)
Source: USDOT

Presenter
Presentation Notes
DSRC RSU Specification Document covers software (stack) that controls the wireless communications, such as:Frequency bandModulation methodData securityRSU wireless stack includesIEEE 1609.2 Security IPv6 are the unique addresses per deviceIEEE 1609.3 Networking Services5.9 GHz frequency band802.11 WAVE modulationIEEE 1609.4 channel switchingRSU wireless stack does not include:Message definition, such as SAE J2735Message dialog, such as Red Light Violation warningBasic Safety Message (BSM):Broadcast by VehicleExample message, not part of certificationSupported by software stack



Understand the Messages for Certification

SAE J2735 Message Certification

V2I Hub ICD

RSU

Source: Siemens Industry Inc.
42

Presenter
Presentation Notes
Key message: Slide depicts the data flow that builds the SAE J2735 messages to be certified.  For applications that include traffic signal control, the signal control application pushes the following data continually to the RSU:The current active phases (colors of the signals, including pedestrian signals) The minimum and maximum countdown until phase change, 10 times per secondFor signal control application software developers, this information is contained in the V2I Hub Interface Control Document (ICD) available on the USDOT open source portalThis ICD will become a standard in upcoming releases of NTCIP 1202Note that this ICD contains only current states and offset timing until the next states.  No time of day is included so that wrong signal controller time has no effect.  
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SAE J2735 Message Certification

V2I Hub ICD

RSU

MAP Message

Signal Phase 
and Timing

Source: Siemens Industry Inc.
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Presenter
Presentation Notes
Key message: Slide depicts the data flow that builds the SAE J2735 messages to be certified.  •        The RSU adds the GPS time to the information received from the Controller Unit to create the over-the-air SPaT message broadcast to the vehicles•        The RSU also adds the information from the MAP file to create the over-the-air MAP message to the vehicles.  The MAP message includes the lane locations, plus the lane to signal phase correlation.  That way, the vehicle will know which signal to obey, based on the lane occupied by the vehicle, based on the OBU location service.
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SAE J2735 Message Certification

V2I Hub ICD

RSU

MAP Message

Signal Phase 
and Timing

Basic 
Safety

Message

Red Light Violation Warning

MAP 
Message

Signal Phase 
and Timing

Basic 
Safety

Message

Forward Collision Warning
Intersection Movement Assist

Source: Siemens Industry Inc.
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Presenter
Presentation Notes
Key message: Slide depicts the data flow that builds the SAE J2735 messages to be certified.  The key safety message dialogs for crash avoidance as depictedMAP and SPaT are received by the nearby vehicles approaching the intersectionVehicle broadcast Basic Safety Message 10 times per second on DSRC, includingLocationHeadingSpeedElevationTimeVehicle  OBUs identify crash trajectories between cars and warn of Forward CrashesPerpendicular Crashes Vehicle OBUs identify arrival at RED and warn of red light violations before they occur
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NTCIP 1202 
SET

Emergency
Vehicle

Alert

RSU
Signal Request 

Message

Signal Request 
Message Basic 

Safety
Message

Source: Siemens Industry Inc.

Presenter
Presentation Notes
Key message: Slide depicts SAE JR 2735 messages typically used and need to be certified.Typical Emergency Preemption or Transit PrioritySignal Request MessageVehicle identificationPlus BSM informationEmergency Vehicle Alert when in code (lights and siren)BSM from nearby vehicles for crash avoidance
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NTCIP 1202 
GET

Signal Status
Message

Emergency
Vehicle

Alert

Basic 
Safety

Message

RSU

Signal Status
Message

Source: Siemens Industry Inc.

Presenter
Presentation Notes
Key message: Slide depicts SAE JR 2735 messages typically used and need to be certified.Typical Emergency Preemption or Transit PrioritySignal Status Message (SSM)Response from RSU to vehicleVerifies response to SRMIndication to arriving vehicles in case of conflicting requestsEmergency Vehicle Alert when in code (lights and siren)BSM from nearby vehicles for crash avoidance
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SAE J2735 Message Certification
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MAP Message
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Traveler 
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Message

Curve 
Speed 

Warning

RSU

Source: Siemens Industry Inc.

Presenter
Presentation Notes
Key message: Slide depicts SAE JR 2735 messages typically used and need to be certified.Many V2I applications do not have a signal controllerWrong Way, reversible or closed lanesRSU sends MAP message including a bit indicating lanes that are revocable (if any)If a lane is revocable, the SPaT message indicates the time of closure, as if a RED lightIf a vehicle travels towards a closed, reversed, or wrong way MAP, a driver warning is issued before wrong-way entryIf the driver ignores the warning, oncoming traffic is warnedAt the same time, Law Enforcement can be alertedCurve Speed Warning or Variable Speed AdviceRSU sends speed adviceOBU calculates safe curve speed based on vehicle typeOBU issues driver warnings when adjusted speed advice is exceededMid Block Pedestrian Safety / Cyclist SafetyPersonal Information Devices (smart phones) send Personal Safety MessagePSM includes location, heading, speed, and elevationPSM translated to BSM by RSUOBU warns of crash trajectories with pedestrians and cyclists
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Source: Siemens Industry Inc.

Presenter
Presentation Notes
Key message: Slide depicts SAE JR 2735 messages typically used and need to be certified.To realize the major safety aspects of CV, the messages shown are certified for interoperabilityBe aware that messages have optional fields that can negate interoperability



U.S. Department of Transportation
Office of the Assistant Secretary for 
Research and Technology49



Which is not a part of the RSU wireless 
stack?

a) IPV6 device addresses
b) Basic Safety Message (BSM) of vehicle location, heading speed, 

elevation
c) 5.9 GHz wireless frequency band
d) IEEE 1609.2 security certificates

50

Answer Choices

Question



Review of Answers

a) IPV6 device addresses

Incorrect. IPV6 is the RSU Internet protocol address and 
included in the RSU Requirements Specification for the stack.

b)  Basic Safety Message (BSM) of vehicle location, heading speed, 
elevation

Correct! BSM is a J2735 over-the-air message that is part of 
the RSU application made up of dialogs of messages.

c)  5.9 GHz wireless frequency band

Incorrect. The wireless frequency band is included in the RSU 
Requirements Specification for the stack.

d)  IEEE 1609.2 security certificates

Incorrect. Mandatory uses of security certificates conforming to 
IEEE 1609.2 is part of the RSU Requirements Specification.

51

Presenter
Presentation Notes
Basic Safety Message (BSM) of vehicle location, heading speed, elevationCorrect! BSM is a J2735 over-the-air message that is part of the RSU application made up of dialogs of messages



Identify Connected Vehicle (CV) equipment needed for 
a signalized intersection

Review USDOT Requirements Specifications for RSU
hardware and software for procurement  

Understand the role of Certification Testing within the 
context of a systems lifecycle

52

Presenter
Presentation Notes
Key message:Understand the role of Certification Testing within the context of a systems lifecycle
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Understand the role of Certification 
Testing within the context of a 

systems lifecycle

Presenter
Presentation Notes
Key points under this learning objectiveCreate a Requirements to Test Case Traceability tableCreate a set of Test Cases for RSU certificationCreate a set of Test Procedures for RSU certification by an independent test laboratory



Create a Requirements to Test Case Traceability 
Matrix
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What Are We Certifying?
 Conformance to RSU 

Requirements Specification
▫ To ensure that all vehicles will 

work correctly everywhere 
within the CV network 

▫ Without certification, vehicles will 
not be able to receive security
certificates

 RSU Requirements Specification 
includes:
▫ Environmental
▫ References to Relevant 

Standards
▫ Minimum Security Requirements

Source: USDOT

Presenter
Presentation Notes
Key Message: The slide reviews what we are certifying.What are we certifying?Conformance to RSU Requirements SpecificationSo that all vehicles will work correctly everywhere within the Connected Vehicle network Without certification, vehicles will not be able to receive security certificatesRSU Requirements Specification includesEnvironmentalReferences to Relevant StandardsMinimum Security RequirementsCertification testing has the ability to Extend project lifecycleImprove the information that is relayed.All Certification tests procedures should Be uniform Any special local needs included.



Develop a Requirements to Test Case Traceability 
Matrix (RTCTM)
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RTCTM for RSU

Presenter
Presentation Notes
Key Message: RTCTM for RSU is introduced based on USDOT v4.1 document.RSU v4.1SpecificationEach Requirement includesRequirement ID numberRequirement statementReference to relevant standardVerification MethodImportant to verify each requirement using the verification method shown.No Requirements specification for OBUMirror the requirements for the RSU DSRC Wireless Access in a Vehicular Environment (WAVE)Eliminate the RSU power requirementsAdd automotive power requirementsEliminate the RSU environmental requirementsAdd automotive environmental requirements
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Test Case for RSU Certification LTP-Level Test Plan

Source: USDOT Professional Capacity Building

Presenter
Presentation Notes
Key message: a TC-Test Case for RSU is introduced based on IEEE 829-2008 formats.Master Test Plan (MTP) describes the Level Test Plans (LTP)LTP for RSU Hardware RequirementsLTP for RSU Software RequirementsLTP for RSU System Integration
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Unit Test Plan Workflow

Presenter
Presentation Notes
Key message: Detailed workflow of LTP for Unit Test Plan is discussed in this slide.Test Workflow is shownInstructor will explain that only selected user needs and requirements (YES) are to be tested. The levels of certification testing and relationship to the VEE model.  Taken from Pilots Comprehensive Deployment Plan.



Test Procedures for RSU Certification  
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 Vehicle to Vehicle  (V2V ) Safety Test Specifications exist 
now
▫ Stack (802.11, 1609.2, 1609.3, 1609.4)
▫ V2V safety (J2945/1)

 Additional applications planned for certification for the CV 
pilots

 Certification operating council with support of USDOT

Test Procedures for RSU Certification by an 
Independent Laboratory

Presenter
Presentation Notes
Key Message: Test Procedures for RSU certification by independent laboratory is discussed. Agencies do not need to create RSU Certification Test ProceduresFHWA is preparing a Certification Test Procedure document for RSUsCertification is conducted by independent laboratories, for example:OSI/SwRIDanLaw7LayersCertification testing specifications are modularized to support testing of multiple application interfaces. 



Test Procedures for RSU Certification  
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Typical Example: Pedestrian 
Safety
 Needs

▫ Detect pedestrians
▫ Avoid PED / vehicle conflicts

 Requirements
▫ Transmit PED location to 

OBU
▫ Receive PED location by 

OBU
▫ Warn driver of crash 

trajectory

Addressing Local Needs

Source: Siemens Industry Inc.

Presenter
Presentation Notes
Key message: Local needs are discussed for Test procedures needs.Like ITS projects, establish Local NeedsIdentify StakeholdersList the Stakeholder NeedCreate Requirements Traceable to NeedsCreate Design from RequirementsDesign is based onRequirements Specification 4.1 for RSURequirements for OBU that has no documentDialogs of J2735 messagesTypical Example: Pedestrian SafetyNeed to detect pedestriansNeed to avoid ped / vehicle conflictsRequirement to transmit PED locationRequirement to receive PED locationRequirement to warn driver of crash trajectory



Test Procedures for RSU Certification  
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Pedestrian Safety:
 Needs

▫ Detect pedestrians
▫ Avoid PED / vehicle conflicts

 Requirements
▫ Transmit PED location to OBU
▫ Receive PED location by OBU
▫ Warn driver of crash trajectory

 Design 
▫ Dialog of BSM & PSM between car 

and PED
▫ Calculate crash trajectories
▫ Issue driver warnings

 Test
▫ Master Test Plan
▫ Level Test Plans

Addressing Local Needs

Source: Siemens Industry Inc.

Presenter
Presentation Notes
Key Message: More examples of local needs are discussed.Like ITS projects, establish Local NeedsIdentify StakeholdersList the Stakeholder NeedCreate Requirements Traceable to NeedsCreate Design from RequirementsDesign is based onRequirements Specification 4.1 for RSURequirements for OBU that has no documentDialogs of J2735 messagesTypical Example: Pedestrian SafetyNeed to detect pedestriansNeed to avoid ped / vehicle conflictsRequirement to transmit PED locationRequirement to receive PED locationRequirement to warn driver of crash trajectoryDesign dialog of BSM & PSM between car & PEDDesign to calculate crash trajectoriesDesign to issue warnings
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Which of the following applies to Agencies 
requiring RSU certification process?  

a) Develop RSU Test Cases per each agency
b) Specify independent certification test report per Certification Test 

Specification, with special provisions for local needs
c) Purchase RSUs without contract requirements
d) None of the above

62

Answer Choices

Question



Review of Answers

a) Develop RSU Test Cases per agency

Incorrect. RSU Test Cases should be uniform throughout 
North America for interoperability with vehicles.

b)  Specify independent certification test report per Certification 
Test Specification, with special provisions for local needs

Correct! Specify the Certification Test Procedure to 
ensure compatibility with vehicles, and then add special 
provisions for local needs, such as Wi-Fi connection to 
smart phones.

c)  Purchase RSUs without contract requirements

Incorrect. Without contract requirements, older revision of RSU 
specification can be substituted, or delivery without security.

d) None of the above

Incorrect. 63

Presenter
Presentation Notes
Specify independent certification test report per Certification Test Specification, with special provisions for local needsCorrect! Specify the Certification Test Procedure that ensures compatibility with vehicles, and then add any special provisions for local needs, such as Wi-Fi connection to nomadic Personal Safety Devices.



Identify Connected Vehicle (CV) equipment needed for 
a signalized intersection

Review USDOT Requirements Specifications for RSU
hardware and software for procurement  

Understand the role of Certification Testing within the 
context of a systems lifecycle

Develop a Certification Plan

64

Presenter
Presentation Notes
Key message final learning objective: Develop a Certification Plan
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Develop a Certification Plan

Presenter
Presentation Notes
Key elements under this learning objectiveIndependent laboratory test optionsRSU hardware and environmentalRSU software and wireless stackInclusion or exclusion (tailoring) of J2735 messages for the application



Independent Testing Laboratories

Independent Laboratory Test Options

66

Presenter
Presentation Notes
For early certifications, three independent laboratories are available to perform the testing and issue reports.  Long term, Omni Air consortium will include certification services, with a list of accredited laboratories.



Certification

Certification Scope

Source: USDOT
67

Presenter
Presentation Notes
Scope of certification includesEnvironmental, such as temperature and vibrationCommunications protocols to insure interoperability among manufacturersInterface abilities to validate the correct interpretation of payloads within the standard protocolsOverall application abilities for interoperability, such as V2I “V” software object in OBU and “I” software object in RSU



Certification

Technical Standards

Source: USDOT
68

Presenter
Presentation Notes
Certification also includes conformance to the standards.  A set of all the layers becomes a baseline of standards that are interoperable.  Changing one requires a change to the baseline and regression testing.  The SDOs consider backwards compatibility when recommending standards changes at the 5-year review.<describe each>



Certification

Test System Architecture

Source: USDOT
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Presenter
Presentation Notes
Test System Architecture includes the System Under Test that is subjected to automated test scripts from the Test System using Test Management Software.  The number and complexity of tests can be overwhelming; therefore, the most technical tests have been automated with test scripts and test equipment.



Certification

Test Specifications

Source: USDOT
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Presenter
Presentation Notes
Certification includes the stack of elements as shown



Certification

Example Test

Source: USDOT
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Presenter
Presentation Notes
An example test is shown <read the steps>



Certification

Certification Process

Source: USDOT
72

Presenter
Presentation Notes
Since certification involves independent laboratory tests, the devices must be procured.  Next a certified organization is contacted for a certification proposal of time, material, and effort.  The device is then tested by the authorized laboratory.  The laboratory test report is submitted to the Certification Organization, where the device is listed as a certified.



Certification

Device Certification Progression

Source: USDOT
73

Presenter
Presentation Notes
During the Pre-commercial Phase through 2017, USDOT projects are tested to specifications, then checked for interoperability at plug fests, where multiple manufacturers exchange test messages to uncover differences in communications.  Once the CV Pilots are established, commercial certification begins after 2017.  At that time Omni Air trade association lists the available test laboratories that can certify for a fee.



SAE J2735 Message Dialogs to Realize Applications

Source: USDOT 74

Presenter
Presentation Notes
J2735 describes a protocol of messages, but not the actual applications.  The description of many of the applications are listed on the USDOT CV website.  The Blue buttons drill down into detailed descriptions of each application.  Applications are made up of message dialogs.
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Which of the following is not a CV 
application group?

a) V2V Safety

b) V2I Mobility

c) Road and Weather

d) Autopilot for self-driving vehicle

76

Answer Choices

Question



Review of Answers

a) V2V Safety

Incorrect. V2V Safety is an application group.

b) V2I Mobility

Incorrect. V2I Mobility is an application group.

c) Road and Weather

Incorrect. Road and Weather is an application group.

d)  Autopilot for self-driving vehicle

Correct! Self-driving vehicle is an Autopilot system, not part 
of Connected Vehicle applications.

77

Presenter
Presentation Notes
Autopilot for self-driving vehicleCorrect! Self-driving vehicle is an Autopilot system, not part of Connected Vehicle applications



Identify Connected Vehicle (CV) equipment needed for 
a signalized intersection

Review USDOT Requirements Specifications for RSU
hardware and software for procurement  

Understand the role of Certification Testing within the 
context of a systems lifecycle

Develop a Certification Plan

78

Presenter
Presentation Notes
This is the recap of what we have learned.



We Have Now Completed the CV Curriculum

Module CV I261: V2V ITS Standards for Project 
Managers

Module CV I262: V2I ITS Standards for Project 
Managers

Module CV T160: Connected Vehicle Certification 
Testing  Introduction

79

Presenter
Presentation Notes
(CV261): Vehicle-to-Infrastructure (V2I) ITS Standards for Project Managers(CV262): Vehicle to Vehicle (V2V) ITS Standards for Project Managers
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Feedback
Please use the Feedback link below to 
provide us with your thoughts and 
comments about the value of the training.

Thank you!

Thank you for completing this module.
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