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Presenter
Presentation Notes
ITS Standards can make your life easier. Your procurements will go more smoothly and you’ll encourage competition, but only if you know how to write them into your specifications and test them. This module is one in a series that covers practical applications for acquiring and testing standards-based ITS systems.  I am Ken Leonard, director of the ITS Joint Program Office for USDOT and I want to welcome you to our newly redesigned ITS standards training program of which this module is a part. We are pleased to be working with our partner, the Institute of Transportation Engineers, to deliver this new approach to training that combines web based modules with instructor interaction to bring the latest in ITS learning to busy professionals like yourself. This combined approach allows interested professionals to schedule training at your convenience, without the need to travel. After you complete this training, we hope that you will tell colleagues and customers about the latest ITS standards and encourage them to take advantage of the archived version of the webinars. ITS Standards training is one of the first offerings of our updated Professional Capacity Training Program. Through the PCB program we prepare professionals to adopt proven and emerging  ITS technologies that will make surface transportation safer, smarter and greener which improves livability for us all. You can find information on additional modules and training programs on our website www.pcb.its.dot.gov Please help us make even more improvements to our training modules through the evaluation process. We look forward to hearing your comments. Thank you again for participating and we hope you find this module helpful.  Image: www.pcb.its.dot.gov website screenshot 



CV265

Introduction to IEEE 1609 Family of Standards 
for Wireless Access in Vehicular 

Environments (WAVE)

33



Instructor
Raman K Patel, Ph.D., P.E.
President
RK Patel Associates, Inc.

4

Instructor Picture

4

Presenter
Presentation Notes
Education:Ph.D. and Master of Science in Transportation Planning & Engineering, New York UniversityMaster of Electrical Engineering, City University of New York   Bachelor of Electrical Engineering, M S University of Baroda	Professional Associations:Fellow of Institute of Transportation Engineers (ITE)Past Chair ITE Standards Committee, ITS CouncilFounding member of NTCIP Joint Committee, TMDD CommitteeMember CV V2I Working GroupExperience SummaryMr. Patel is currently teaching ITS and Systems Engineering at NYU Tandon School of Engineering in New York. He has over 50 years of transportation experience and was formally the Chief of Systems engineering at NYC DOT and served as the technical coordinator for I-95 Corridor Coalition. He has also worked with the UN traffic engineering and road safety groups at the international level.



Describe IEEE 1609 Family of Standards for Wireless Access in 
a Vehicular Environments (WAVE)

Discuss Role of IEEE 1609.3 Networking Services  

Discuss Role of IEEE 1609.4 Multi-Channel Operations   

Discuss Role of IEEE 1609.2 Security Services and Identify 
WAVE Implementation Issues and Challenges  
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Presenter
Presentation Notes
Learning Objectives Describe Wireless Access in Vehicular Environments (WAVE) 2.      Discuss IEEE 1609.3: Networking Services Discuss Role of IEEE 1609.4: Multi-Channel Operations4.      Discuss Role of IEEE 1609.2: Security Services and Identify Implementation Issues and Challenges 
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Describe IEEE 1609 Family of Standards 
for Wireless Access in Vehicular 
Environments (WAVE)

Presenter
Presentation Notes
Key Message:  Highlight key points covered in LO1.



Connected Vehicle (CV) Environment

CV Environment Consists of:
 Vehicle to Everything (V2X)

 Vehicle to Vehicle (V2V)
 Vehicle to Infrastructure (V2I)
 Vehicle to Pedestrian  (V2P)

CV Communications:
Wireless
 Mixture of: 

 Local short-range communications  
 Remote communications, e.g. devices 

to Traffic Management Center (TMC)
 Safety/Mobility Applications

 Process messages/data and issue  
warnings/alerts to driver/users
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Presenter
Presentation Notes
Purpose: Highlight the major components of the CV environment. Image source: https://www.its.dot.gov/pilots/pilots_overview.htmKey Message:In broad terms, the CV environment consists of connected vehicles (V2V), connected V2P (individuals-person-pedestrian for P), and connected infrastructure (V2I) operating together to provide valuable services. V2X includes everything, even V2M for motorcycles in Europe).In order to operate together, this environment (devices)requires the use of communication technologies. For mobile devices (e.g., vehicles, pedestrians, bicycles, etc.), connectivity is provided through a range of wireless (cellular) technologies, but primarily in two categories:Short range communications, which provide an open network over hundreds of meters so that vehicles approaching each other at speed can communicate and inform each other of their presence and movement.Remote communications, which allow devices to access centralized services, such as fleet management capabilities, regional traffic management, personalized trip information, etc.Safety/Mobility applications are also part of CV environment and they process messages/data to provide benefits through collision avoidance/injuries and travel efficiency, just to identify few examples. ARC-IT (National ITS Architecture, now called Architecture Reference for Cooperative and Intelligent Transportation (ARC-IT) v8.3 (2019) describes an array of these services and summarizes the vast amount of detail that has been developed to define how these systems work.



CV Environment is Unique
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Dynamic Operational Characteristics 
 Participants constantly changing
 Devices need to communicate under changing speeds-

doppler shifts
 Safety applications require frequent communications 

(messages)

Presenter
Presentation Notes
Purpose: Nature of CV Environment is discussed-Participants, devices and safety applications all interact dynamically.Key Message: Let’s discuss what makes CV Environment Unique and role of WAVE in supporting it. Here we are emphasizing the following points:1. The participants in the network are constantly changing (i.e., I care about those that are nearby, but as I drive down the  street and across intersections, the ones that are nearby are constantly changing).2. Devices that need to communicate with each other can experience significant doppler shifts as they pass (i.e., 2 vehicles in opposite directions might have a combined speed of 120+ mph and pass within a few feet of each other).3. Safety applications require frequent communications, especially for those in closest proximity of each other.



WAVE (Wireless Access for Vehicular Environments)  
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WAVE is a Communication System  
 Provides (ad-hoc) wireless connectivity for V2X to enable 

safety and mobility applications-higher layer entities
 Provides privacy (pseudonimity) and security (authentication and 

data integrity) Greater situational awareness of events

Presenter
Presentation Notes
Purpose: Introduce WAVE system as a radio communication system. Key Message:  WAVE is a radio communication system intended to provide seamless, interoperable services to users of transportation system. It is intended to provide ad-hoc wireless  connectivity for V2X (vehicle to everything) to enable safety and mobility applications. A WAVE system supports applications that offer vehicle systems and drivers greater situational awareness of events, potential threats, and imminent hazards, with the goal of enhancing the safety, mobility, and convenience of everyday vehicular transportation. WAVE also provides privacy (pseudonimity) and security (authentication and data integrity). Safety-critical applications in cooperative vehicular networks such as WAVE enabled ad-hoc network at roadside require authentication of nodes and messages. Yet, privacy of individual vehicles and drivers must be maintained.    Pseudonymity can satisfy both security and privacy requirements. IEEE 1609.3 defines pseudonymity as a property wherein an entity’s permanent or long-lived identities, and its long-term patterns of behavior, cannot be deduced from its network traffic and are only observable by appropriately authorized parties. 



Purpose and Mission of WAVE Standards
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Mission
“The WAVE standards enable the development of interoperable
low-latency, low overhead WAVE devices that can provide 
communications in support of transportation safety, efficiency, 
and sustainability, and that can enhance user comfort and 
convenience.” IEEE 1609.0 std.

Source: USDOT

IEEE
Institute of Electrical and Electronics Engineers

Example
Latency is a measure of time delay 
experienced in a system; e.g. Forward 
Collision Warning application limits 0.1 sec 
latency, measured between end points.

Presenter
Presentation Notes
Purpose: Introduce WAVE  Mission statement published by IEEE 1609 WG.Key Message:  The WAVE standards enable the development of interoperable low-latency, low overhead WAVE devices that can provide communications in support of transportation safety, efficiency, and sustainability, and that can enhance user comfort and convenience.WAVE devices which are mobile (V2V, V2P) and stationary (fixed) V2I to conduct low latency transections as discussed later. [V2V devices are Onboard Units (OBUs) or Aftermarket Safety Devices (ASDs) and RSU-Roadside Units are stationary units. Both OBU and RSU devices images together convey their association with vehicular environments. ]  WAVE protocols are designed to allow applications to exchange data in a consistent, interoperable, and timely manner.  



Standardized Direct Communication Technologies that 
use WAVE  
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LTE-Long Term Evolution
3GPP-Third Generation Partnership Project  
SAE-Society of Automotive Engineers
IEEE-Institute of Electrical and Electronics Engineers 

1. Dedicated Short Range Communication (DSRC) 
uses Published Standards:  
 SAE J2945/1 V2V safety applications
 IEEE 1609 family (1609.3 Networking) 

2. LTE-V2X Under Preparation  
 LTE-V2X-Sidelink Mode 4 using the PC5 Interface 

(3GPP, Release 14,15)
 Uses SAEJ3161/1 and IEEE 1609.3 revision (pending)

Presenter
Presentation Notes
Key Message: Identify communications technologies alternatives that use WAVE. First, DSRC uses SAE J2945/1 (the BSM / V2V safety applications standard over DSRC) and 1609.3 already supports DSRC and both are already published.  Detail on each standard is discussed later. SAE J2945/1 standard specifies the system requirements for an on-board vehicle-to-vehicle (V2V) safety communications system, including standards profiles, functional requirements, and performance requirements. The system is capable of transmitting and receiving the SAE J2735-defined basic safety message (BSM) over a DSRC wireless communications link as defined in the IEEE1609 suite and IEEE 802.11 standards.  Second, Under preparation is the WAVE support for 3GPP LTE-V2X PC5 (also known as LTE side-link) and IEEE 802.11p (also known as DSRC1 or ITS-G5), both operating in the 5.9 GHz band for the provision of direct communications between road users. The term LTE-V2X is used in SAE J3161/1, which is the equivalent of J2945/1, replacing 802.11 (WAVE/DSRC) with V2X Sidelink.  In the 5.9 GHz band, LTE-V2X means using V2X Sidelinke (mode 4) on the PC5 interface.  PC5 means a direct interface between user equipment.  Mode 4 indicates the absence of a cellular infrastructure.  It’s a “non-operator managed” interface. SAE J3161/1, which is the BSM application standard that uses the LTE-V2X interface for V2V safety is in development.  Both the 1609.3 revision and J3161/1 are expected be published sometime in 2020, but there are still some details to be worked out before LTE-V2X can be labeled as “Available”…].



SAE Standards/Documents Published  

12

 J2735: V2X Data Dictionary (technology-neutral revision 
nearly complete)

 J3061: Systems engineering enhancements to J2735 
(information report)

Uses WAVE

Presenter
Presentation Notes
Key Message: Identify published SAE standards that use WAVE or support WAVE.J2735: V2X Data Dictionary (technology-neutral revision nearly complete)J3061: Systems engineering enhancements to J2735 (information report – somewhat outdated)



SAE Standards/Documents Published (cont.)  

Uses WAVE
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 J2945: Systems engineering guidance and common design     
elements

 J2945/1: V2V safety applications (DSRC-based BSM 
application – revision published April 2020)

 J2945/2: V2V safety awareness recommended practice 
(builds on 2945/1)

 J2945/3: Road Weather applications
 J2945/5: Security guidelines for connected vehicle 

applications
 J2945/9: Vulnerable road user recommended practice

Presenter
Presentation Notes
Key Message: Identify SAE published standards that use WAVE or support WAVE.  SAE is developing a family of standards, which includes guidance for the use of systems engineering (SE) and generic DSRC interface requirements content. The parent document is SAE J2945_201712, Dedicated Short Range Communication (DSRC) Systems Engineering Process Guidance for SAE J2945_201712. SAE has published SAE J2945/1, On-Board System Requirements for V2V Safety Communications to specify system requirements for an on-board vehicle-to-vehicle safety communications system for light vehicles, including standards profiles, functional requirements, and performance requirements. The system is capable of transmitting and receiving the SAE J2735-defined basic safety message (BSM) over a WAVE system.   



SAE Standards/Documents in Development  

 J2945/1A: Vehicle-level test procedures for V2V safety 
communications (companion to J2945/1)
 J2945/4: Road safety applications (e.g. curve speed 

warning, work zone safety, reduced speed zones)
 J2945/6: Adaptive cruise control and platooning
 J2945/7: Positioning enhancements for V2X systems
 J2945/8: Cooperative perception system
_____________
 J2945/A: Next generation mapping (a more general, layered 

approach to maps for use by applications)
 J2945/B: Signalized intersection applications
 J2945/C: Probe data
 J2945/D: Road user to road user courteous communication
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Uses WAVE

Presenter
Presentation Notes
Key Message: Identify SAE standards in development that use WAVE or support WAVE. This list states standards under development. 



SAE Standards/Documents in Development (cont.)  

 J3161/1: On-Board System Requirements for LTE-V2X V2V 
Safety Communications
▫ Uses 3GPP PC5, Mode 4 for the physical interface

 J3161: C-V2X Deployment Profiles  
 J3180: Cooperative perception system
 J3186: Maneuver sharing and coordinating
_________________
 J3216: Cooperative driving automation taxonomy and 

definitions (companion to SAE J3016)
 J3217: Electronic fee collection (V2X-based tolling)
 J3224: Sensor sharing for cooperative and automated 

driving
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Uses WAVE

Presenter
Presentation Notes
Key Message: Identify SAE standards in development that use WAVE or support WAVE and are under development. This list from SAE is very supportive of WAVE technology related efforts and newly developed standards. J3161/1: On-Board System Requirements for LTE V2X V2V Safety Communications is in development. This document, at a minimum a recommended practice, will use as a basis the existing SAE J2945/1 to a version that uses LTE V2X (Long Term Evolution Vehicle to Everything) as specified in 3GPP (3rd Generation Partnership Project) R-14 as the radio access technology and on-board vehicle-to-vehicle (V2V) safety communications system for light vehicles. It addresses the on-board system needs for ensuring that the exchange of BSMs (Basic Safety Messages) in V2V safety communications provides the desired interoperability and data integrity to support the performance of the envisioned safety applications. Specifically, this new document will include standards profiles, functional requirements, and performance requirements. C-V2X Deployment Profiles J3161This SAE Standard describes a reference system architecture based on CV2X technology, in particular, using 3GPP Release 14 & Release 15 PC5. It also describes cross-cutting features unique to C-V2X that can be used by applications and future application standards. Issuing Committee: C-V2x Technical Committee Rationale: The C-V2X radio access technology has a number of unique features that differentiate it from the IEEE 802.11p PHY/MAC layers as assumed in the SAE J2945/1 document. There are several sections in the J2945/1 document that specifically assume the 802.11p PHY/MAC and need to be re-written to properly take advantage of the C-V2X radio access layers. By making these changes to the J2945/1 document to create a new document, the 5G Cellular Evolution Technical Committee can use the features developed in C-V2X by 3GPP to their greatest advantage while reusing as much as possible of the extensive work done in SAE to enable V2X communication. 



WAVE’s Relationships to Other Protocol Models
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WSMP-Wave Short Message Protocol
OSI-Open System Interconnect
ETSI- European Telecommunications Standards Institute 
API-Application Programming Interface
LLC-Logical Link Control

Source: IEEE 1609.0 Std.

1

7

4

2
3

Presenter
Presentation Notes
Key Message: ETSI (European Telecommunications Standards Institute) ITS station Architecture is shown to the left, followed by ISO OSI stack in the middle and WAVE stack to the right. Chart shows relationships: (ISO 21217 describes the) ITS station reference architecture, which is derived from the OSI layered model for communications. The ITS station reference architecture and its relationship to the OSI Reference Model (ISO/IEC 7498-1:1994 and to the IEEE Std 1609 protocol stack. For example, in the ITS station reference architecture, Road Safety is an application above the OSI Application layer; IPv6 and messaging protocols reside in the Networking and Transport layer; and IEEE 802.x, 3G/4G/LTE cellular, and Bluetooth reside in the Access layer. Important key point: IEEE 1609.3 is updated to incorporate ITS ports.IEEE Std 1609.3-2016 has incorporated changes that are compatible with ISO ITS station communication protocols. The WSMP header has been restructured to allow for use of addressing mechanisms other than PSID, for example, ITS ports. See IEEE Std 1609.3 for a detailed description. Additionally, the corresponding ISO standards have been modified to support (though not encourage) the use of PSID for addressing in addition to the originally-supported port numbers.ARC-IT: the Security Plane identifies standards that specify policies and methods for system-to-system authentication and encryption of data across one or more layers of the communications stack. Security solutions terminate inside the physical device that uses the information flows in question. This means for example, that if a given flow specifies TLS in the security plane, that TLS is terminated inside the device receiving/sending data to satisfy the flow. 



IEEE 1609 Family of Standards (2016)

 1609.0 Guide (Architecture)
 1609.2 Security Services
 1609.3 Networking Services
 1609.4 Multi-channel Operation
 1609.12 Identifier Allocations  
 IEEE 802.11:MAC sublayer and PHY Layer     
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Standards Deployed in WAVE Protocol Stack-Devices

MAC-Media Access Control  
PHY-Physical Layer
WSMP-WAVE Short Message Protocol

Presenter
Presentation Notes
Purpose: Introduce IEEE 1609 family of standards.  Key Message: State each standard and state that their roles will be discussed later in the presentation.IEEE Std 1609.4-2006 specified extensions to the IEEE Std 802.11 MAC layer for multi-channel operations, for example, operating alternately on the control channel (178) and one of several service channels, e.g. 172. IEEE Std 1609.3-2016 specifies networking services required for operation of a WAVE system. It employs the standard IPv6 protocol, introduces a WAVE Short Message Protocol (WSMP), and provides a collection of management functions supporting services available on WAVE devices. IEEE Std 1609.2-2016 collected the security processing requirements necessary for WAVE system operation.802.11-2012 - IEEE Standard for Information technology--Telecommunications and information exchange between systems Local and metropolitan area networks--Specific requirements Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications                https://standards.ieee.org/standard/802_11-2012.html



WAVE is Customized Protocol Architecture

18

Courtesy-Justin McNew

Multi-Channel Operation

*IEEE 1609.3 is currently in revision and the new version will provide explicit 
support for the PC5 interface. (1609.4 will not apply to LTE-V2X; 1609.2 is 
already medium agnostic.)

MAC/PHY (other standards)

Lower Layers 
(IEEE 802.11 or 3GPP PC5*)

WSMP is customized for 
low latency communication, 
in general. IPv6 features 
are also optimized for low 
latency.

WSMP-WAVE Short Message Protocol
TCP-Transmission Control Protocol
IP-Internet Protocol
UDP-User Datagram Protocol
MAC-Media Access Control

Higher layer entity 
is NOT shown here.

Presenter
Presentation Notes
Purpose: Introduce WAVE protocol Architecture.  This slide is the foundation for module networking details. Higher layer entity is NOT shown in the stack.Key Message: Describe Data Plane and Management Plane components of the abstract architecture. First, explain the Management plane of a networking device, it is the element of a system that configures, monitors, and provides management, monitoring and configuration services to, all layers of the network stack and other parts of the system. Management Plane contains functions that manage the entities in the Data Plane.Second, explain the data plane, part of a network that carries user data (messages-traffic). Data Plane has protocols at each of the OSI Layers. Explain each component in the Data Plane.IEEE 1609.3-2016 Networking Services specifies networking services required for operation of a WAVE system. It employs the standard IPv6 protocol, introduces a WAVE Short Message Protocol (WSMP). It is a common protocol at both Transport and Network Layers and customized for low latency communication in general. IPv6 features are also optimized for low latency.  (More in next slide). Stress WAVE protocol stack includes support for both IPv6, and WSMPIEEE Std 1609.4-2006 (Multi-channel operation) specified extensions to the IEEE Std 802.11 MAC layer for multi-channel operations, for example, operating alternately on the control channel (e.g. CCH 178) and one of several service channels (SCHs), e.g.172. WAVE is built over IEEE 802.11 lower layers, which includes MAC and PHY layers.Third, explain IEEE Std 1609.2-2016 collected the security processing requirements necessary for WAVE system operation. This is shown outside of the management Plane to the left side. There is an amendment x2.1 under works for SCMS-Security Credential Management System. Signing/verification services, e.g. used for V2V broadcast messages.



Uses of Protocols 
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WSMP
 Customized for low latency needs of 

CV applications
 Compact, but ONLY supports 

broadcast of “single hop” short 
messages

 Common protocol for both Network and 
Transport layers IPv6

 Adjusted for low latency needs
 Higher overheads, supports Unicast, larger 

messages (information transfer-private conversations 
or network communications)

 Deployed as UDP/IP or TCP/IP  

Well-suited to 
message-based 

applications.

Presenter
Presentation Notes
Key Message: Both WSMP and IPv06 are supported by WAVE architecture as shown in the previous slide and this slide outlines key features.  Both are INDEPENDENT of each other (distinct and separate headers, and IEEE Std 1609.3 specifies the use of two EtherType values (i.e., two networking protocols), IPv6 and WSMP. The hexadecimal values indicating IPv6 and WSMP are 0x86DD and 0x88DC, respectively.



DSRC 5.9 GHz Spectrum Assigned by FCC  

Radio Channels Current Design 
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SCH 174 SCH 176

DOWNLOAD- application software 
and operational parameters, e.g. 
Over-the-Air fleet OBUs updates, 
w/o touching them.

SCH  180 SCH 182

UPLOADING- mobility-
operations and 
performance logs.

SCH 172

Service Channel (SCH) 
dedicated to safety of life and 
property applications, 
e.g. safety and awareness 
application.

5.85 GHz

Reserved for 
emergency 
vehicles, 
allows for

higher power.

SCH 184

5.925 GHz

CCH 178

Control Channel (CCH) 
broadcasts WAVE Service  
Advertisement (WSA) to 
indicate what is available on 
other channels. 

5.895 GHz

Presenter
Presentation Notes
Purpose: Current Channels design as per FCC allocation is introduced.   Key Message:  using animation explain what each type of channel:  SCH 172 is designated exclusively for ONLY active safety messages (V2V)-collision avoidance-mitigation, safety of life and property. SCH 174/176 are to be used for downloading software.SCH 180/182 are to be used for uploading logs-history of logs-OBU activities etc. SCH 184 is reserved for higher power up to 1000 KM range emergency vehicle uses.  CCH 178 is a devoted channel, starts first in broadcasting messages sequence-interval, and it is followed by one of six SCHs. A sequence of CCH and SCH alternates every 50ms.  CCH 178 must broadcast its WAVE Service Advertisement (WSA) message.  SCH 175 can be created, with 20 MB bandwidth, by combining 174 & 176. Similarly SCH 181&182 can be combined to form SCH 181 (both are Not shown in the diagram).



WAVE Devices   
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Devices Transmit/Receive Messages (data) from 
other Devices in the Vicinity

Source: City of Dublin, OH

Roadside Unit (RSU)  Onboard Unit (OBU)  

RSU

Information 
transfer

Over-the-Air

Presenter
Presentation Notes
Key Message: This example from field deployments illustrates how WAVE devices are installed and operate in an operational environment and transmit/receive messages. RSUs are typically either pole mounted or on the mast arm as shown this example.WAVE communications services support the delivery of information from a higher layer entity (e.g. an application) on one device (RSU) to a higher layer entity one another device (OBU), using WAVE communication protocols over-the-air.



WAVE Device Performs Two Roles   

WSA-WAVE Service Advertisement  

Provider issues a WSA (nominally on the CCH 178) 
to indicate available opportunity on SCHs.

22

User monitors CCH 178 for a WSA, makes 
determination to participate or not to participate.

Presenter
Presentation Notes
Purpose: Identify two roles played by a WAVE device. Key Message: The WAVE standards specify the device role as Provider that transmits advertisements of available services (WSAs nominally-typically on CCH 178), and the device role as User that has the option to participate in the advertised service opportunities available on any of the indicated SCH. The Provider and User roles are performed by any type of devices. [both roles cannot be played simultaneously]. The Provider and User roles are performed by any type of devices. [both roles cannot be played simultaneously]. Interoperability requires at least one device in each role.WAVE standards preclude IP traffic on the CCH, but otherwise do not specify how the various channels are used. For example, WSAs may be transmitted on any channel (i.e., CCH or SCH), though WSAs are nominally transmitted on the CCH. As another example, no separate “safety channel” is specified in the IEEE 1609 standards; any of the control or service channels could be configured for use as a safety channel. Ref. 1609.0.



U.S. Department of Transportation
Office of the Assistant Secretary for 
Research and Technology



Which of the following is an incorrect statement  
related to WAVE System?

a) WAVE devices deploy IEEE 1609.3 standard.  

b) WSMP/IPv6, both protocols can be used at network layer.

c) WAVE Service Advertising (WSA) indicates BSMs on SCH 172.

d) V2X includes all forms of CV communication services.

Answer Choices

Question

24



Review of Answers

a) WAVE devices deploy IEEE 1609.3 standard.  

Statement is correct. IEEE 1609.3 standard provides networking 
capability.  

b) WSMP/IPv6, both protocols can be used at network layer.

Statement is correct.  Both protocols are deployable at network 
layer.

c) WAVE Service Advertising (WSA) indicates BSMs on SCH 172.

Incorrect. WSA is NOT used for safety channel SCH 172.  

d) V2X includes all forms of CV communication services.

Statement is correct. V2X includes everything: V2V, V2I, V2P…   

25

Presenter
Presentation Notes
Key Message: Read each choice and answer, starting with correct answer in green text. Explain why it is a correct answer, followed by other incorrect answers.
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Discuss Role of IEEE 1609.3 Networking 
Services  

Presenter
Presentation Notes
Key Message: Introduce LO2, Role of IEEE 1609.3: Networking Services. 



IEEE 1609.3 Networking Services  
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Collection of Management and Data Services

Lower Layers

Data Plane contains 
ONLY data exchange 
functions

Management Plane contains the 
functions that indirectly manage 
the entities in the data plane

IPv6
Configuration

WSA 
Monitoring

MIB 
Maintenance

MIB-Management Information Base Source: IEEE 1609.0

Presenter
Presentation Notes
Key Message: Networking services provided by the 1609.3 std. includes collection of functions at Management Plane and Data Plane at the Network and Transport layers.  Data Plane is a component containing entities that exchange user data. This is processing of messages in real-time using WSMP and IPv6. WSMP is a common protocol for both layers while IPv6 uses UDP/TCP and IPv6 combination as shown. WAVE supports both protocol stacks.Management Plane component contains functions that manage the  entities in the data plane. WME (Wave Management Entity) is a set of management functions required to provide WAVE Networking Services:WSA MonitoringMIB MaintenanceIPv6 Configuration



IEEE 1609.3 Networking Services  

Data 
Services

Lower Layers

28

WSMP is for one-hop 
broadcast messages 
e.g. BSMs.
_____________
IPv6 is used for larger data 
exchanges (e.g. probe data 
uploads), unicast messages 
(e.g. private conversations) 
and network communications 
(e.g. using RSU as a router).

Both are separate and distinct networking protocols, and one does not 
depend on the other (e.g., IPv6 frames are not transported over WSMP, or 
vice versa).

Presenter
Presentation Notes
Key Message: Data services are indicated with arrows on the data plane including LLC, lower layers are blocked. Focus is on IP and WSMP protocols. Both are independent of each other. (They are Not part of each other’s headers.) A WAVE device may support one of WSMP or IPv6, or it may support both. Note that WSMP and IPv6 are separate and distinct networking protocols, and one does not depend on the other (e.g., IPv6 frames are not transported over WSMP, or vice versa). A WAVE device may also support additional protocols other than WSMP and IPv6, but the WAVE standards do not describe the use of these EtherTypes and their associated protocols (i.e., they are not within the scope of WAVE standards).



IEEE 1609.3 Networking Services

29 Source: Ken Vaughn

(WSM)

Data Services

PSID-Provider Service Identifier

Presenter
Presentation Notes
Key message: Structure of WSM is shown and contents are explained. Address info field contains PSID-Provider Service Identifier. Next slide discusses PSID.Support for WSMP is conditionally mandatory. Delivery of a received WSM to a higher layer entity is determined by the WSMP header Address Info field. In this version of the standard-v3, the Address Info contains a Provider Service Identifier (PSID)/ A WSM may be accepted by one or more destination devices, depending on the type of MAC-level addressing used (e.g., individual or group). Note that MAC addresses may be changed for pseudonymity as specified in IEEE Std 1609.4. Within a receiving device, the message will be delivered by WSMP to any higher layer entities with interest in the application-service opportunity associated with the PSID. Interest is indicated via the WSM service request procedure. Higher layer entities take responsibility for message signing and authentication (per IEEE Std 1609.2) and for providing the channel information for transmission.  WSMP is also used to send and receive WSAs. From the standpoint of WSMP, the WME may be considered as a higher layer entity. 



Provider Service Identifier (PSID)
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Nearly 100 applications are registered with unique 
integer as PSID  

WAVE device creates a list of 
PSIDs that have active 
receive processes at higher 
layers, e.g. BSMs 0x20.    

When a WSM arrives, if the 
PSID matches one of those on 
the list, the WSM payload is 
forwarded to that process.

https://standards.ieee.org/products-services/regauth/psid/public.html

Presenter
Presentation Notes
Key Message1:   A PSID is a globally unique integer with a value from 0 to 270,549,119 (0x1020407F, where ‘0x’ indicates hexadecimal, or hex notation). IEEE registration provides the PSID number. Each allocated PSID value is associated with a WAVE service.  A PSID is required by WSMP transmission. Key Message 2: Illustrate in two steps as shown. First step shows a list created by an OBU. Second will show step 2 with animation removed.WAVE device creates a list of PSIDs that have active receive processes at higher layers. When a WSM arrives, if the PSID matches one of those on the list, the WSM payload (data) is forwarded to that process.In this way, the PSID serves a purpose that is similar to a TCP or UDP Port. The PSID shares characteristics and a number space with the Intelligent Transportation Systems Application Identifier (ITS-AID) used in standards from other international standards organizations involved in Intelligent Transportation Systems including ISO, CEN and ETSI. PSID equivalent in ISO ITS station architectures is the ITS application identifier (ITS-AID). As defined in ISO 17419 and ETSI TS 102 860, the ITS-AID identifies an ITS application object, which, in turn, identifies an ITS application and ITS application class.(-IEEE 1609.0, page 99)BSM PSID: Three PSID values have been allocated for applications related to the BSM. Two PSID values are used for vehicle BSMs, one of these intended for messages composed using vehicle data that meets defined high accuracy requirements (0x20). Devices that do not have vehicle data at the defined level of accuracy use the second PSID value-0x21. The third PSID value-0X22 is used for messages composed by devices in rail vehicles (e.g., trains). https://www.rapidtables.com/convert/number/decimal-to-hex.html?x=130WSA PSID is registered as 0x87 (1609.3). https://standards.ieee.org/products-services/regauth/psid/public.html

https://standards.ieee.org/products-services/regauth/psid/public.html
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Scenario 1: SCH 172 Communications

Example 1: V2V, BSMs are broadcasted 10X per sec.
Example 2: V2I, SPaT/MAP data can also be transmitted on 172 

WAVE Device
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Safety Channel 
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 Preconfigured WAVE devices-SCH operation; WSA is Not 
required        

Presenter
Presentation Notes
Key Message: SCH 172 is always on Channel operation and does NOT require channel switching for safety messages, if it is pre-configured to 172. [If not pre-configured, the device must returned to 172 after jumping to 178 CCH for other messages.]. This applies to single Radio operation at PHY Layer 1. Some devices in market place now offer two PHY layers, in that case PHY is on SCH 172 and PHY 2 can switch channels-SCHs.  Another Point to MakeAlso, note how standards are coming together logically. This might be a good place to explain the logical linking of standards. For example, on channel 172, the messages should indicate PSID 0x20 which references SAE J2945/1 (per the IEEE registry) that says you have to broadcast BSMs at 10x per sec with a reference to SAE J2735 for the formal definition of the BSM.



WAVE Communications Scenarios

32

Scenario 2: CCH 178 Communications

WAVE Device
Tuned to 
CCH 178 
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 Nearby devices tuned to CCH 178 receive WSA at a time 
of transmission

 Provider device sends WSAs indicating where 
opportunity is available  

 User device, listening for opportunity, may decide to 
participate or not to participate

Presenter
Presentation Notes
Key Message: Scenario 2 outlines CCH 178 operation. WAVE devices typically tuned to CCH 178 will receive WSA that indicates opportunity-SCH details and decides to “grab” it or Not and will switch to the SCH designated and dwell there for message exchange.  
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Source: Courtesy Justin McNew

How it Works (V2X)-Information Broadcasts 

WSM can be sent on 
any channel-can be 
specified ahead of 
time (e.g. safety 
channel).

X
(RSU or OBU)

V
(OBU)

WSM

.

.

.

WSM

WSM

Information Broadcasts 
are used to transmit, 
for example BSMs, 
SPaT messages.

Presenter
Presentation Notes
Key Message: Using V2X communication as interoperable WAVE operation, movement of WSM information broadcasts process is explained. WSM can be sent on any channel-can be specified ahead of time (e.g. 172 safety channel). Information Broadcasts are used to transmit, for example BSMs, SPaT messages.
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2.   Receiving-User device recognizes the PSID 0x20 as the 
V2V safety and awareness, and passes it to registered 
applications, such as  FCW shown here and many others.   

1. Sending-Provider device broadcasts BSM messages 
(10x per sec.) over WSMP on SCH 172 (WSA not 
required). 

PSID (0x20 hex) in the WSMP header
identifies the V2V safety and 
awareness application such as FCW. 

Presenter
Presentation Notes
Key Message: This slide combines illustrates FCW application using WSMP, as PSID-based 0X20 integer and role of WAVE devices in real-world application as provider-user roles.  As a provider (first V in photo), the device broadcasts a BSM message (safety application FCW), 10X per sec. over WSMP using SCH 172. NO WSA is used for 172 operation. Receiving device in the vicinity (BLUE V at arrow head, in this photo, recognizes assigned PSID for FCW and participates (since it is a safety app), and processes message and receives a warning. Takes action and slows down or breaks as needed.
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Source: Courtesy Justin McNew

How it Works (V2I)-Localized Data Exchange  

WSA is typically 
transmitted on the 
CCH to advertise 
available applications 
or services, and data 
exchange occurs on 
service channel. 

RSU OBU

WSA

WSMP and IP can 
both be used to 
exchange application 
information on a SCH.

Peer to Peer Data Exchange 
(WSMP or IP)

This approach can be used, for example, to support electronic fee collection. 

Channel Switch

Fixed Location

Presenter
Presentation Notes
Key Message: Localized V2I communication as interoperable WAVE operation, movement of WSA information broadcasts process is explained. RSU-OBU data exchange is shown. WSA is Typically transmitted on the CCH 178 to advertise available applications or services, and data exchange occurs on service channel. WSMP and IP can both be used to exchange messages on a SCH. This approach can be used, for example, to support electronic fee collection. 
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Source: Courtesy Justin McNew

How it Works (V2I)-Cloud Based

WSA needs 
to contain a 
WAVE 
router, WRA 
in this case.

RSU OBU

WSA/WRA
Sent over WSMP

Peer to Peer Data Exchange 
(IP)

Example Applications: Probe Data Collection, 
Road Weather Data Collection/Distribution, SCMS

Channel Switch

HOST
Cloud

Presenter
Presentation Notes
Key Message: V2I cloud based operation is illustrated. WSA needs to contain a WAVE router, WRA in this case. IP stack is deployed to provide peer to peer (P2P) data exchange. V2I cloud based service is suitable for, e.g. probe data collection or road weather data collection/distribution.IPv6 exchange may be used (but not required) to use the RSU as a router; thus the switch could also be a technology switch.
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Illustration of RSU Role as Gateway (V2I)

Source: IEEE 1609.0 Std.

 Most Typically CCH 178 transmits WSA (with WRA) 
 SCHs (except 172) provide IPv6 communication  

WRA-WAVE Routing Advertisement
TMC-Traffic Management Center

TMC RSU OBU

SCH 17X 

CCH 178 

City of Boston

Presenter
Presentation Notes
Key Message: This example illustrates how a WAVE system may support general IPv6-based applications. As illustrated an OBU (vehicle)-shown to the right-can access the Traffic Management Center (TMC) shown to the left-directly though RSU gateway shown in the middle-using IPv6 technology. RSU connection to the Internet occurs as follows: RSU is configured as a Provider to transmit a WSA most typically on CCH 178 advertising a general Internet access service (via the “IPv6 routing”). The WSA includes a WRA, as well as Service Info and Channel Info. (The WRA contains the information needed by an OBU to access the Internet). Based on the information received in the WRA, the OBU configures its IPv6 stack to access the Internet, using the RSU facilities as its gateway router. Note, IPv6 communication occurs on a SCH, (SCH 172 safety channel is NOT used for this purpose). Example: a snowplow navigating through a canyon and getting messages from its TMC or Maintenance Center would be a practical case for IPv6 based routing. In this situation where we have RSU installed, but other technologies are not reliable or special situations, we can use low latency IPv6 technology to make the Internet connection available to a moving vehicle.  

http://www.thinkstockphotos.com/image/stock-illustration-example-red-square-grungy-vintage/471994542


U.S. Department of Transportation
Office of the Assistant Secretary for 
Research and Technology



Which of the following is NOT included in the IEEE 
1609.3 standard?

a) WSA (WAVE Service Advertisement).  

b) PSID (Provider Service Identifier).  

c) WSMP (WAVE Short Message Protocol)/IPv6.

d) BSM (Basic Safety Message).

39

Answer Choices

Question

Presenter
Presentation Notes




Review of Answers

a)  WSA (Wave Service Advertisement).

Incorrect. WSA is included in 1609.3. 

b) PSID (Provider Service Identifier).

Incorrect. PSID is included in 1609.3.

c) WSMP/IPv6.  

Incorrect. Both protocols are included in 1609.3 standard.

d) BSM (Basic Safety Message).
Correct!  BSM is NOT included in 1609.3; it is part of 
J2735/J2945.1 standards.

40

Presenter
Presentation Notes
Key Message: Read each choice and answer, starting with correct answer in green text. Explain why it is a correct answer, followed by other incorrect answers.
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Discuss Role of IEEE 1609.4 Multi-
Channel Operations   

Presenter
Presentation Notes
Key Message: Introduce Learning Objective 3.IEEE 802.11 PHY Layer/MAC Sublayer Channel Switching Mechanism for DSRCService Channels (SCH)Control Channel (CHH)Channel Coordination Channel Access 
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Upper Layers

Management Plane Provides:
 Multi-channel Synchronization
 Channel Access
 MIB Maintenance
 Readdressing (MAC address)

802.11

Presenter
Presentation Notes
Key Message: The services provided by the 1609.4 std. are described. Primarily it provides an extension to IEEE 802.11 so as to provide time synchronization and channel-specific access features in support of channel coordination, MIB maintenance and readdressing.Management Plane includes MLME-MAC Sublayer Management Entity. IT provides for:Multi-channel Synchronization-time slot synchronization, UTC.Channel Access-MCME allows access to 802.11services for each channel basis.MIB MaintenanceReaddressing-MLME allows device MAC address change in support of pseudonymity.
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Upper Layers

Data Services 

Multi-Channels

Data 
Plane

LLC: Logical Link Control 

Presenter
Presentation Notes
Key Message: WAVE devices shall communicate outside the context of an IEEE 802.11 basic service set (i.e., with dot11OCBActivated equal true), as specified in IEEE Std 802.11. A transmitting WAVE device shall support WSMP traffic, IP traffic, or both. (REF.1609.4, page 16). There are three types of over the air information specified by IEEE Std 802.11: management frames, data frames, and control frames. Control frames may be used per IEEE Std 802.11 and are not addressed in this standard. Management frames used by WAVE enter the data plane at the MAC layer. The only management frame specified for use by a WAVE device is the TA frame specified in IEEE Std 802.11. Timing Advertisement (TA) frames are used to distribute time synchronization information as specified in 6.2.   
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Provides extension to 802.11 MAC sublayer to 
utilize more than one channel and coordination

Supports Multi-Channel Operation in 
Current Design 

Presenter
Presentation Notes
Key Message: Multi-channel operation is the operation of a wireless access in WAVE device to utilize more than one channel, involving channel coordination if needed.Why it is needed? Since seven channels are available to transmit/receive data/information in DSRC 5.9 GHZ spectrum, and radio operation can only use one channel at a time, there is need for switching channels (from one to other) so as to access safety information on SCH 172 and CCH 178 and the SCHs. This task is facilitated by 1609.4 std. for multi-channel operation.
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Supports Dual Radio Operation
 Dual radios can operate on multiple channels to ensure full 

benefits of safety and other information of interest  

Radio 1 typically tuned to SCH 172 for safety 
messages such as collision warning alerts.

Radio 2 can be configured for switching to 
(other) SCHs for ITS information.

Presenter
Presentation Notes
Key message:  Dual radios are used to ensure safety benefits (warning alerts) are not missed if we have to switch a radio. To avoid such a situation, a second radio is deployed at PHY Layer, to allow switching operation to tuned to other SCHs (but not to 172). 



Role of IEEE 802.11
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Role of 802.11 is to Move Data between MAC/PHY 
Peers 

https://ieeexplore.ieee.org/document/6361248

 Describes specification for wireless connectivity using 
DSRC services

Presenter
Presentation Notes
Key Message: The MAC layer is responsible for sending and receiving RF frames. Media Access Control (MAC) allows applications to ‘connect’ to the PHY layer. The Media Access Control Layer is one of two sublayers that make up the Data Link Layer of the OSI model. The MAC layer is responsible for moving data packets to and from one Network Interface Card (NIC) to another across a shared channel.The PHY layer-the first layer in the OSI model-deals with bit-level transmission between different devices and supports electrical or mechanical interfaces connecting to the physical medium for synchronized communication, in WAVE it is air interface-RF broadcast. It is responsible for managing the hardware that modulates and demodulates the RF bits. The radio chips and the intervening environment in between is part of PHY. It deals with bit-level transmission between different devices and supports electrical or mechanical interfaces connecting to the physical medium for synchronized communication. 802.2 Logical Link Control (LLC)�The technical definition for 802.2 is "the standard for the upper Data Link Layer sublayer also known as the Logical Link Control layer. It is used with the 802.3, 802.4, and 802.5 standards (lower DL sublayers).“ 802.2 "specifies the general interface between the network layer (IP, IPX, etc.) and the data link layer (Ethernet, Token Ring, etc.).802.11 Wireless Network Standards�802.11 is the collection of standards setup for wireless networking. You are probably familiar with the three popular standards: 802.11a, 802.11b, 802.11g and latest one is 802.11n. Each standard uses a frequency to connect to the network and has a defined upper limit for data transfer speeds. The purpose of this standard is to provide wireless connectivity for fixed, portable, and moving stations within a local area. This standard also offers regulatory bodies a means of standardizing access to one or more frequency bands for the purpose of local area communication.

https://ieeexplore.ieee.org/document/6361248


MAC/PHY Layers   

47

 MAC Address 
 IEEE assigned globally unique identifier-48 bits size, used 

in transferring data packets across data link
 IP Address 
 Layer 3 address (128 bits in IPv6; 32 bits in IPv4), used in 

local network
 Both are subjected to change often in WAVE communication 

to provide anonymity

Presenter
Presentation Notes
Key Message: Introduce MAC and IP address roles at lower layers.MAC, Media Access Control, (hardware) address is a globally unique identifier assigned by IEEE to network devices, and therefore it is often referred to as hardware or physical address. MAC addresses are 6-byte (48-bits) in length. Network cards each have a unique MAC address. Packets that are sent on the ethernet are always coming from a MAC address and sent to a MAC address. If a network adapter is receiving a packet, it is comparing the packet’s destination MAC address to the adapter’s own MAC address. If the addresses match, the packet is processed, otherwise it is discarded. Note, DSRC messages are exchanged using Broadcast MAC Address format assigned by IEEE.IP addresses is a software address, a Layer 3 address (128 bits in IPv6; 32 bits in IPv4), used in local network.MAC and IP address are worth mentioning from the perspective that they change often to provide a level of anonymity. (However, we should also indicate that the anonymity is not perfect, but provides a practical equivalent to what is typical in the modern world.-Ref. KV).



What is Channel Coordination?
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Channel Coordination Supports Data Exchange

Tune to SCH  Tune to CCH 178  

Involving one or more switching devices with 
concurrent alternating operation on 

multiple channels

50 msec Guard Interval

Time slot is configurable, but 1609 recommends 50 msec.

Presenter
Presentation Notes
Key Message: What is channel coordination? Channel coordination supports data exchanges involving one or more switching devices with concurrent alternating operation on multiple channels. Time slots, each 50 msec, are indicated for CCH and SCH operation.This allows, for example, a single-PHY device access to high priority data and management traffic on the CCH during time slot 0, as well as general higher layer traffic on an SCH during the time slot 1. [note, standard does not specify what channels are accessed during which intervals, though other standards may specify behaviors.]



Channel Coordination
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Multi-Channel Operation at Lower Layers

 Includes when and how a device is allowed to access the 
PHY layer to transmit data (multi-channel operation)

 Access to specific radio channel(s) is provided by MLME as 
directed by WME 

MLME-MAC sublayer Layer Management Entity
WME-WAVE Management Entity

Presenter
Presentation Notes
Key Message: Discuss how multi-channel operation at lower layers (MAC/PHY) occurs. Access to a channel is managed by the MLME.
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Access Options

Continuous 
Access

Alternating 
Access

Immediate 
Access

50 msec      50 msec

Immediate access can be combined with continuous access to allow an 
extended time on channel (i.e. until the transection is done).

Presenter
Presentation Notes
Key Message: Channel access options support various usage scenarios: A device is preconfigured to operate on a single control or service channel, e.g., an “always-on safety channel” for participation in a known set of application-services, or the CCH to monitor for service advertisements. These are examples of continuous access. A device is configured to monitor the CCH. On receipt of a WSA indicating an advertised application service opportunity of interest, this device switches to the indicated SCH during time slot 1 to participate in a specific activity, returning to the CCH during time slot 0 to monitor for further WSA or other activity. Alternately, a device may be configured for alternating access between two SCHs, one of which is the channel where the WSA is received. These are examples of alternating access. A device is configured to monitor a first channel, e.g., CCH 178. On receipt of a WSA indicating an advertised application-service opportunity of interest, the device switches immediately to a second (indicated in the advertisement) channel for a duration sufficient to complete a specific activity, after which it may return to the first channel. This is an example of immediate access. Immediate access can be combined with continuous access to allow an extended time on channel (i.e. until the transection is done).
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Coordinated Universal Time (UTC) Derived from 
GPS (GNSS) on the Device

GPS-Global Positioning System, also called
GNSS-Global Navigation Satellite System

RSU-OBU Communication, V2X Communication

RSU

https://time.is/UTC

Presenter
Presentation Notes
Key Message: Coordinated Universal Time (UTC) is the primary time standard by which the world regulates clocks and time. It is within about 1 second of mean solar time at 0° longitude, and is not adjusted for daylight saving time. It is effectively a successor to Greenwich Mean Time (GMT). To demonstrate what the current UTC is, click https://time.is/UTC. The synchronization function specified by the 1609.4 std is based on a common time reference that allows WAVE devices to perform the channel coordination function. WAVE devices switching channels on time slot boundaries, e.g., performing alternating channel access, shall synchronize to a common time base. The timing information used for synchronization may be derived by: a timing management function from information received over the air from other WAVE devicesor may be obtained from a local source on the device-GPS (also called GNSS-GLONASS/Galileo with typical accuracy ^1m.)______________________[Not discussed here-Time Advertisement is a little complex method uses a frame to update internal estimate as per standard.]

https://time.is/UTC


U.S. Department of Transportation
Office of the Assistant Secretary for 
Research and Technology

Presenter
Presentation Notes
  



Which of the following is an incorrect statement?

a) IEEE 1609.4 supports channel switching capability.  

b) BSM messages are typically received on SCH 172.

c) Channel switching operation occurs at Network layer.

d) Dual radio ensures continuous listening of safety messages.

53

Answer Choices

Question



Review of Answers

a) IEEE 1609.4 supports channel switching capability. 

Correct Statement.  1609 provides channel switching capability.

b) BSM messages are typically received on SCH 172.

Correct statement.  SCH 172 is typically reserved for BSMs. 

c) Channel switching operation occurs at Network layer.
Incorrect statement, Channel switching occurs at PHY layer.  

d) Dual radio ensures continuous listening of safety messages.
Correct statement.  Radio 1 tuned to SCH 172 for safety 
messages, Radio 2 can switch to other SCHs. 

54

Presenter
Presentation Notes
Key Message: Read each choice. Explain why each answer is right or wrong.  
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Discuss Role of IEEE 1609.2 Security 
Services and Identify WAVE 
Implementation Issues and Challenges

Presenter
Presentation Notes
Key Message:  Introduce and state main objectives of LO 4: Describe the applications being developed in a Transit Connected Vehicle Environment“Deploying CV without including security . . .is not interoperable with anyone else”-Rausch, TransCore  Lessons from the New York City Connected Vehicle Pilot Deployment Project



WAVE Communication Security Challenges
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 Never encountered each other
 Must establish trust with each other
 Might only have seconds before a collision
 Need to maintain anonymity

Consider 2 vehicles, part of dynamic ad-hoc network 

 System needs capability to revoke credentials when needed, 
very large number of devices

Presenter
Presentation Notes
Key Message: Outline key security challenges as stated here. [Typically, the process of securing and validating WSM data is performed by the higher layers, that is, above the WSMP layer. The only known exception is WSA frames transported by WSMs, for which security is handled within the WME-WAVE Management Entity. IEEE 1609.0 guide strongly recommends as a option to specify 1609.2 security mechanisms. A communication system may provide the following generic security services to its users:Confidentiality: Only legitimate entities can observe the contents of a communication. Authenticity: The recipient of a communication can determine that it originated from a valid sender. Integrity: The recipient of a communication can determine that it was not modified after generation. Non-Repudiation: The recipient of a communication can demonstrate to a third party that it originated from a valid sender. Replay Protection: A received communication is unique and not a copy of a previously received communication. Relevance Checking: A received communication is relevant to the receiver. Privacy: The sender of a communication reveals only the information that they choose to reveal.WAVE system can be used to provide communications security services from the above list that are appropriate to the needs of the sender and receiver. Cryptography refers to secure information and communication techniques derived from mathematical concepts and a set of rule-based calculations called algorithms to transform messages in ways that are hard to decipher.



Role of 1609.2: Security Services
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Features
 Signing/verification services (e.g. used for V2V broadcast 

messages)
 WSMP payloads (both broadcast and unicast) can be signed 

or signed and encrypted 
 ISO 21177 is one option for 

encryption-it uses TLS with 
1609.2 certificates 

 Security is NOT a layer, but 
a plane that spans the entire 
stack, uses 1609.2 services
to establish trust 

TLS-Transport Layer Security 

ISO/TS 21177:https://www.iso.org/standard/70056.html

Presenter
Presentation Notes
Key Message: Discuss security features provided by the standard and related issues. Vehicles are critical safety of life machine and therefore all communications to and from a vehicle need to be properly secured. IEEE 1609.2 defines a set of security services that provide the level of security needed for this environment.  We should also clarify that while the process of securing and validating WSM data is performed at layers above WSMP, the applications often use the security services defined in IEEE 1609.2 (i.e., "security" is not a "Layer" of the ISO stack, it is a plane that spans the entire height of the stack).  



Role of 1609.2: Security Services
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Additional Features
 Ongoing amendments/revisions under 1609.2.1 will 

support SCMS implementation 
 Support the Certificate Authority (CA)

SCMS-Security Credential Management System  

Presenter
Presentation Notes
Key Message: Discuss additional security features provided by the standard and related issues.  
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Communication Security Aspects

 Certificate is distributed over WSMP
 CRL is distributed by the SCMS over IP interface 
 Certificates are issued with limited lifespans/regularly 

renewed through an automated process; this allows the size 
of the CRL to be managed 

 CRL is the outcome of Misbehavior Detection (MBD); 
revokes trust from these users

WAVE Security Services

CRL-Certificate Revocation List

Presenter
Presentation Notes
Key Message:  WSA security header is required to indicate weather or not  the message is secured (e.g. signed-Secured Protocol Data Unit-SPDU).The slide points out CRL and P2P (peer to peer) distribution aspects. The CRL is distributed by the SCMS over an IP interface, and peer to peer cert distribution is done over WSMP. Certificates are issued with limited lifespans and have to be regularly renewed through an automated process; this allows the size of the CRL to be managed.  As discussed earlier, note that the process of securing and validating WSM data is performed at layers above WSMP, the applications often use the security services defined in IEEE 1609.2 (i.e., "security" is not a "Layer" of the ISO stack, it is a plane that spans the entire height of the stack). 



Role of 1609.2: Security Services
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Digital Certificate Defines Credentials Granted
 Transmit authorizations
 Receiver checks if the sender has the permissions to carry 

out the actions

Certificate Authority (CA)

PSID identifies 
application for which 
a sender is authorized 
to generate signed 
secured messages

SSP (Service Specific 
Permissions) indicates 
authorizations defined by 
the application

Source: William Whyte

Presenter
Presentation Notes
Key Message: Digital certificate uses PSID and permissions originating at higher entity-application source.  [1609.2 standard defines secure message formats and processing for use by Wireless Access in Vehicular Environments (WAVE) devices, including methods to secure WAVE management messages and methods to secure application messages. It also describes administrative functions necessary to support the core security functions.]With the Digital Certificate, actually, while the PSID only identifies the application, the associated SSP indicates the authorizations for the device. The identifier field is a field that can be used to carry a “name” for the certificate holder. So it identifies the entity holding the certificate, while the PSID/SSP identify the entity’s permissions. 1609.2 doesn’t define any uses for the identifier field (except in some very specific circumstances around certificate management).-Ref. William Whyte-Author.‘The 1609.2 certificates contain all of the data needed for authorizing access to a service (e.g., to provide information, to request information, to request an action, etc.). Traditional security mechanisms (e.g., X.509 certificates) are based on merely identifying and authenticating the entity sending a message. In the traditional design, it is the responsibility of the receiving application to determine whether the authenticated requester has the authority to access the requested service. For example, a typical website might require a user to sign in to access services. The application associates each user with their own account and prevents one user from accessing information in another user’s account. But the same sign-on screen might allow an administrator to sign in and view all accounts. If any of these individuals leave the service (e.g., users don’t renew or administrator leaves employment) their account needs to be disabled in all authorizing applications.-Ref. Ken Vaughn.’ 



Example: Certificate SSP in TSP V2I Application  
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SSP authorizes Transit/Emergency vehicles to make 
priority request; others may have various levels of 
permission (if any) 

Presenter
Presentation Notes
Key Message: This slide illustrates role of certificate and details on SSP-V2I SSP message.  TSP V2I application is about providing a priority service to certain types of authorized vehicles.A signal controller, a pedestrian, a bus, and an emergency vehicle might all support the signal priority application, but the signal only serves the request while the others have various levels of permission (SSP) as to what type of request (per, priority, preemption) they can request.



Role of 1609.2: Security Services
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Role of Application in Signing a Message 
 Application (higher layer entity) requests security services to sign 

a message
 Cryptographically binds a certificate to each message

▫ Demonstrates it originated a given message and the message has not 
been altered

▫ Cryptographic binding is called “signing”
▫ Credential is issued by a Certificate Authority or CA

 Some messages are signed and unencrypted 
(for authentication purposes)
▫ Others are signed and encrypted (for authentication and data 

protection purposes) 

Signing focuses on integrity, encryption is for confidentiality.

Presenter
Presentation Notes
Key Message: an application requests the security services entity to sign a message. And a certificate binds to the message. Cryptographically binds a certificate to each message. Signing focuses on integrity, encryption is for confidentialityDemonstrates it originated a given message and the message has not been alteredCryptographic binding is called “signing”Credential is issued by a Certificate Authority or CA. Some messages are signed and unencryptied    (for authentication purposes), others are encrypted (for authentication and data protection purposes). In cryptography, a certificate authority or certification authority (CA) is an entity that issues digital certificates. A digital certificate certifies the ownership of a public key by the named subject of the certificate. This allows others (relying parties) to rely upon signatures or on assertions made about the private key that corresponds to the certified public key. A CA acts as a trusted third party—trusted both by the subject (owner) of the certificate and by the party relying upon the certificate. The format of these certificates is specified by the X.509 or EMV standard.



Role of 1609.2: Security Services
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Security Considerations for WSA

 All WSAs must be signed (PSID 0x87)
 Misbehavior reporting service can be advertised in a WSA
 WSA security header indicates weather or not the 

message is secured (a signed-SPDU) or it is encrypted.

WSA-WAVE Service Advertisement
SPDU- Secured Protocol Data Unit

Presenter
Presentation Notes
Key Message: WSA specific considerations are briefly stated.1609.2 mechanisms support signing, verification, encryption and decryption, and it is optimized for pre-established trust relationships, so credentials don't need to be exchanged before exchanging data.  Messages may be broadcast, multicast or unicast.



WAVE Implementation Challenges
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Key Areas  
 Evolving WAVE standards (2016)…..
 Multiple communication support (e.g. DSRC, LTE-V2X) 
 Dual Radio operation needs
 System integration issues (interoperability)
 Procurement issues, multiple vendor relationships
 SCMS implementation  
 Intersection management (V2I, Traffic Controller)
 Other project-specific or MPO regional planning issues
______________________
MPO-Metropolitan Planning Organization

Presenter
Presentation Notes
Key Message: WAVE implementation challenges are listed based on current research.Evolving WAVE standards (2016)Dual Radio Operation NeedsMultiple Communication support (DSRC/LTE-V2X)System Integration Issues (Interoperability)Procurement-Deployment IssuesSecurity/Privacy ConsiderationsCertificate Authorities and SCMS implementation and deployment  Multiple Vendor Relationship    Cooperative ITS (C-ITS) is the architecture and technology platform for future ITS services. It now provides the framework for all new ITS deployments.



Stakeholders-Specific Issues
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Issues
 Data Exchange Support:

 ITS Information
 WSA Broadcasts
 SPaT-MAP-BSM messages

 Standards/Interoperability Support
 IEEE 802.11 (2016)
 IEEE 1609.X (2016)
 SAE J2735
 USDOT v4.1a-RSU specs.
 NTCIP 1202 v3, V2IHUB for controller 

interfaces
 Support for:

 WSMP-v3 
 IPv06 (optimized for low latency)

 Security: SCMS-v2.0  

Stakeholders

Public Agencies
Vehicle Designers
OEM Manufacturers
ASD Vendors
Developers of 
Applications/Standards
Testing Engineers
Certification Groups
Academic Researchers
Vehicle/Fleet Owners

Presenter
Presentation Notes
Key Message: Stakeholders are identified and issues concerning them are listed under three categories, based on deployments. Issues are as follows:   Data Exchange support:ITS InformationWSA BroadcastsSPaT-MAP-BSM messagesStandards/Interoperability SupportIEEE 902.11 (2016)IEEE 1609.X (2016)SAE J2735USDOT v4.1a-RSU specs.SupportWSMP-v3 IPv06 (optimized for low latency)Security: SCMS-v2.0  



Protocol Implementation Conformance Statement 
(PICS)
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PICS Sample Portion (Full Table on page 118, IEEE 1609.3) 

M-Mandatory, O-Optional

YES

Illustration

YES
YES

YES

YES

YES

My agency 
anticipates
large data 
transfers, 
so I need 
both IPv6 
and WSMP

Presenter
Presentation Notes
Key Message: Inform that the PICS form is provided by standards and should be included in the project specification as a check list.  Each of the WAVE protocol standards IEEE Std 1609.2, IEEE Std 1609.3, IEEE Std 1609.4, and IEEE Std 1609.11 includes an annex containing a Protocol Implementation Conformance Statement (PICS). The PICS references each major feature specified in the standard, with an indication of whether the feature is mandatory, optional, or conditional on the presence of some other feature. An implementer of WAVE devices may use the PICS to indicate which features are supported by an implementation; a procurer of WAVE devices may employ the PICS to indicate the features required for a particular deployment. A tester may use the PICS as a checklist against which to verify conformance. See Annex C for a discussion of certification.Note that the definition of a “WAVE device” as described in 1609 std does not preclude the device from including any other radios, protocol stacks, or other communications technology (e.g., IEEE 802.x, 3G/4G/LTE cellular, Bluetooth), and makes no assumptions about its internal architecture.Animation: User must select support needed for …. as shown in last column as an example.



Who Benefits from use of PICS 
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In General, CV Project Deployment Stakeholders 
Benefit  from the Project Level PICS

1. An implementer of WAVE devices may use the PICS to 
indicate which features are supported by an implementation.

2. A vendor “unambiguously knows”, upfront, what project 
needs are and no finger pointing….avoid disputes later. 

3. A tester may use the PICS as a checklist against which to 
verify conformance.

4. A system integrator’s “peace of mind” …at end of project 
interoperable devices will function as intended for 
safety/mobility applications in CV environment. 

Specifically, 

Presenter
Presentation Notes
Key Message: Benefits of use of PICS for four key players: Implementer, vendor, tester and system integrator are explained. An implementer of WAVE devices may use the PICS to indicate which features are supported by an implementation.A vendor “unambiguously knows”, upfront, what project needs are and no finger pointing….avoid disputes later. A tester may use the PICS as a checklist against which to verify conformance.A system integrator’s “peace of mind” …at end of project interoperable devices will function as intended for safety/mobility applications in CV environment. 



Multivendor Relationships  
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System Integration Across Devices: “What are we 
procuring?” 

V2X Retrofitting

Vendor-A

Ve
nd

or
-C

Interfacing RSU

Vendor-B

Vendor resistance to providing necessary information 

Presenter
Presentation Notes
Purpose:  Many vendors are interacting in CV deployments. Transit managers are made aware what to look for.Key Message: ASD-an aftermarket automotive grade electronic device installed in a vehicle, without connection to vehicle systems, that is capable of sending and receiving the safety messages, as defined in Society of Automotive Engineers (SAE) standard J2735, Dedicated Short Range Communications (DSRC) Message Set Dictionary, version 2009-11, over a Dedicated Short Range Communication (DSRC) 5.9 GHz wireless communications link. The device has a working human-machine interface (HMI); runs V2V and V2I applications and issues audible or visual warnings and/or alerts to the driver of the vehicle in which it is installed; and has internal permanent storage capability.Multi-vendor relationships (A-B-C…) shown in the diagram is key to successful CV deployments as the technology aspects and experiences of each are different, therefore owning agency will need to be aware of issues. Example of RSU-RSE connection in Ethernet port outlet is a real-world situation that needs to be closely coordinated for data packets transmission. Vendor resistance to providing necessary information is a known issue, and owning agency must be prepared to seek clarity from vendors to recessive and share with others the information. Not always possible.



US CV Deployments (67 planned, 57 operational)  
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Presenter
Presentation Notes
Key Message: The US Map shows CV deployments as of 2/2020. Range of deployments is noteworthy as major cities and regions are gearing up for this evolving technology. This map also touches base with deployment projects that may be expanded in urban areas as we progress further into CV implementations.



WAVE Devices Implementation (CV Pilots) 

70
Source: USDOT
3/1/2020

Devices use WAVE 
Standards (2016) v3

Presenter
Presentation Notes
Key Message: CV Pilots WAVE devices data for Wyoming and Tampa projects that use WAVE protocols are shown in the table.



WAVE Devices Implementation: NYC Pilot Project 
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 Installed 1606 vehicles of a scheduled 3000, June 2020
 Installed 400 RSUs of a scheduled 450
 Verified Over-the-Air Firmware updates and applications 

parameters

Presenter
Presentation Notes
Key Message: NYC CV pilot project WAVE devices data are shown.  



Lessons Learned from Deployments
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Multiple-vendors ASD Interoperability Testing   

CV Pilots progress reports/current activities available at: 
https://www.its.dot.gov/pilots/index.htm

Presenter
Presentation Notes
Key Message: We are currently in CV PILOTs testing environment and have nearly dealt with intended applications for safety/mobility impacts and are now basically aware of technical issues-OBU/RSE-RSU and standards limitation and some constraints. Interoperability testing is also done.This list outlines current situation. Discuss each briefly.Infrastructure deployments are underway using DSRC/WAVE, CV Pilots outcomes will guide us ……Deployments provide agencies with experience and begin deploying core technologiesModular equipment exists that can support multiple technologiesOBU/RSE/ASD are being procured from multiple vendors and installed and tested.  CV Interoperability is being tested, but looks good…CV vendor equipment to work in harmonization (communication, data formats, coding, DSRC channel loading, messages formats and protocols). Interoperability is essential to ensure effective connectivity among devices and systems. Interoperability focuses on enabling ITS elements in vehicles, devices, infrastructure, and applications to effectively communicate with other parts of the system as needed, regardless of where or when they are built and used. Interoperability will be critical with the implementation of connected vehicle systems and the introduction of automated transportation systems as system interdependencies increase in number and complexity.USDOT report that outlines Phase 2 Interoperability test is shown here- for summary of application-based tests and outcomes-results.

https://www.its.dot.gov/pilots/index.htm


Lessons Learned from Deployments (cont.)
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What have we tested?   

OTA-Over The Air

Applications performance testing 
done separately by CV Pilots within 
their own test programs.

 V2V/V2I Communications
 Interoperability, tested the 

reception of OTA (broadcasts) 
messages; BSMs, SPaT/MAP   

Presenter
Presentation Notes
Key Message: USDOT report that outlines Phase 2 Interoperability test is shown here- for summary of application-based tests and outcomes-results. The scope of the CV Pilots Phase 2 Interoperability Test focused on the reception of OTA messages between two vehicles (V2V communications) and between infrastructure and vehicles (V2I communications). Messages broadcast for the interoperability test included basic safety messages (BSMs), SPaT, and MAP messages.  While specific applications were demonstrated during the Interoperability Test, the intent of the Interoperability Test was not to test the applications’ performance. All CV Pilot sites were required to conduct performance testing of their applications within their own test programs prior to the start of deployment operations. Performance testing, in this context, includes how accurately OBUs are reporting their positioning, how quickly applications alert drivers after receiving a triggering event, etc. A total of six test cases were conducted. The first test case consisted of a baseline OBU / aftermarket safety device (ASD) Data Collection test to collect data from OBUs / ASDs from each site installed on a vehicle to create a baseline of how devices perform in relation to each other. 



Presenter
Presentation Notes
Key Message: How multiple WAVE devices are tested for Interoperability. Real-world example illustrates steps involved in a typical testing process.Case Study Source http://www.cmu.edu/teaching/designteach/design/instructionalstrategies/casestudies.htmlThe Florida’s Regional Advanced Mobility Elements (FRAME) Evaluation Team was tasked with performing  interoperability testing of various connected vehicle Roadside Units (RSUs) and Onboard Units (OBUs)  received from various vendors against FDOT APL approved controllers.  Testing would involve connecting  to  multiple  controllers in both  the  Seminole  County  Traffic  Engineering  lab  and  field  “live”  test  environments located at the University of Central Florida and surrounding areas.  At the lab, multiple  controllers were set up to include the following:  Trafficware ATC/Naztec   Intelight X3   Siemens M60   Econolite ASC/3  Econolite Cobalt  
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Source: http://www.cflsmartroads.com/projects/CVAV_D5_Testing.html

WAVE Devices Testing for Interoperability

Presenter
Presentation Notes
Key Message: FRAME I-75 project elements are discussed in this case study. Field validation was conducted at two (2) different test locations. The first location was in Seminole County at the intersection of McColloch Road and Lockwood Boulevard. This site was equipped with a Trafficware ATC controller. The second location was in Orange County, at the Gemini Boulevard and Greek Park drive intersection and was equipped with an Intelight X3 controller.A total of ten (10) vendors participated in the FRAME CV equipment testing. Of these ten, six (6) provided on‐site support and four (4) vendors provided support remotely. The table below identifies the vendors and the level of support provided. Both an RSU and an OBU were provided by the vendors for testing except Siemens who provided an RSU.

http://www.cflsmartroads.com/projects/CVAV_D5_Testing.html


Testing Strategy: Test Equipment + Messages
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Lab Setup included a total of 21 manufacturers 
and 3 types of devices  
 5 controller manufacturers
 9 RSU manufacturers
 7 OBU manufacturers 

Field test validation at two locations, to test end-to-end 
communication (transmit/receive) 

SPaT-Signal Phasing and Timing
TIM-Traveler Information Messages
EVP-Emergency vehicle Pre-emption

Presenter
Presentation Notes
Key Message: RSU/OBUs must speak the same language and conform to BSM messages as per SAE standards. Without interoperability, WAVE communications may not result as intended.The testing strategy consisted of the vendors first meeting at the Seminole County test lab. The vendors then were asked to perform various tests by configuring their units and hooking up to the controllers to ensure the successful transmitting and receiving of various messages (BSMs, MAP, TIM, SPaT, EVP, and TSP). On the subsequent days, field visits were done and/or additional testing at the lab was performed where needed.” Prior to the scheduled vendor visits, the Evaluation Team conducted their independent lab interoperability testing which included webinars with vendors. All video webinars and initial lab interoperability testing notes were recorded, documented, and placed on the FDOT District 5 FRAME SharePoint site.  



WAVE Device and “Standards Conformance”
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Source: IEEE 1609.0 (2019) page 25

WAVE device is defined as a device that is conformant to the 
following standards:

• IEEE Std 1609.3
• IEEE Std 1609.4
• IEEE Std 1609.12
• IEEE Std 1609.2 (when sending secured WSAs or 

using 1609.2 certificates)
• IEEE Std 802.11, operating outside the context of a basic service set 

Conformance is defined as the adherence of an 
implementation to the requirements of one or 
more specific standard or technical specifications 

-ISO/IEC 10641:1993

Presenter
Presentation Notes
Key Message: WAVE device is defined as a device that is conformant to the following:— IEEE Std 1609.3 — IEEE Std 1609.4 — IEEE Std 1609.12 — IEEE Std 802.11, operating outside the context of a basic service set — IEEE Std 1609.2 (when sending secured WSAs or using 1609.2 certificates) 



WAVE Device and “Standards Conformance”
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Source: IEEE 1609.0 (2019) page 25

For IEEE Std 1609.4 conformance, a device implements at 
least the following features:
— OCBActivated communication (as specified in IEEE Std 
802.11) 
— Transmit or receive, or both — EDCA and user priority 
when transmitting

EDCA-Enhanced Channel Distributed Access
OCBA-Outside the Context of a Basic Service

For IEEE Std 1609.3 conformance, a device implements at 
least the following features:
— LLC sublayer 
— IPv6 or WSMP, or both 
— Transmit or receive, or both

Presenter
Presentation Notes
Key Message: The slide summarizes- a checklist- what a WAVE device is and next slide shows what it is required to conform to WAVE standards. OCBActivated: Indicates communication outside the context of a basic service set as specified in IEEE Std 802.11 (by setting dot11OCBActivated to TRUE) (i.e., used for WAVE operation).To operate over multiple wireless channels while OCBActivated, there is a need to perform channel coordination. Channel coordination is specified in this standard and consists of additional features for OCBActivated communication in the MAC sublayer specified in IEEE Std 802.11. EDCA: User priority WAVE accommodates a variety of safety and non-safety applications with up to eight levels of MAC-sublayer priority as specified in IEEE Std 802.11. The use of user priority (UP) and related access category (AC) supports quality of service using enhanced distributed channel access (EDCA) functionality specified in IEEE Std 802.11.   



Example for Compliance Language for Dual Radios  
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Source: City of New York, RSU Specification, 2017, page 81
https://www.cvp.nyc/project-status

Radio Transmission Commission for Maritime Services  (RTCM)

Presenter
Presentation Notes
Key Message: The slide summarizes- DSRC Compliance clause sample language from NYCDOT specs. Makes a point on a requirement for a dual radio operation.  

https://www.cvp.nyc/project-status


U.S. Department of Transportation
Office of the Assistant Secretary for 
Research and Technology

Presenter
Presentation Notes
Key Message: Activity. 



Question
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Which of the following is an Incorrect statement?

a) WAVE supports both WSMP and IPv6 protocols.

b) Compliant WAVE devices are typically interoperable.

c) PICS should be included in a CV project specification.

d) WSA broadcasts opportunity on any channel.

Answer Choices



Review of Answers

a) WAVE supports both WSMP and IPv6 protocols.
Incorrect.  WAVE supports both protocols.  

b) Compliant WAVE devices are typically interoperable.  

Incorrect.  They are tested for messages exchange for 
interoperability.

c) PICS should be included in the CV project specification.

Incorrect. PICS can be used as a checklist for conformance to 
WAVE standards.

d) WSA broadcasts opportunity on any channel. 

Correct Answer!  WSA is typically issued on CCH 178. 

82

Presenter
Presentation Notes
Key Message: Read each choice and answer, starting with correct answer in green text. Explain why it is a correct answer, followed by other incorrect answers.



CV Technical Resources
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 Supplement provides references for the following:
 Current WAVE standards documents
 SAE Messages standards documents
 CV Pilots lessons learned 
 Annex C, IEEE1609.0: Prof of Testing/Certification of 

WAVE devices      
 RSU standard development effort (ITE)

https://www.ite.org/technical-resources/standards/rsu-standardization/

 DSRC Roadside Unit (RSU) Specifications Document v4.1
www.cflsmartroads.com

Presenter
Presentation Notes
Key Message: Technical information listed here are covered in supplement for links.

https://www.ite.org/technical-resources/standards/rsu-standardization/
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&ved=2ahUKEwjMiNi3mrzpAhXMnuAKHT59AmAQFjAAegQIAxAB&url=http%3A%2F%2Fwww.cflsmartroads.com%2Fprojects%2FCV_Testing%2FUSDOT%2520RSU%2520Specification%25204%25201_Final_R1.pdf&usg=AOvVaw2EQM95J2Cl4TfAAuwPxk1H


CV Training Modules Available
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https://www.pcb.its.dot.gov/stds_modules.aspx
 CV-T160 Connected Vehicles Certification Testing 

Introduction
 CV-261 (V2I) ITS standards for Project Managers   
 CV-262 (V2V) ITS Standards for Project Managers
 CV-271: Using the ISO TS 19091 Standard to Implement 

V2I Intersection Applications Introduction
 CV-273: Introduction to SPaT/MAP Messages
 Transit 11: Transit and the Connected Vehicle 

Environment/Emerging Technologies, Applications, and 
Future Platforms

 Transit 24: Transit Signal Priority (TSP)
 CSE-201: Security Credential Management (SCMS)  
 CSE-202: Introduction to Cybersecurity  

Presenter
Presentation Notes
Key Message: ITS Professional Capacity Building (PCB) modules related to CV deployments are listed for reference.  Security related modules are also added to the list as they are referred in discussions.

https://www.pcb.its.dot.gov/stds_modules.aspx


Describe IEEE 1609 Family of Standards for Wireless Access in 
a Vehicular Environments (WAVE)

Discuss Role of IEEE 1609.3 Networking Services  

Discuss Role of IEEE 1609.4 Multi-Channel Operations   

Discuss Role of IEEE 1609.2 Security Services and Identify 
WAVE Implementation Issues and Challenges  

85

Presenter
Presentation Notes
Summarize Learning Objectives as stated. 
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Feedback
Please use the Feedback link below to provide 
us with your thoughts and comments about the 
value of the training.

Thank you!

Thank you for completing this module 
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