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Presenter
Presentation Notes
ITS Standards can make your life easier. Your procurements will go more smoothly and you’ll encourage competition, but only if you know how to write them into your specifications and test them. This module is one in a series that covers practical applications for acquiring and testing standards-based ITS systems.  I am Ken Leonard, director of the ITS Joint Program Office for USDOT and I want to welcome you to our newly redesigned ITS standards training program of which this module is a part. We are pleased to be working with our partner, the Institute of Transportation Engineers, to deliver this new approach to training that combines web based modules with instructor interaction to bring the latest in ITS learning to busy professionals like yourself. This combined approach allows interested professionals to schedule training at your convenience, without the need to travel. After you complete this training, we hope that you will tell colleagues and customers about the latest ITS standards and encourage them to take advantage of the archived version of the webinars. ITS Standards training is one of the first offerings of our updated Professional Capacity Training Program. Through the PCB program we prepare professionals to adopt proven and emerging  ITS technologies that will make surface transportation safer, smarter and greener which improves livability for us all. You can find information on additional modules and training programs on our website www.pcb.its.dot.gov Please help us make even more improvements to our training modules through the evaluation process. We look forward to hearing your comments. Thank you again for participating and we hope you find this module helpful.
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Mobile Fare Ticketing/Payment
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Presenter
Presentation Notes
This graphic shows three screen shots from three methods to buy fare products for riding on the Regional Transportation District (RTD) in Denver’s transit services. The first screen is of the front of the RTD mobile ticketing app.  The second screen shows the user interface from an Uber app with an option to buy an RTD fare product. The third screen shows the user interface from the Next Ride app, the RTD’s trip planning and real time information app.
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Presenter
Presentation Notes
Paula (Polly) Okunieff, GO Systems and Solutions, has over 34 years of experience as a systems, business, and data analyst with 26 of those years developing integrated systems and enterprise architectures, strategic plans, technical designs, and specifications to deploy transit, mobility services, and transportation technologies.  As a systems engineer, Polly has developed technology alternatives, concept of operations, requirements, high level designs, data scripts, test plans and procedures for a variety of multiagency, multimodal technology projects.  Among the integrated regional and state-wide projects include Integrated Corridor Management for Washington DOT; Mobility Services For All Americans Travel Management Coordination Center for Camden County Workforce Investment Board, state-wide transit traveler information services and portal for New York State DOT; AVL, wireless communications and Transit Signal Priority requirements for King County Metro, and integrated fare / fee payment systems for several organizations including SEPTA and Sound Transit (ngORCA).  In addition, she has developed guidance and training to deploy transit enterprise, onboard bus, real time multimodal information, integrated payment systems, connected vehicle and connected ITS systems.



Review Electronic Fare Payment (Module 10) and Advanced 
Electronic Fare Payment (Module 12) concepts

Define concept of mobile payment 

Describe electronic fare payment business models

Review Case Studies on emerging trends in implementing fare 
payment apps

Understand challenges related to mobile technologies
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Presenter
Presentation Notes
Today we will be learning about Mobile fare and Ticketing Apps.We will:Review concepts from previous modules 10 and 12; and concepts related to mobile paymentDefine the ecosystem of mobile payment appsDescribe elements of the electronic fare payment business model in the context of an ISO standardReview several Case StudiesDiscuss challenges for transit agencies related to mobile technologies
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Review Electronic Fare Payment Systems 
(EFPS) concepts from Modules 10 & 12 
Identify mobile fare within the context of 
EFPS

Learning Objective 1
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Presenter
Presentation Notes
This module has five Learning Objectives. The first learning objective has two parts:Briefly review the Electronic Fare Payment (Module 10) and Advanced Electronic Fare Payment (Module 12) concepts (which are prerequisites to this course) and Identify the features of mobile payment within the context of electronic fare payment environment. And understand features and existing trends for transit mobile fare payment from a recently published TCRP synthesis #125 by Candace Brakewood.
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Mobile Fare Ticketing / Payment

System Architecture
A set of all components of an Electronic Fare Payment System (EFPS) and 
the methods used to send information between those components.

Fare Media Reader Local Device
[Optional]

Payment 
Processor
[Optional]

Central Computer

Regional 
Clearinghouse

[Optional]

Examples:
• Contactless Card
• Magnetic Farecard
• Contactless Bankcard
• Mobile Device

Examples:
• Faregate
• Farebox
• Ticket Vending
• Depot Computer
• Station Computer
• Retail Terminal
• Ticket Office Machine

Examples:
• Merchant Acquirer
• Payment Gateway

Source: PCB Transit Module 10

Mobile app provides Point 
of Sales (POS) functions

Reader may be optional in 
a Mobile Fare system
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Presenter
Presentation Notes
Animation on slideAs described in both Transit Modules 10 & 12, the architecture of the Electronic Fare Payment System (EFPS) includes the components --Fare Media (click to show mobile device), Different kinds including mobile devicesReader which may be located on a bus, platform or in a portable or inspector mobile appLocal device to process (validate, store and forward) fare media informationCentral computer which may include a (1) processor to manage payments from different sources, (2) core processing for fare or  financial transaction, (3) product, and (4) customer management tools. Optional for payment processor or payment gateway to process credit or debit cards (by directing bank card transactions to the bank card network)Optionally a regional clearinghouse for integration of third party or regional partner to reconcile transactions, perform settlement and keep track of liabilitiesAs discussed in Module 12, the account-based system stores customer transaction, financial and profiles information in a back office customer account management system rather than just a minimal amount of information on the card as in card-based systems. Differences between a traditional account-based system and the mobile fare system is that (click) the mobile ticketing app also serves as a point of sales channel (click) some mobile ticketing apps do not require validation through an electronic reader 
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Mobile Fare Ticketing / Payment

Primary Purpose of the Mobile Fare Payment App

 Point of Sale
▫ Sell payment products 
▫ Store payment products (ticket, period pass, stored value)

 Proof of Payment 
▫ Activate fare products
▫ Validate access rights for conductor, inspector, operator, or 

gate/validator device
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Presenter
Presentation Notes
The mobile ticketing app serves two major purposes:(1) Point of Sales device Provides the same POS functions as a customer service terminal, website or ticket vending machine(2) Proof of payment Loads and activates fare product for validation by a reader, conductor, inspector or operator when proof of payment is required. The types of fare products that may be stored or loaded cut across the types of fare products including period passes or ticket.



U.S. Department of Transportation
Office of the Assistant Secretary for 
Research and Technology

Mobile Fare Ticketing / Payment

Mobile Payment Systems Operator

Roles and Responsibilities
 Develops and operates a mobile payment system
 Recruits issuers and enables integration with their system
 Offers a mobile app and/or mobile wallet to cardholders that 

enables use of the mobile payment system
 Facilitates virtual card account setup by cardholders
 Performs front end cardholder identification (e.g., biometrics)
 Provides front end card data security (e.g., tokenization) 

Source: PCB Transit Module 12

Examples
• Apple Pay
• Google Pay
• Various banks with virtual cards
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Presenter
Presentation Notes
This slide was adapted from Transit Module 12.  The Mobile Payment systems operator “actor” includes the following responsibilities:Operates the mobile payment systemRecruits issuers and enables their integration Offers mobile app and virtual walletIs the registrar of the virtual card by cardholdersPerforms identity management functionalityProvide tokenizationIn fact, the mobile app responsibilities may be separated multiple actors (organizations), where each bullet may be defined as an independent organization or some of the bullets may be grouped together.  For most implementations, the procuring transit agency is shielded from the multiple organizations because most mobile app vendors today are implemented as fare payment as a service (sometimes referred to as FPaaS, more generally called Software as a Service or SaaS).
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Growth of Mobile Devices and Mobile Fare Payment Apps

Source: Pew Research- Mobile Fact Sheet (2020)

Presenter
Presentation Notes
The growth of access to smartphones and the use of these devices for payment are increasing rapidly worldwide, although slower in the US.According to industry sources:More adults own smartphones then ever before; 81% as reported by Pew Research [Mobile Fact Sheet, extracted 3/7/2020, https://www.pewresearch.org/internet/fact-sheet/mobile/].People are increasing their use of mobile payments. Specifically, according to the Payments Industry Intelligence research, “From 2016 to 2022, mobile payment transaction volume in the US is projected to grow 36.6% year over year.” [extracted 3/7/2020, https://www.paymentscardsandmobile.com/the-future-of-us-mobile-payments/#:~:text=]) This projection was made prior to Covid-19 pandemic. Since that time, estimates are that the use will increase even more.And based on many transit agency data collection analysis reported on agency websites, more people are using mobile fare ticketing and payment apps than ever before. 

http://www.thinkstockphotos.com/image/stock-illustration-check-or-tick-phone-call-and/499935636
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Mobile Fare Ticketing / Payment Features

App characteristics:
 Mobile platforms and devices
 System Status
 Transit Modes using mobile apps
 Fare Products offered
 Regional Integration
 Accessibility features

App features/functions
 Activation 
 Validation approach
 Customer facing features

TCRP Synthesis 148 Business Models 
For Mobile Fare Apps 

(2020)

Current Mobile Fare Payment App Characteristics 
and Features from 

Transit Cooperative Research Program (TCRP) Synthesis 148
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Presenter
Presentation Notes
A TCRP Synthesis study (TCRP Synthesis 148 Business Models for Mobile Fare APPs) completed last year by Candace Brakewood, was conducted in 2019 to explore the types of business models and implementation methods currently in practice in the industry.  The Synthesis is composed of a literature search, survey of current practice and case examples of detailed descriptions related to the topic.  The topics asked on the survey includes fare app characteristics and features including:Mobile platforms and devicesSystem StatusTransit Modes accepting mobile paymentFare Products offeredRegional IntegrationAccessibility featuresOther mediaWe’ll review these features in the next few slides.Survey results are based on Response of 62 agenciesResponse period from March 2019 to May 2019



U.S. Department of Transportation
Office of the Assistant Secretary for 
Research and Technology

Mobile Fare Ticketing / Payment Features

 Mobile platforms/devices
▫ 100% responded with Android and 

iPhone/iOS
 System status

▫ 77% (48) responded that the mobile fare 
app is a permanent deployment

▫ Significant number of agencies launched 
fare app in 2017 (31%) 

 Transit modes accepting mobile payment
▫ Bus 84%
▫ Demand responsive 29%
▫ Commuter / light rail 24%
▫ Ferry 11%
▫ Heavy rail (subway) 2%

Mobile Fare Payment App Characteristics 
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Presenter
Presentation Notes
Here are some of the survey results from the TCRP studyPlatforms: All agencies identified the use of Android and iOS operating systems for their mobile apps Status: early in its development, many agencies piloted a mobile app, today over 77% of respondents have deployed permanent fare payment apps, and – of note -- a third of them were deployed in 2017.All transit modes use a mobile fare app. Note: the number reflect the percentage of survey respondents and should not be used to reflect industry market share.
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 Fare Products Offered
▫ Regular single (95%) /multiple 

ride (69%)
▫ Period passes (82%)
▫ Reduced fare (90%)

 Regional Integration: do other agencies use 
app use same app for payment
▫ No integration  (56%)
▫ Yes  (37%)
▫ Trend is increasing to integrate 

payment into a regional app
 Accessibility Features

▫ Large fonts, high contrast, features for 
people with visual disabilities and audio 
assist for people with hearing disabilities

▫ Limited use of “wearables” (e.g., glasses 
or watches)*

Mobile Fare Payment App Characteristics, cont. 

Source: King County Metro
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Presenter
Presentation Notes
Additional characteristics:Fare Products Offered: The fare products offered on an app are similar or identical to those offered by a TVM, website or customer service office.  Some agencies wait to issue special or discount fares until the system has matured.  But eventually sell all types of products.Regional Integration: Most of the respondents have deployed stand-alone systems, not integrated with their EFPS. Those “stand-alone” models tend to be the simplest to deploy. Most are deployed as SaaS. Although with the deployment of several regional account-based systems that use open Application Programming Interfaces (APIs), this will change. Accessible features: The mobile apps are developed using accessible features native to the mobile device including large fonts, high contrast, audio assist, and now even voice activated services like SIRI or Google.At the time of the survey (mid-May 2019, however, several agencies indicated that wearables are on their roadmap). This has changed since publication, mostly for merchants who allow open payment using watches, activity bands (Fitbit). Not quite yet for Transit Wallets.
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Mobile Fare Ticketing / Payment Features

 Activation
▫ “The process of making a mobile fare 

product valid for a given period of time” 
▫ May be activated on-line or off-line --

50%
▫ Must be on-line to activate -- 29%

 Primary Validation Method
▫ Visual validation 87%

− May also include Near Field 
Communication (NFC) (7%) or 
Quick Response (QR) / bar code 
(32%)

▫ QR code 6%
▫ At the time 0% used Bluetooth or NFC

Mobile Fare Payment App Features 

QR code displayed in mobile ticket
Source: Regional Transportation 

District (Denver)14

Presenter
Presentation Notes
The survey also included information on the methods for activation and validation.TCRP Synthesis 148 definitions:Activation: activation is defined as “the process of making a mobile fare payment valid for a given period of time”. Close to 30% of respondents indicated that activation of the product needed to be done when the smart phone was on-line. Many of the other indicated that activation may occur while on or off-line.Validation: In transit fare payment systems, validation refers to the process or method used to assure that fare products are not fraudulent or expired [and has sufficient funds to pay the fare].Primary Validation Method: The survey also asked about the method used to validate the fare product. In the majority of the cases – 87%, the major method for validation was visual validation (flash pass). Some also included NFC or QR codes were used to validate.  In the screen shot, the time, date, type of product (3-hour pass), and expiration are displayed directly on the screen as an alternative to the traveler passing the mobile device under a QR code reader. In 2019, when the study was conducted, there were no agencies in North America using NFC to validate fare products. At that time, NFC was too slow to execute a transaction.
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Mobile Fare Ticketing / Payment Features

 Customer Facing Features

▫ Real time transit information 

(29%)

▫ Transit schedules (34%)

▫ Trip planning (34%)

▫ Reporting (12%)

▫ Integration with MaaS 

specifically ridehailing / 

bikesharing (8%)

Mobile Fare Payment App Features, cont.

Source: CapMetro Mobile Traveler and 
Payment App

15

Presenter
Presentation Notes
The TCRP survey also included information on additional features integrated into the app or linked to the app.When TCRP Synthesis 148 survey asked about customer facing features, a third responded that their apps included the following:Real time transit informationTransit schedulesTrip planning applicationsFewer indicated that they supportedService alerts and reportingIntegration with mobility as a service (MaaS) options such as ridehailing or bikesharing operators.



Key Mobile Fare Ticketing / Payment Roles & 
Responsibilities

Source: TCRP Synthesis 148, Table 2.

Mobile Fare Payment App System Roles and Responsibilities
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Presenter
Presentation Notes
(with animation)The TCRP survey also identified the roles and responsibilities of the vendor, agency and others. (click) These responses show how dependent agencies are on the vendor selected to operate payment processing, app hosting, and PCI compliance – the technology and financial functions. (click) However, marketing, outreach and adoption is on the agency. Some useful definitions for the cited roles are as follows:Payment processing: manages the financial transactions for sale transactions, validation, authentication, and tokenizationHosting the app: the software that implements the back office functionality including account and user management, fare product, sales/refunds, reporting, etc.Customer service for riders: technical support for app; sale support for sales and refunds, other commendations and complaintsMarketing the app to riders: outreach and training materials to travelers and potential customers. This may include advertising and promotion of special servicesPCI Compliance: Payment Card Industry security standards certification to protect device, data and functions of the system. Credit card companies and banks require annual PCI testing to ensure compliance.For agencies to better manage the deployment and future-integration opportunities, they need to understand business models and architectures in the context of roles and responsibilities. Standards can help here. 
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Relevant Standards

International Standards Organization 
(ISO)/ International Electrotechnical 
Commission (IEC) 14443
Contactless integrated circuit cards –
Proximity cards
 Widely adopted standard for short range communications 

between cards and readers
 Applies to physical and virtual cards
 Incorporated in all the leading contactless bankcard 

specifications

Definition of Virtual Card – “an electronic replica of a physical card 
and it usually contains a randomly generated credit card number 
[token] that change every time your credit card is used for a 
purchase.”  

Source: Module 10 and 12
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Presenter
Presentation Notes
So, how do Standards help?  This slide was presented in the Transit Module 10. Mobile fare apps use similar standards as contactless cards  ISO/IEC 14443, but on a mobile device it is referred to as a “virtual” or “transit card” and it emulates the same characteristics as a physical card.A virtual card  – an electronic replica of a physical card and it usually contains a randomly generated credit card number that change every time your credit card is used for a purchase. [https://creditcards.usnews.com/articles/virtual-credit-cards-explained] extracted Jan 23, 2020.
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Relevant Standards

ISO/IEC 18092 and ISO/IEC 21481
Information technology, telecommunications 
and information exchange between systems, 
Near Field Communications, Interface and 
Protocol (NFCIP-1) and (NFCIP-2)
 Better known as near field communications (NFC)
 Defines methods to enable short-range mobile phones 

and readers
 Uses ISO/IEC 14443 communications protocols

In May 2020, the NFC Forum approved 4 specifications that provide faster 
and more robust data exchange methods than the older versions.  Spec 
called Tag NFC Data Exchange Format Protocol (TNEP).

Source: Module 10 and 12
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Presenter
Presentation Notes
Many recently deployed mobile fare apps use NFC to communicate to a reader.Not all mobile devices use NFC. Can use QR code (with QR code readers) or flash passes (visual validation)In May 2020, the NFC Forum approved 4 specifications that provide faster and more robust data exchange than the older version. [https://nfc-forum.org/nfc-forum-specifications-improve-nfc-communications-speed-and-robustness-for-smartphone-users-worldwide/]Called Tag NFC Data Exchange Format Exchange Protocol Specification (TNEP). These have not yet been implemented in handsets (mobile phones).The NFC Forum is the governing body that develops and promulgates the NFC specifications. It is composed of the vendors, original equipment manufacturers (OEM), and communications operators who develop, manufacture or use the NFC equipment. 
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Relevant Standards and Practices

Specifications

Card Network Specifications apply to Mobile 
Virtual Cards
 Requirements apply to contactless/virtual bankcards, 

equipment and transactions
 Unique specification for each network
 Card network programs

▫ Visa payWave
▫ Mastercard PayPass
▫ American Express ExpressPay
▫ Discover ZIP
▫ GooglePay
▫ ApplePay

 May change with little advance notice
Source: Adapted from Transit Module 12

19

Presenter
Presentation Notes
The card network specifications also apply to the virtual cards. They are still proprietary and support their own software library. Similar to smartcards, agreements between the card network operator and the merchant are still required for virtual wallets.
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Relevant Standards and Practices

Card Network Operating Rules

Defines rules for acceptance of cards and
mobile payment linked to cards
Unique rules for each network
Updated semi-annually
Not true specification per se

Source: Adapted from Transit Module 12
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Presenter
Presentation Notes
The card network operating rules are still unique for each network.Many mobile payment app vendors have existing agreements with one or more leading card network for their payment app
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Who does the primary marketing of an agency’s fare 
app to riders?

a) Vendor

b) Social Media

c) Agency

d) App Store

Answer Choices

Question

22



Review of Answers

a) Vendor

Incorrect. Only 7% of vendors promote an agency’s fare app.

b) Social Media

Incorrect. Although social media might help promote the app, 
the primary marketing is performed by the agency.

c) Agency

Correct! Respondents of TCRP Synthesis 148 responded 
that the agency markets the app to riders.

d) App Store

Incorrect. Although an app store might help suggest an app, the 
primary marketing is performed by the agency.
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Learning Objective 2

24

Define concept of mobile 
payment 

24

Presenter
Presentation Notes
Learning Object #2 Define concept of mobile payment At the end of this chapter you should be able to Distinguish the variety of mobile payment methodsDescribe the technologies and standards that enable mobile payment 
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Payment Methods

Mobile Payment Methods 
Virtual Wallets – store virtual cards that emulate contactless bankcards 
(support ISO 14443 and NFC) stored in a mobile operating system 
“wallet”.

▫ Bank cards such as PNC
▫ Ventra Apple wallet
▫ OMNY Google wallet

Payment apps – mobile app that provides sales, customer services and 
account management support to customers.

▫ CapMetro App (Capital Metro, Austin)
▫ TouchPass Mobile App (Victor Valley Transit Authority)

Peer-to-peer payment apps – mobile app that enables the electronic 
transfer of money between two bank accounts.

▫ Examples of apps: Venmo, Paypal.Me, clearXchange
Cryptocurrency Apps and Wallets – mobile apps to manage and pay for 
services using cryptocurrency

▫ Examples of apps: Coinbase, Blockchain

25

Presenter
Presentation Notes
There are 4 mobile payment types:Virtual Wallets (credit cards, any ISO 14443 product) – NFC paymentCurrently used by transit agencies (only recently) such as the Ventra card which may be stored in an Apple Wallet or OMNY card stored in a Google WalletPayment apps (use tokenization process to pay) – NFC paymentInitiated since 2012 – may use QR code, Visual Validation or virtual bankcard in the app; examples include the CapMetro App (CapMetro Austin) or TouchPass mobile app from VVTAAlthough these will not be discussed in this course, there are other payment apps such as Peer-to-peer payment methodsNot used by transit agenciesVenmo (payment between persons from one bank account to another)Cryptocurrency apps or wallets such as coinbase app or blockchain appNot used by US transit agencies, and not used as a POP, but allowed for payment of fare products in Argentina and being explored by Japan Railway Group.“Argentinian state public transport card SUBE (Sistema Único de Boleto Electrónico) can now be topped up using Bitcoin (BTC), Cointelegraph in Spanish reported Friday, Feb. 8.” [https://cointelegraph.com/news/argentinas-state-public-transport-card-sube-accepts-bitcoin, extracted 3/8/2020
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Fare Payment Proof of Purchase

Fare Proof of Purchase Methods

• Visual Verifiable Validation (V3) or “Flash” 
pass

• QR Code
• NFC (virtual card)

• Transit Wallet 
• Open Payment

CapMetro QR product with V3
(source: Bytemark)
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Presenter
Presentation Notes
There are several proof of purchase methods that are important in describing the capabilities of the mobile fare system.Three current proof of payment (validation methods) that are currently available in the US include the following:V3 – a flash pass, the customer flashes the media and the operator validates the design and fare information. The V3 may include different colors or animation for the day or period (e.g., week), and it typically also include the fare product, period of activation and duration (date, time and expiration). QR code – the QR code encapsulates the fare product including validation period and rider type. NFC -- As virtual cards become more available, NFC is being used by transit agencies who deploy a transit wallet or use contactless credit cards (part of an open payment method -- see definition of open payment in Transit Module 12).
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Fare Payment Proof of Purchase

Reader
Transit 

Operator

Central Computer
Mobile Fare App 

Vendor

Transit Agency

Fare Proof of Purchase Method – Visual Validation

Visual validation, also called Flash Pass, is 
an animated ticket shown to the operator

Source: Big Blue Bus website Bigbluebus.com

 Select fare 
product

 Activate fare 
product only 
when on-line

 Show operator

 Sales
 Account Info
 Product Transactions
 Upon activation, sends updated animation2727

Presenter
Presentation Notes
Using the model from Module 12, I’m going to walk through the actors and their actions for the four payment methods in the next few slides.An example of V3 is shown on this slide.Typically, the V3 app animation changes the image on the phone screen to help avoid fraud.  The change may be a change of color, images, animation or date that is unique to the day and product type.  Using the process flow from Transit Modules 10 & 12, the fare media is the POP, and the operator performs the function of reader (validation). No electronic record is stored on passenger boardings. The mobile app may identify where and when the ticket or pass was activated, but that is all the information that is recorded.The app also serves as a sales device POS, looks up account information from the mobile back office / customer account system; information may include past transactions (purchases and ticket usage).
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Fare Payment Proof of Purchase

QR 
Code 

Reader

Central Computer
Mobile Fare App 

Vendor

Transit Agency

Select ticket Activate Present QR 
to Reader

Fare Proof of Purchase Method – QR Code

QR (Quick Response) is a two-dimensional barcode. 
• Uses ISO/IEC 18004:2015 Information – Automatic identification and 

data capture techniques – QR Code barcode symbology specification
• Requires QR Code Generator

 Sales
 Account Info
 Product Transactions and unique QR 

code generation

Fare 
Validation 

Device

 Product transactions
 Valid/invalid code 

lists
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Presenter
Presentation Notes
Animation on slideQR codes are based on the QR code standard.  In addition to the QR code, fare tickets include fare or pass details – ticket type, date of activation and expiration. The process is similar to a smart card. (click) The customer scans their mobile phone showing the bar code across a reader. (click) the code is validated against a valid/invalid code list. (click) the information is stored and forwarded to the central computer (4 clicks) which may be operated by the transit agency or vendor. Many agencies include a handheld scanner or reader mounted in a bus or gate to validate the barcode. Application of this technology may be as a flash pass with the operator reviewing the ticket information. However, without the scanner, there is a high risk of fraud.1 February 2015 – ISO/IEC 18004:2015 Information – Automatic identification and data capture techniques – QR Code barcode symbology specificationGraphic from: MBTA mTicket promo, June 22, 2017, https://www.youtube.com/watch?v=6gBcPlPsm9k



Fare Payment Proof of Purchase

NFC Reader Validator

Payment 
Processor

EFPS Central 
Computer

Regional 
Clearinghouse

Fare Proof of Purchase Method – Mobile Open Payment

Virtual Credit Card 
Stored in Google Pay

 Product transactions
 Valid/invalid lists
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Presenter
Presentation Notes
The model above shows how the virtual card stored in a virtual wallet works. When activated, the virtual card is read by the NFC Reader, the validator device may check that the card number is not on the action list (invalid or black list), it then stores and forwards the message to EFPS central computer (and the agency may store the information in a regional clearinghouse); the central computer will then forward the credit card information to a payment gateway/processor for authentication via the bank card network and the issuers sends authentication message and back through the same path to the validator. For mobile phones using Google Pay, the wallet function adds an additional step to this model; when a virtual card is activated, the wallet requests a token from the Google Pay cloud to “unlock” and then encrypt the credit card information in order to generate a message using ISO/IEC 14443 standard. This will be described in more detail in a few slides.  For more information on Open Payment see Transit Module 12.Graphics from NFC, Google Pay and Apple Pay (all have Creative Commons license)
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Fare Payment Proof of Purchase

Reader Validator

Payment 
Processor

Ventra Central 
Computer

Ventra Regional 
Clearinghouse

Source: Ventrachicago.com

Fare Proof of Purchase Method – Transit Wallet
Example: Ventra virtual card

 Product transactions
 Valid/invalid lists
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Presenter
Presentation Notes
The transit wallet and virtual card typically works in a similar way as the open payment method because the virtual transit card uses the bank card network media – Mastercard or Visa, for example. So it is treated just like an open payment transaction with the EFPS being the merchant. 
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Mobile App Technology Terminology

Mobile App Development Characteristics
Walled Garden – closed ecosystem in which all operations are 
controlled by the ecosystem operator.

Deep Link – relationship between multiple applications in which 
one app redirects users to another app.

Application Programming Interface (API) – set of communication 
protocols for exchanging information between one or more 
applications. Payment application owners sometimes provide open 
APIs.

Software Development Kit (SDK) – set of libraries, documentation 
or tools which may also include APIs that can be tailored by an app. 
Payment application owners sometimes provide an SDK.

31

Source: TCRP Synthesis 148

Presenter
Presentation Notes
I want to step back and discuss different architectures that mobile fare app systems adopt.  These are described in TCRP Synthesis 148.Walled garden is a closed and proprietary system. Deep link may open another app such as the transit fare app ‘opening up’ a ridehailing app like UBER or LYFT typically using parameters like origin / destination. When used in a transit application, the application may automatically insert a transit station or stop as the origin or destination.APIs allow one app to exchange information with the central computer (account management) of another provider, like a mobile app that enables a customer to book a ride on Uber or visa versa. (This approach is emerging in multimodal transportation booking, ticketing and payment apps, and provides the most promise.  Most of the next section will discuss this approach and the specifications/standards that support it.) In a description of the TriMet, it was stated that “Open Application Programming Interfaces (API) and third-party system integration were also critical to the success of the entire system” [https://www.initse.com/ende/projects/projects-north-america/portland-showcase.html]SDK provides ready-made tools, code and interfaces to a central computer that a third party operates, like Google Maps allows users to book hotels without leaving their site but produces a template for each hotel with the same characteristics. APIs are a subset of the capabilities of the SDK.
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Mobile App Technology Terminology

Secure Element
Mobile providers use a secure element to protect 
personally identifiable information (PII)
 Secure Element is a hardware storage device to secure PII.

▫ Embedded storage (internal)
▫ SIM / UICC Card (external)
▫ SD Card (external)

 Host-based Card Emulation (HCE) is commonly used in place of a 
hardware-based secure element to secure the PII by using a unique 
alias or token to communicate with information stored in a cloud.

 Tokenization is the process used to generate a token for the 
information, storing the token in an HCE, and storing the PII in a more 
secure environment.

 NFC controller in mobile device directly routes data (transactions) 
from secure element to and from NFC card reader

32

Presenter
Presentation Notes
Secure storage is a tamper-proof chip to encrypt/decrypt data and secure PII.  Most security today is provided using an onboard embedded storage element, but in the past external storage was provided through external storage elements such as SIM or SD cards.  Alternatively, some handset / operating systems use Host Card Emulation (HCE), a software card emulation process using tokenization to secure PII.  In the case of HCE,  the mobile handset uses cloud storage to store PII (e.g., like Amazon or GooglePay); when activated, the HCE processes uses tokenization to request a token for the encrypted information. Only token information is stored and transferred by the mobile app. The token is linked to a “card-on-file” which is stored in the cloud.In both cases, when the user activates the payment, the NFC controller converts the data (token or PII) from the secure element to the communications medium.The next slide shows how the interaction between the Secure Element and NFC Controller works.Notes: Tokenization is the process of replacing sensitive data with unique identification symbols that retain all the essential information about the data without compromising its security. (https://searchsecurity.techtarget.com/definition/tokenization). Encryption uses a key while tokenization creates a temporary alias for an account number or PII.�
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Mobile App Physical Architecture

Conceptual View of Mobile App 
Physical Architecture

Mobile 
Fare app

OS SDK 
and 

Libraries

Operating System (OS)

Secure 
Element 
(HCE)

NFC 
controller

Cellular Network

NFC / ISO 14443

Fare Reader 
/ Validator

Cell / Wi-Fi / 
Bluetooth

The NFC Controller channels the token directly to NFC Reader 
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Presentation Notes
The secure element works hand in hand with the NFC Controller.  Below the dotted line is a secure space, not accessible by the applications and functions above the line.  The space below where the Secure Element / HCE is located is secured.When a consumer holds their smartphone or smart wearable over an NFC reader, a NFC controller in the device routes all data from the reader directly to the Secure Element. The Secure Element itself performs the communication with the NFC terminal, and no mobile app is involved in the transaction. After the transaction is complete, the app can query the Secure Element directly for the transaction status and notify the user.To increase NFC performance (speed and security), PII is stored in a secure element that is isolated from other functions and apps on the smartphone (or wearable that is payment enabled).  The NFC controller is also located in the secure area and when a virtual card or ticket is activated and it comes near a NFC reader, the reader will read the presented token.For a system that uses HCE and tokenization, the NFC controller will trigger the HCE to exchange messages with the cloud platform using tokenization method to secure information to exchange with the NFC transceiver.
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Fare Payment Role Based Architecture
ISO/Draft International Standard 24014-1 Public transport — Interoperable 
fare management system (IFMS) — Part 1: Architecture (version 3)
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Presenter
Presentation Notes
As we discussed in previous slides, there are many actors/roles that manage the mobile environment, more than in a card-based system.  The ISO committee published a standard called interoperable fare management system (or IFMS for short). The standard describes roles and responsibilities and information flows in an EFPS. The model divides the ecosystem into several domains – the IFMS includes the roles (depicted in the orange boxes) that implement the EPFS, the external systems (in the blue boxes) that provide payment and product sale services, and the identification management tasks (in the green boxes).  The roles and responsibilities of each role is described in Section 3.1 of the supplement. Not all roles are required in an EFPS system, particularly most IFMS roles are assigned to the transit agency and their vendor.  However, in a mobile fare app, there are multiple players including the cellular service providers, handset manufacturers and native SDK providers, app store providers, app developers, Mobile fare app operators, cloud providers, tokenization managers, and the transit agency. Example roles are described as follows:(click) Account provider: provisions and hosts customer account(click) Media provider: this may be the handset provider or the virtual card provider(click) Media retailer: this may be the Apple or Google store; The complexity of the roles will become more apparent when we discuss the various business models from the TCRP Synthesis 148. 
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Fare Payment Role Based Architecture

Payment Provider

Merchant 
Acquirer

PAYG Balance 
Holder

PAYG Product 
Owner

Transport 
Service Operator

Bank Card 
Issuer

PAYG Top-up 
Retailer

PAYG Top-up 
Fulfiller

PassengerBasic 24014-1 roles

Additional roles

Composite 24014-1 roles

Key

Internal to IFMSExternal to IFMS

Open Payment (PAYG) with a Transit Wallet

Source: IFMS-1 v3, Appendix B 
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Presenter
Presentation Notes
In the Transit Wallet model, the IFMS roles shows the interaction using different fare system configurations. For example, an open payment system using a transit wallet (“virtual card”). Applying this to an existing EFPS, the roles would play out as follows for the Ventra system in the metro Chicago region: (click) Ventra (regional fare system for the Chicago Transit Authority, PACE (Chicago suburban transit) and Metra (commuter rail)) is transit wallet provider (payment provider), they hold the electronic purse or payment method (even if it is a credit card that is stored in the Ventra account system) which is converted to the cost of a ticket or fare (product owner) when the passenger boards the transport service operator. The product owner is the transit wallet owner.(click) PACE may be the transport service operator (but it could be any of the three agencies that accept Ventra)(click) Ventra system provides top up and fulfillment, and over 700 retailers such as  Jewel supermarket, CVS, and other retailers.(click) MC is the bank card issuer, and the Ventra’s bank, in this case “money network” may be the financial institution that processes the card on behalf of Ventra.Note that there are many more actors and interfaces/messages exchanged that are not depicted in this diagram. 
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Fare Payment Role Based Architecture

Open Payment with a Virtual Bankcard

Payment Provider

Merchant 
Acquirer

PAYG Product 
Owner

Transport 
Service Operator

Bank Card Issuer

PassengerBasic 24014-1 roles

Additional roles

Composite 24014-1 roles

Key

Internal to IFMSExternal to IFMS

Source: IFMS-1 v3, Appendix B 
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Presenter
Presentation Notes
A simpler model using the same IFMS model is the open payment using a virtual bankcard. For example: My credit card may be a Visa provided by my Bank – see Payment ProviderI am the passenger and I want to board the New York City Transit subway (Transport service operator),At the gate, I buy a fare from the product owner who is the New York Metropolitan Transportation Authority (MTA) OMNY payment system, and the authentication by the bank card issuer serves as the proof of payment
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What payment access method is most proprietary?

a) SDK

b) API

c) Walled garden

d) Deep link

Answer Choices

Question

38



Review of Answers

a) SDK
Incorrect. SDK is typically a toolkit for incorporating open 
functions into and information exchanges with another 
application.

b) API
Incorrect. APIs are open specifications for exchanging 
information between two applications.

c) Walled Garden
Correct! Walled garden refers to applications that are closed 
with the intention of securing and restricting access.

d) Deep Link
Incorrect. Deep link is a uniform reference link (URL) that 
accesses another application. This selection is also restricted 
and proprietary but not as restricted as the Walled Garden.
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Learning Objective 3

40

Describe electronic fare 
payment business models

40

Presenter
Presentation Notes
The third learning objective is to classify the business models. At the end of this chapter you should be able to: Describe different business models presented in the TCRP Synthesis 148 and identify how each would be described using the IFMS role-based modelDescribe the purpose of a use case and how it supports the flow of information between the various roles in the IFMS architecture.



Mobile Fare App Business Models 

5 Business Models
Described by TCRP Synthesis 148

Shared App

White Label App

White Label with Validation Hardware

Open Payment App

Software Development Kit

41

Presenter
Presentation Notes
Let’s go back to the TCRP Syn 148 and discuss the 5 business models defined for mobile fare apps.  The full description for each model is included in the Supplement.Shared App – a single platform for multiple agencies. White label – Typically a SaaS in which agencies or regions can brand the payment service. These don’t have hardware, they are based on flash pass technologiesWhite label with validation hardware – Similar to the white label, but hardware such as readers and mobile inspection tools are used to validate proof of purchase.Open payment app – virtual card technology. This includes both transit wallets and virtual bankcards stored in the phone’s virtual wallet – ApplePay, Google Pay.Software Development kit – APIs and tools to support integration of transit into other apps or integrate other mobility providers (MaaS and transit) into the mobile fare app.The next few slides show the business models using the IFMS roles and responsibility.
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Mobile Fare App Business Models 

Shared App
 Multiple agencies on same mobile app
 Agencies share common platform
 No hardware needed
 Validation methods

 Visual verification
 No integration with fare 

system
 Turnkey / 

service 
subscription

Transport Service 
Operator

Transit Agency

Transport Service 
Operator

Transit Agency

Product Owner
Transit Agency

Transport Service 
Operator

Transit Agency

Application 
Owner

Shared App 
vendor

Top-Up Retailer/ 
Fulfillment (POS)

Shared App vendor

Passenger
Customer 

Smartphone

Account Provider 
Shared App 

vendor

Payment Provider
Shared App 

vendor

Tickets

Merchant 
Acquirer

Bankcard 
Issuer

Application 
Retailer

Apple/Google

Product Owner
Transit Agency

Product Owner
Transit Agency
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Presenter
Presentation Notes
The first business model -- shared app, is a turn-key system that enables transit agencies to deploy a mobile fare product almost immediately.  Although each agency can brand and customize their products, the app is shared by several agencies that reside side by side in the same application (example of a shared app is the Transit Token app). Note that there is limited or no integration with the fare system because these systems are not connected to hardware with farebox or EFPS software. Architecture colors:  blue is the shared app vendor, brown is the transit agency, green is the app store, and orange is the customer and smart phone.Roles are dominated by the vendor, including the role of Application Retailer by app stores like Apple and Google.The customer downloads the app from the store to their phone and uses it to buy their tickets from the account holder and retailer (POS).Multiple agencies are served by the shared app vendor. And their products live side by side on the same platform. The product owner and the service provider roles belong to the transit agency. Transit Token is an example of a Shared App mobile fare app.
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Mobile Fare App Business Models 

White Label App
 Single agency mobile app
 No hardware needed
 Validation Methods

 Visual verifiable
 QR code method

 Limited integration with 
fare system

 Turnkey / service 
subscription

Product Owner
Transit Agency

Transport Service 
Operator

Transit Agency

Application 
Owner

White Label App 
vendor

Top-Up Retailer/ 
Fulfillment (POS)
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vendor

Passenger
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Smartphone

Account Provider 
White Label App 

vendor

Payment 
Provider

White Label 
App vendor

Tickets

Application Retailer
Apple/Google

Note: removed External Systems from this diagram43

Presenter
Presentation Notes
The White Label App is developed by a mobile fare app vendor that can be branded by an organization; it is also a turnkey product and is procured as a service (SaaS model).  The user interface, product offerings, account management and reporting services are configurable for an agency to customize using their brand.  Unlike the shared app, a white label app tends to be implemented for a single agency (or region) and does not share the app with other organizations.Note that the architecture is the same as the previous model, but only one transit agency is served by the app. Examples of vendors:BytemarkMasabimoovel  
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Mobile Fare App Business Models 

White Label App with Hardware
 Single/regional agency mobile app
 Hardware reader / 

validation
 Validation Methods

 QR code method
 NFC – Transit Wallet

 Limited integration with 
fare system

 Turnkey / service 
subscription
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Presenter
Presentation Notes
The White Label App with Hardware is similar to the White Label business model, but includes fare validation methods (QR / NFC) for validating customer fare products.It is also turnkey and subscription based. This model has greater potential for integration because it may share a reader with other fare systems. Note the model is similar to the white label app but there is a collection and forwarding function that is served by the cloud in the graphic. Collection and forwarding is implemented as a tool to read the validation method. It can be a fixed reader on a bus or gate, mobile reader or mobile inspection device, and is typically sold by the white label app developer. That is reason for the cloud to be colored blue.Examples of vendors:BytemarkMasabimoovel  Passport
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Mobile Fare App Business Models 

Open Payment 
using Bankcard
 Transit’s role is as a 

merchant
 Hardware validation 
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authentication of 
payment
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Presenter
Presentation Notes
The Open Payment model (like the generic one shown in previous slide) comes in two flavors, the Open payment using a virtual bankcard or the transit wallet. We saw the IFMS model for open payment (pages 35– 36). This Bankcard model also includes the Identity Provider who manages the wallet tokenization process and the Application Retailer, the app store.  Note that the Collection and Forwarding function/hardware is typically owned by the Transit Agency in this model.In this model, transit is a merchant. The product owner is the customer. There is no integration with other mobility services, no need to set up customer accounts, no ability to differentiate different fare types, although the transit agency can track and analyze transactions by its customers to collect ridership information. 
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Mobile Fare App Business Models 

Open Payment using Transit Wallet

 Multimodal mobility and event 
product integration

 Hardware validation using NFC
 Requires external identity and 

financial authentication of 
payment46

Presenter
Presentation Notes
The open payment using a Transit wallet is different from the bank card in that the payment provider is the Transit Agency or EFPS.  The mobile app and retailers may be third parties that can provide a top-up retail and fulfillment capability.  This model is just emerging and very few agencies have implemented it. Those that have, implement the larger EFPS system with physical and virtual cards, back office card and customer account management, multiple sales channels, and standardized application programming interfaces to support multimodal and event product integration.
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Mobile Fare App Business Models 

Software Development Kit
 Multimodal mobility and event product integration
 Hardware validation using either QR or NFC
 Centralized payment model
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Presenter
Presentation Notes
(animation)This is a centralized model for the SDK model.  This can also be implemented as a distributed model (not shown). A single customer app provides access to multiple service providers.  (click) This is enabled through the Application Owner’s SDK that is incorporated into other apps.In the distributed model, the customer is required to sign up for each service provider (e.g., ridehailing, bikeshare, transit, etc.)Examples: Centralized SystemSmart Columbus Pivot app (multi-modal trip planning and common payment) has implemented a centralized payment system) but the centralization only has APIs (not a fully developed SDK)TriMet uses APIsDistributed SystemMasabi and Uber integration in RTD-Denver and Transit appSo how are the open payment and SDK models implemented? They require an open architecture which means descriptions of functions and interactions among the actors, and publishing the interactions or application programming interfaces between the actors.  
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IFMS Concept Model and Use Case Descriptions

IFMS Use Case Categories
use case
“description of a process 
by defining a sequence 
of actions performed by 
one or more actors and 
by the system itself”
[Source IFMS, Section 2.36]

 Describes interaction between actors 
irrespective of 
▫ business model, 
▫ fare payment method, or
▫ validation method 

 Categories cover functionality associated with 
payment system
▫ Define set of rules
▫ Certification
▫ Interaction with external objects (media, applications, ID services, 

payment/financial services)
▫ Registration
▫ Managing ID services
▫ Management of customer accounts
▫ Management of customer media
▫ Management of applications
▫ Security management
▫ Customer service management
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Presentation Notes
One of the main drawback of a turnkey system and the variation in how these complex systems can be built, is that an agency cannot pry open a closed system to procure pieces and then build on additional pieces at a later time. The IFMS allows that to happen. It does this not only by clearly defining the roles and responsibilities of the actors (see supplement Table 1 for list of actors and their responsibilities), but also by describing the functions and interactions between the actors.  The IFMS describes these interactions as a use case which includeInteractions between actors, irrespective of the business modelCovers functionality needed to implement the ecosystem.IFMS contains 10 categories of use cases with over 50 different use cases among them.  A description of each category is included in the supplement.In the next two slides two different business models will be shown using a single use case. You will see that different actors are responsible for different functions based on the business model.  
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Fare App Actors and Use Cases
Use case name Use and inspection of products

Outline The Service Operator checks and collects the data of a Customer 
Medium using the public transport service.

Triggered by Service Operator

Actor(s)

Customer
Service Operator
Collection and Forwarding
Product Owner

Use case 
description

A Customer who uses a product on public transport.
The use case consists of several processes performed by the 
Service Operator:
— detection and verification of application;
— detection, selection and verification of product;
— verification of application and product according to security 
policies;
— processing of product data;
— communication between customer medium and Back Office;
— computation of product rules;
— collection of the product usage and inspection data;
— distribution of product usage and inspection data to the 
Product Owner through the Collection and Forwarding.
Inspection consists of
— simple detection,
— detection and verification, or
— detection, verification and further processing.

A

B

B

C

Product Owner
Transit Agency

Passenger
Customer fare 
“QR code” in 
mobile app

Transport 
Service Operator
Transit Agency

Collection 
& 

Forwarding

A

CB
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Example using a 
white label with 
hardware model

Presenter
Presentation Notes
The Use and inspection of products use case is summarized in the Outline field, “The service operator checks and collects the data of a customer medium using the public transport service.”The actor that triggers the function (triggered by) is the service operatorThe actors that interact with the function include the customer, service operator, collection/forwarding and product owner.The Use Case Description provide information on actions and flow of information.In this use case, fare products are used and inspected.  The relevant actors map to the conceptual model displayed on the left side of the use case table. The colored boxes correspond to the colors in the model descriptions – blue for vendor, brown for TA, orange for customer.(click) The first part of the flow occurs between the mobile app and the operator (see label A). It includes the detection and verification of the product. The passenger selects the product to use and applies the appropriate security policies. The operator reader detects and applies the rules associated with the medium and product.  (click) The second part of the flow (label B) processes the product, verifies product meets the product and service rules, and collects the information.  The inspection process is part of this flow and it is in described in the lower box labeled B.(click)Finally, the product status and transaction is collected and reported to the product owner.
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Fare App Actors and Use Cases
Use case name Use and inspection of products

Outline The Service Operator checks and collects the data of a Customer 
Medium using the public transport service.

Triggered by Service Operator

Actor(s)

Customer
Service Operator
Collection and Forwarding
Product Owner

Use case 
description

A Customer who uses a product on public transport.
The use case consists of several processes performed by the 
Service Operator:
— detection and verification of application;
— detection, selection and verification of product;
— verification of application and product according to security 
policies;
— processing of product data;
— communication between customer medium and Back Office;
— computation of product rules;
— collection of the product usage and inspection data;
— distribution of product usage and inspection data to the 
Product Owner through the Collection and Forwarding.
Inspection consists of
— simple detection,
— detection and verification, or
— detection, verification and further processing.

A

B

B

CSame use case but 
using an open 
payment with 
bank card model 

Product Owner
Virtual Card

Passenger
Customer Smart 

wallet device

Transport 
Service Operator

Transit Agency

Collection 
& 

Forwarding

A

CB
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Presentation Notes
Applying the same use case to a different business model – an open payment model using a virtual card. In this case, the customer will see the usage on their bank card statement. The flows remain the same, but the roles are assigned to different stakeholders. In the open payment with a virtual card, the product owner is the customer as opposed to the agency in the previous model.  The transit agency will see product usage through the reconciliation or through the collection and forwarding logs.  The use case shows the flow, but the architecture shows the variety of organizations that may be implemented. For example, in a multi-agency implementation, where the product owner may be a mobility provider (bikeshare) or another transit agency, the importance of knowing the flow helps open the system for expansion at a later time.
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What is a Software Development Kit?

a) A stand-alone application that can be installed on a workstation 
b) A first aid kit for your computer
c) A set of interfaces that can be used to exchange information 

between two applications.
d) A software library for building applications, interfaces, and user 

interfaces.

Answer Choices

Question

52



Review of Answers

a) Stand-alone application

Incorrect. A stand-alone application is already built.

b) First aid kit for your computer

Incorrect. These are diagnostic tools.

c) Set of Interfaces

Incorrect. These are APIs. APIs are a subset of an SDK library.

d) Software library

Correct! An SDK provides interfaces and tools (including 
compiler, installation tools, and functions) to build software 
typically on a specific platform (like a mobile device running 
a specific operating system).
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Learning Objective 4

54

Emerging trends in 
implementing fare payment 
apps
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Presenter
Presentation Notes
This module includes three Case Studies – Denver RTD / Masabi Integration with UBER and Transit AppSmart Columbus Common Payment SystemDallas Area Rapid Transit GOPass
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Regional Transportation District -Denver

RTD App Model
 Uses Softare as a System (SaaS) Mobile Ticketing Platform (Masabi)

 Other Functionality – deep link to RTD Trip Planner 
and Next Ride apps

 Business Model: white label
 Modes

▫ Regular bus, 
▫ FlexRide, 
▫ SkyRide, and 
▫ Train services

 Validation Method: 
▫ QR Code

 Potential for 40% in Ticket 
Vending Machines (approx. $4.5M 
savings in TVM replacement costs as 
customers shift to mobile fare app)

RTD Rail and Flatiron Flyer Map
Courtesy of Tonya Anderson RTD, 

presented at Payments Conference 2020
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Presentation Notes
The RTD Fare app includes a deep link to the RTD trip plannerThe app uses the Masabi JustRide SaaS platform, a white label without hardware.RTD uses the fare app for regular bus, flex ride, skyride and train serviceThe validation method use QR code and V3RTD achieved a 40% savings based on estimating replacement costs for TVMs as customers shift from TVM sales channels to the mobile fare app.
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Regional Transportation District -Denver

RTD App Implementation

Courtesy of Tonya Anderson RTD, presented at Payments Conference 2020
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Presenter
Presentation Notes
Here you can see sales, payment and validation on the app has increased every month since its initiation in late 2018 through Dec 2019. Mobile sales is rising to be almost equivalent to their TVM ticket sales.
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Regional Transportation District -Denver

Mobile Integration with Uber & Next Ride Apps 

Courtesy of Tonya Anderson RTD, presented at Payments Conference 2020
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Presentation Notes
(Animation)There are three ways to buy fare products, the mobile fare app, (click) Uber app and the transit customer service information app (provided by Transit app).  Their tickets are branded in the Transit App.
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Regional Transportation District -Denver

RTD App and Uber Integration
 Happened organically through existing contractual relationship with 

app provider
 Took advantage of the APIs developed by vendor’s SaaS Mobile 

Ticketing platform to integrate ridehailing service (Uber)

Courtesy of Tonya Anderson RTD, presented at Payments Conference 2020
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Presentation Notes
The RTD payment app provider brought Uber to the table. As a SaaS, the Masabi app API service should be available as a feature they offer.  Once deployed, the use of the Uber app to purchase tickets for RTD has steadily risen, as seen in the graphic.  
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Smart Columbus

 Single-account, single-payment 
integrated mobility platform 
including reservations and 
payment 

 Public sector will manage 
relationship with rider for trip 
planning and ticket purchasing 
across public and private 
transportation

 Payment component of open-
source “Smart Columbus” trip-
planning platform

Common Payment System (CPS) 

60 Source: Smart Columbus

Presenter
Presentation Notes
MMTPA – Multi-Modal Trip Planning Application (beta) launched in summer 2019Uses blockchain to “validate the chain of transactions” (https://smart.columbus.gov/playbook-assets/multimodal-trip-planning---common-payment-system/multi-modal-trip-planning-application-minimum-viable-product-launches-using-blockchain)CPS uses APIs to share information and process payment transactions (POS and POP).Based on account profile, supports trip reservations for wheelchairs and multiple media (cards, apps, tickets, etc.) to pay for tariff and fares, as well as discount fares based on user profile.Each organization may implement their own branded app. Smart Columbus developed the Columbus Ohio Transit Authority (COTA) Pivot App (as the app to “rule them all”). -- that app is still in pilot/beta testing (see Apple and Google stores)CPS APIs integrate with registering cash boxes on bus, taxi, limo, carpool, microtransit (Via), bikeshare and carshare services, among others. 
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Smart Columbus

CPS Enables the Mobility Marketplace

61

Source: Smart Columbus

CPS APIs integrate with registering cash boxes on bus, taxi, limo, 
carpool, Via, bikeshare and carshare services, among others. 

Presenter
Presentation Notes
Note, with the CPS, the financial and transaction processing occurs in the back-office “account” based system.  This enables the mobile device to be independent.  The app developer does not need to be a SaaS platform, just an app developer with payment experience.  Regional organizations developing account-based systems like the next generation ORCA system or HART can extend their “mobility marketplace” or “mobility platform” concept using this model.
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Dallas Area Rapid Transit 

62
Courtesy of Dallas Area Rapid Transit

Presenter
Presentation Notes
The DART GoPass Mobile Fare App was one of the first multimodal fare apps developed in the country.  Most mobile apps started with transit and events, or transit and parking. Most of the integrated features are available through an account stored in the back office. The user is asked to register in order to use the payment function of the app. The user account and APIs enable DART to integrate additional services, which they did.In 2015, the app provided deep linking to Uber, Lyft and Zipcar apps.  In 2017, the app included university passes. In 2017 the agency won a FTA grant to integrate microtransit (GoLink), carpooling and scooter (Bird) within the app (not deeplinking)In 2018 the app added tools to enable fare capping, cash to mobile, virtual cards and ApplePay and GooglePay.  Last year, 2019, they won the APTA Transit Best Mobile Solution for their product which now includes APIs and services to integrate multimodal mobility services including microtransit booking and payment, carpooling, shared use micromobility conveyances (e-scooters and bikes), and specialized deeplinking to UberPool that identifies their Origin and Destination (to book an UberPool).



U.S. Department of Transportation
Office of the Assistant Secretary for 
Research and Technology

Dallas Area Rapid Transit 
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Courtesy of Dallas Area Rapid Transit

Fully Integrated Microtransit

Additional Rider Support

Regional Events & Wayfinding
 Presents and sell tickets to key regional events 

such as State Fair and NCAA events
 Local events promotion and listings through App

 Support to service riders in transit deserts 
through on-demand services

 Integrated Concessions for eligible riders
(Low income programs, minors, seniors)

 Support for riders with additional needs
(wheelchair, service animal)

 GoPass includes full integration of GoLink™ 
Microtransit booking and payments,  powered by 
Spare

 VIA Microtransit integration is planned for Q3 
2020

 App intelligently offers Microtransit options for 
trips with origin or destination within defined 
zones, linking to transit hubs

Mature Multi-Agency Platform

Multi-Modal Trip Planning

Digital Payments & Cash to Mobile
 Cash-to-Mobile supporting unbanked riders

(7-Eleven, Tom Thumb, Ace Cash Express & More)
 Google Pay, Apple Pay, All Major Credit Cards
 Digital Wallet solution for loading and storing value

 Seamless end-to-end directions for Point A – B – C
 Real-time vehicle status updates
 Map interface displaying DART vehicles in motion
 Additional options for TNCs & Micro-Mobility (Uber, 

Bird)

 GoPass supports multiple Agencies across DFW region
 In operation since 2013, frequent feature additions
 Currently scaling to different regional partners
 White-label platform version also available

Rider and Operator Safety & Security

Robust Trip Planning, Ticketing & Payment platform

 DART See Something-Say Something integration alerts 
authorities to incidents and protect rider safety

 Rider Alerts from Agency presented to flag issues to 
riders

Presenter
Presentation Notes
The GoPass app serves the Dallas/Fort Worth area serving three agencies DART, Trinity Transit and Denton County Transit Authority (DCTA).  It is licensed to Metropolitan Tulsa Transit Authority (MTTA) and is expected to go live by late summer of 2020.This slide is in your supplement along with additional slides on the GoPass.Note on the Digital Payments and Cash to Mobile – this solution addresses the unbanked or underbanked customers. A significant number of people own smartphones, but do not have credit or debit cards and so cannot participate in many of the transformational mobility options.  The cash to mobile and digital wallet allows GoPass users to load their digital wallet (i.e., virtual wallet) with value to purchase transit passes, shared micromobility conveyances, microtransit, UberPool and a growing list of services that are integrated through the APIs that are contained in the back office.
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Which of the following is an incorrect statement 
related to the RTD Mobile App?

a) The RTD mobile fare app is implemented as a SaaS

b) RTD manages the interface with Uber

c) RTD uses visual verifiable validation of mobile fare products 

d) All fare products offered on RTD’s mobile fare app are also 
offered on the Uber app

Answer Choices

Question
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Review of Answers

a) The RTD mobile fare app is implemented as a SaaS

Incorrect. This is a correct statement.

b) RTD manages the interface with Uber

Correct! Masabi (not RTD) manages the interfaces, 
settlement and other technical matters associated with 
integration with Uber.

c) RTD uses visual verifiable validation of mobile fare products 

Incorrect. This is a correct statement.

d) All fare products offered on RTD’s mobile fare app are also 
offered on the Uber app

Incorrect. This is a correct statement.
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Understand challenges related 
to mobile technologies

Learning Objective 5

6767

Presenter
Presentation Notes
This is the fifth Learning Objective of this module. It presents some of the challenges related to mobile fare apps
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Understanding Challenges

 Validation and “Proof of Payment”
 Mobile Handset Performance
 Security and Personal Information
 Equity

Challenges to Implementation  

68

Presenter
Presentation Notes
In this section we discuss four key challenges for implementing mobile fare apps.Validating “proof of payment” Mobile Handset performanceSecurity and personal informationEquity 
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Understanding Challenges

Validation and “proof of payment”
Visual Verifiable Validation

▫ Does not collect ridership information
▫ May require on-line access and validate ticket to prevent fraud

QR Code
▫ As V3, does not collect ridership information
▫ When scanned, requires back office or active list update in 

real time
▫ Requires QR reader or inspection tool

NFC (Virtual Card, Open Payment)
▫ When read, requires payment gateway or active list 

authentication in real time (current card read/write is less than 
300ms)

▫ Requires NFC reader or inspection tool

69

Presenter
Presentation Notes
Each validation method comes with its own challenges. V3:  The V3 method does not collect ridership information. The literature shows that the many transit agencies collect ridership not only through automated passenger counting systems, but now with EFPS through tracking fare transactions.  Additionally, many V3 require on-line activation and verification for daily changes to the animation displayed.  Some riders who have limited battery life may not be able to download the daily changes if their battery is low.QR Code: When used with only as a flash pass, the system does not collect information, otherwise the system requires hardware. NFC: Though this validation method requires the most management, the systems are widespread and used by many industries. The current drawback is the speed to perform the round-trip transaction including encryption/decryption and tokenization processes. The physical differences between handsets will impact the performance, but compared to current physical card read/write performance (about 300ms), the virtual cards (bankcards or transit wallets) are slow and over twice the transaction speed.
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Understanding Challenges

Mobile Handset Performance
Handsets (and wearables) don’t work the same

▫ Antenna position
▫ Antenna size and quality
▫ Effect of nearby interference
▫ Power levels
▫ On all the time vs. only when activated (Android vs. older IOS)

Impacts
▫ Reading position

− What is the optimal position and angle relative to reader
▫ Signal strength 

− Secure element handoff to NFC communications controller
− Tap speed – handshake and transfer data
− Tap distance from reader

70

Presenter
Presentation Notes
As mentioned in the previous slide, handset performance differ. This happens because of the position, length and quality of the antenna, as well as the power levels and interference of other nearby communication devices.The proper position to hold the phone relative to the NFC reader may differ by handset.The signal strength of the handset will impact speed and the distance before the NFC signal is detected.  The NFC standards particularly the new Tag NFC Data Exchange Format Protocol (TNEP) (see page 18) supports more uniformity in the performance of the handsets.
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Understanding Challenges

Adapted from IFMS, Appendix C Identity Management

Privacy Laws and 
Policies
▫ European Union’s 

General Data 
Protection Regulation 
(GDPR)

▫ California Consumer 
Privacy Act (CCPA)

▫ Health Insurance 
Portable and 
Accountability Act 
(HIPAA)

Security and Personally Identifiable Information

71

Presenter
Presentation Notes
Security and protection of personal information is a continual issue with any system that holds personal information.  PII includes all the information included in the diagram above including SSN, address,  phone number, age, and more.There are general PII and personalized data associated with the personal media and products usage. For example, mobile devices can track user location, location of transactions, payment methods used for purchasing products. The first step for protecting PII is to know what PII is collected.Systems don’t only use the current security architectures (e.g., Secure Socket Layers, encryption at-rest or in-transit)  Hence, the reason why this new version of the IFMS standard elevated the importance of the “Identity Provider” and the tokenization processes.There are emerging standards such as GDPR and CCPA that govern privacy of PII requiring functions such as release, consent to share, and protection that will eventually become standard practice in all deployments.
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Understanding Challenges

Equity
▫ Unbanked or underbanked
▫ Limited English Language
▫ Access to smart phone or cellular 

communications
▫ Limitations using smart phone 

▫ Due to training or disability 

Courtesy of Bonnie Epstein (PSTA)

Mobile App for PSTA 
Direct Connect Program
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Presenter
Presentation Notes
There are challenges in deploying mobile apps that are emphasized relative to a comprehensive EFPS. There are many ways to overcome these obstacles, but at a minimum, not all fare apps include provisions to do so. Similar to those identified in Module 12, equity challenges include:Unbanked – most mobility providers require that an app include a credit or debit card. Sometimes “gift” cards can also be used, but those typically charge customers for each use or to top up.  SaaS products that are not integrated with an agency or regional EFPS do not typically have third party retailers where customers can top off their accounts or purchase tickets with cash.  Limited English language – Many of these apps come in English or a limited number of other languages.  Call centers staffed with translators or translation tools enable limited English language speakers to contact the app provider.Access to Smart Phone or Cellular communications – there are many issues associated with this challenge.  First, as mentioned through out the module, despite the growth of smartphones, there are still approximately 20% of the populations without.  Additionally, many of the mobile apps require that the application be on-line to validate a ticket.  So, for low income groups, the cost of cell phone plans are burdensome.Finally, many populations like older adults and people with disabilities have difficulties with using some of the functions on the phone app. Voice commands help with these functions.At the Pinellas Suncoast Transit Authority (PSTA) these types of challenges were addressed in their Direct Connect program by providing (1) call in options, (2) cash options, and (3) outreach to riders to help train them in the use of the mobile app. The PSTA Late Shift program (see function on Uber app) was set up to support low income riders requesting Uber when PSTA was not in service or when service was infrequent at a discount of 50% of the cost.
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What media type presents a challenge to collect 
ridership information?

a) NFC

b) Flash pass

c) QR code

d) Open Payment

Answer Choices

Question
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Review of Answers

a) NFC

Incorrect. NFC is validated by a card reader which records time 
and location.

b) Flash pass

Correct! A flash pass typically is not validated by a card 
reader which stores and records time and location.

c) QR Code

Incorrect. QR code is validated by a card reader which records 
time and location.

d) Open Payment

Incorrect. Payment transactions are validated by a card reader 
which records time and location. 
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Mobile fare payment standards use many of the same standards as card and 
account-based systems

New payment technologies and standards are emerging that support mobile 
fare payment

Although fare payment business models differ, open APIs and SDKs enable 
integration with multiple agencies, mobility services and providers

Mobile payment methods that may be used for fare and ticketing are becoming 
more prevalent even as new challenges arise.

In deploying mobile fare apps, the important lesson is to adopt technologies that 
meet your business goals and data needs.

Presenter
Presentation Notes
Thank you for your attention.



We Have Now Completed the Fare Ticketing/ 
Payment Curriculum

MODULE 10: Electronic Fare Payment System

Module 12: Electronic Fare Payment/Advanced 
Payment Systems: Open Payments Acceptance
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Presenter
Presentation Notes
Recommended Prerequisites or courses to take.
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Feedback
Please use the Feedback link below to 
provide us with your thoughts and 
comments about the value of the training.

Thank you!

Thank you for completing this module.
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