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PROGRAM STRATEGY

Purpose: The program’s objective is to:
• Help organizations apply the principles and best practice of risk management to improving the 

cybersecurity and resilience of critical transportation infrastructure.  
• The Privacy Research Analysis  achieving freedom from conditions that can create problems for individuals 

with unacceptable consequences that arise from transportation systems that process PII. 

Strategic Direction: By applying cybersecurity and privacy guidance in a systematic manner to a connected 
vehicle environment, USDOT and stakeholders have the opportunity to create a set of detailed guidelines and 
tools that are specific to connected transportation and those organizations that deploy, operate, and maintain 
the network and systems. 



NIST CYBERSECURITY FRAMEWORK



CYBERSECURITY FRAMEWORK COMPONENTS



CYBERSECURITY FRAMEWORK PROFILE DEVELOPMENT STEPS
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Define the Scope of the Profile Completed

Determine Initial Scope of the Profile Completed

Conduct stakeholder workshops
• Conduct Mission Objective 

Development
• Conduct Mission Objective 

Scoring

Completed

CSF Profile Post-Workshop Analysis
• Analyze Category Scoring
• Develop & Share Draft Mission 

Objectives & Category Scoring
• Develop Subcategory selection
• Develop Summary Subcategory-

Level Matrix
• Develop Detailed Matrix

Completed

Develop Profile and Guidance Document In-Progress



DEVELOP MISSION OBJECTIVES
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RANKING THE MISSION OBJECTIVES BY 
TRANSPOSING MISSION TO CYBER
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CYBERSECURITY FRAMEWORK PROFILE POST-WORKSHOP ANALYSIS
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Conceptual CV CFP



CSF – FUNCTIONS
CORE

NIST Cyber Security Framework 



SUMMARY OF SUBCATEGORY PRIORITIES BY MISSION OBJECTIVE
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FRAMEWORK SUBCATEGORIES
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NEXT STEPS
NIST Cyber Security Framework

• Draft under review September 2018
• Webinar November 2018
• Public Release January 2019
• Public Workshop February 2019

• Initiate development for an ITS-wide Profile January 2019



STAY CONNECTED

For more information, contact…

Ray Resendes
Volpe National Transportation Center
U.S. Department of Transportation
Raymond.Resendes@dot.gov

Kevin Gay
ITS Joint Program Office
U.S. Department of Transportation
Kevin.Gay@dot.gov
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Website: http://www.its.dot.gov

mailto:ken.leonard@dot.gov
mailto:ken.leonard@dot.gov
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