








*sdO dVSd }-1-6

©
I
-
0
-
»
<
9
o
T
7

NG9-1-1 System Description & Requirements Document

Activity: [CR-RCCAL] Record Call; Retrieve Recording

Service Area: Call Records Management [CR]
Role(s): SYS
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Operations (Presentation)

Entry Points

CA-MNQUE

FR
03

L [V Recent Call A

05

Retrieve Call Recording

L
FR
07

FR
09

List last TBD calls:

I_' Recent Call B
I_' Recent Call C

Playback 'I

Search for call recording based upon:
Date, Time, Caller Location,
Emergency Location, Caller
Identification, Call Taker

Identification, S5aTh I

|

Facilitator: Brad Colvin
Analyst: John Chiaramonte
Domain Expert:

Modified on 10/05/07 @09:45

@ Display Call Recording

—

Application [System)

|

SF__Read Interactive
Communications
Read the real time

interactive
communications from
the Call Stream

SF__Record
Communications
Record real time
communications
into Call Record
DB

:

@ SF__Retrieve Call

Recording
Retrieve the requested

SF__Playback Recording
Play Call Recording of
interactive real time

Call Recording based
upon search query
terms

communication of all
recorded parties.

Read Create
Read
‘ Data
v
Call
Stream

Call Recording

Database

Call Recording
Database

Requirements / Description

FR-RCCAL-03: The
system shall provide
the capability to access
a Call Recording from
a remote location.

@ SR-RCCAL-04-01: The

system shall record
calls while the call is a)
in a call queue b)
assigned c) in process.
Please refer to the
state diagram included
with the CT-LGAL
activity to identify these
states.

® FR-RCCAL-05: The

system shall provide
the capability to access
a Call Recording.

FR-RCCAL-07: The
system shall provide
the capability to locally
access a Call
Recording.

FR-RCCAL-07-01: The
system shall provide
the capability to display
TBR previous Call
Recording for instant
playback
FR-RCCAL-09: The
system shall provide
the capability to
retrieve a Call
Recording with its Call
Record.

FR-RCCAL-09-01: The
system shall provide
the capabiilty to search
the Call Recording
database

FR-RCCAL-09-02: The
system shall provide the
cabapility to retrieve call
recording based upon
search criteria.

FR-RCCAL-13: The
system shall provide
the capability to
retrieve a call recording

after a call.

FR-RCCAL-14: The
system shall provide
the capability to
retrieve a call recording

during a call.

FR-RCCAL-15: The
system shall provide
the capability to
monitor a call recording

during a call.

FR-RCCAL-11: The
system shall provide
the capability to display
Call Recording

FR-RCCAL-11-01: The
sytem shall provide the
capability to play the
call recording

FR-RCCAL-11-02: The
system shall provide
the capability to pause
the Call Recording.

FR-RCCAL-11-03: The
system shall provide
the capability to rewind
the Call Recording

FR-RCCAL-11-04: The
system shall provide
the capability to fast
forward the Call
Recording

Activity: [CR-RCCAL] Record Call

Version 2.0 | October 10, 2007
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NG9-1-1 System Description & Requirements Document %

Obtain Supportive or Supplemental Data Post Call Delivery [CR-OSSDT]

Role(s): CT, PA
Proof-of-Concept: Yes
References: NENA 02-011, NENA 58-001

Goal:

Obtain supportive or supplemental data after
call delivery to facilitate call processing.

Description:

This activity supports the capability for a call taker
to access Supportive (e.g., ACN) or Supplemental

Information Transaction Inventory (ITI):

data (e.g., medical history, telematics, geospatial)
after the call has been delivered to the PSAP. Data
queries can be performed both automatically by
the system and by the Call Taker. The data sources
may be external to the 9-1-1 system; external to
the PSAP, but still within the 9-1-1 system; or
internal to the PSAP (e.g., computer aided dispatch
[CAD]). The functional capability is the same
regardless of the location of the data source. Such

information may be automatically accessible to the
call taker based on identifiers within the Supportive
Call Data, or identifiers within the Essential Call
Data. This information may also be acquired
through the use of searches based upon information
collected from the caller. The call taker can search
Supportive or Supplemental databases. Data may
be displayed on a map, as a three-dimensional
rendering, or as photographic imagery. The

Recommended for
Proof-of-Concept

Role Key
ALL - ALL Roles

CT - Call Taker

DB - Database Administrator
NA - Network Adminstrator
PA - PSAP Adminstrator

SA - System Administrator
SYS - NG9-1-1 System
911AUTH - 9-1-1 Authority

query parameters and the results of all queries
are stored in the Call Detail Record Database.

* - CAD is a dispatch system, not a 9-1-1 system.
It is included here in recognition of the many
PSAPs that are combined facilities that handle both
the 9-1-1 call taking and dispatching functions.

Assumptions:

ITI-OSSDT-01 |Read Query Rules System Business Rules | Electronic Call Taker Query Results | Business rules to determine which Real-time, | Text
Database queries are authorized/automatic. ad hoc
ITI-OSSDT-02 |Read Supportive / System Call Stream Electronic Call Taker Query Results | Call stream data. Real-time, Text
Supplemental Data Data ad hoc
ITI-OSSDT-03 |Read Supportive / System Call Detail Electronic Call Taker Query Results | Call Detail information. Real-time, | Text
Supplemental Data Record ad hoc
Database
ITI-OSSDT-04 |Read Call Detail Record System Call Detail Electronic Call Taker Query Results | Call Detail Record information about Real-time, | Text
Record calls that may be related to a call. ad hoc
Database
ITI-OSSDT-05 | Read Medical History Data External System Medical Electronic Call Taker Query Results | Medical information about the caller or victim. Real-time, | Text
History ad hoc
Database
ITI-OSSDT-06 |Read Other Data External System Other Database | Electronic Call Taker Query Results | Other data sources for information Real-time, | Text,
about the caller or victim. ad hoc Graphics,
Video
ITI-OSSDT-07 |Read GIS System GIS Database | Electronic Call Taker Map Display GIS data to display information on a map. Real-time, Text,
ad hoc Graphics
ITI-OSSDT-08 | Update Call Detail Record Caller Call Stream Electronic System Call Detail Query results. Real-time, Text,
Data Record ad hoc Graphics,
Database Video

5-30 | 9-1-1 PSAP Operations Segment: CR
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NG9-1-1 System Description & Requirements Document

Activity: [CR-OSSDT] Obtain Supportive or Supplemental Data Post Call Delivery; Query Data
Service Area: Call Records Management [CR]
Role(s): CT, PA

Facilitator: Brad Colvin Modified on 10/05/07 @09:45

Analyst: John Chiaramonte
Domain Expert: Roger Hixson, Rick Jones

Operations (Presentation)

. FR FR i
Entry Points > Query Data 034 Data Query Display Query Results
CA-ANSCL [Z3\ Supportive (e.g. ACN) Qata FR Locaon[ | Display
(7] - ¥ Supplemental (e.g. medical 04 Supplemental Data
c history, telematics, Name Supportive Data
'..% CP-DTNAT geospatial) Data Callerident. Data | | Geospatial Information
E CA-MNQUE Data sources may be: o )
o - Exter'nal tq NG9-1-1 A Permit drill-down queries
o (medical history) A ~
@) - External to the PSAP, GV.DSGEO A SDM $(')CIER
but within NG9-1-1 Display Submit ubmit Caller
(telematics, geospatial) Geospatial ol Information
, Data
- Within the PSAP (CAD) _ awy | Errror Report
4 Application (System) T b
SF__Execute Manual
Queries
» Perform queries
specified by the Call
c SR'Y SR
o Taker. 05 A 06
"('U' SF__Determine SO SF_ Determine SF__Execute 4 »| SF__Display Query SF__Record Query
(&) Available Queries Y Automatic Queries Automatic Queries Results Results Data
i » Determine which »{ Which available »{ Perform automatic » Display results of the »| Store query results
o queries are authorized queries should be queries. query for the Call data in Call Detail
< for access. automatically run. Taker. Record.
T i Read
Read Read Read
Read— Read
Read Read Update
| Re‘ad Updat Read’—Update — ‘ P |

Call Detail Record Medical History Other Data GIS
Database Database Sources Database

Read Read
Call Call
Stream Stream

Call Detail Medical History Other Data

Record Database Sources
Requirements / Description

© sr-osspT-05: The

Call Detail Record
Database

Business Rules
Database

Business Rules
Database

]
-
o
o
g
0
o
)
)
)

Business Rules
Database

EL-01 Call Taker will be

© sr-osspT-07: The FR-OSSDT-01: The @ Fr-0ssDT-03: The © sr-osspT-06: The SR-OSSDT-06-03: The

October 10, 2007

SR
08

system shall determine
which queries are
authorized for access
based on established
business rules.

system shall record the
query results for all
queries performed in
the call detail record
database.

SR-OSSDT-08: The
system shall determine
which queries are
automatically executed
based on established
business rules.

| Version 2.0

system shall provide
the capability for a call
taker to access
Supplemental Data.

system shall provide
the capability to search
Supportive Data.

history, location-specific data
(i.e. pre-plan, owner /
occupant information),
emergency contact,
hazardous materials, etc.

system shall display
Supportive Data
search results to the
call taker, based on
business rules.

system shall support
queries of supportive
data from external
systems, including:
medical records data
and other data
sources.

SR-OSSDT-05-03: The
system shall support
drill-down queries of
supportive data to
obtain additional detail

system shall display
Supplemental Data

search results to the
call taker, based on
business rules.

SR-OSSDT-06-02: The
system shall support
queries of
supplemental data
from external systems,
including: medical
records data and other
data sources.

system shall support
drill-down queries of
supplemental data to
obtain additional detail
for matched records.

permitted to query various
data sources for information
related to location, name
and/or caller identification
information (i.e. callback
number or other

Internal
Data Source

(e

o FR-OSSDT-02: The FR-OSSDT-04: The . . . P *
-"3_ SR-OSSDT-07-01: The system shall provide ® system shall provide SR-tOSSIa'I'I-IOS-m : r'lt'he SR_tOSS?T[lOG_m : r'[he identification). g_
= system shall record the the capability for a call the capability to search system shall suppo system shall suppo A EL-02 If errors in the source f
o query parameters for taker to access Supplemental Data queries of supportive queries of i ifi 5
n : ; PP ’ data from internal supplemental data data are identified by the 2
o)) all queries performed in Supportive Data. . . . Call Taker, the system will -
e the call detail record systems, including: call from internal systems, ) ’ Y 3
- database. 103 Other sources of data stream data, call detail including: call stream '”VF"fe the DM-SCIER o
1%} include: telematics, computer record data, and GIS. data, call detail record activity.

S SR-OSSDT-07-02: The aided dispatch (CAD), call SR-OSSDT-05-02: The data, and GIS. Legend

e

2

>

3

(a4

External
Data Source

External and
Internal
Data Sources

L@

Activity: [CR-OSSDT] Obtain Supportive or Supplemental Data Post Call Delivery

9-1-1 PSAP Operations Segment: CR | 5-31
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End Call [CR-ENDCL]

Role(s): CT, PA
Proof-of-Concept: Yes
References: NENA 08-501, NRIC VII-1B

Goal:

Terminate existing call and return
to ready to accept next call.

Description:

The call taker ends a call. This is done only when
it is safe to do so, and is preceded by a verbal
announcement in accordance with established
standards and operational best practices.

Assumptions:

High-Level Requirements:

Recommended for
Proof-of-Concept

Role Key
ALL - ALL Roles
CT - Call Taker

DB - Database Administrator
NA - Network Adminstrator
PA - PSAP Adminstrator

SA - System Administrator
SYS - NG9-1-1 System
911AUTH - 9-1-1 Authority

FR-ENDCL-01 The system shall provide the capability to terminate a call.

SR-ENDCL-02 The system shall terminate all communication links associated with the call.

5-32 | 9-1-1 PSAP Operations Segment: CR
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9-1-1 PSAP Operations [PSAP] |:| Recommended for
Proof-of-Concept

Call Records Management [CR] Role Key

Transfer Call Records [CR-TRCIN] ALL AL Roles

DB - Database Administrator
NA - Network Adminstrator
PA - PSAP Adminstrator

SA - System Administrator
SYS - NG9-1-1 System
911AUTH - 9-1-1 Authority

Role(s): CT, PA
Proof-of-Concept: Yes
References: N/A

Goal: call records to other call takers, dispatchers,
responders, or other authorized entities with

or without a simultaneous conference call.

Transfer all Essential, Supportive, Supplemental,
and/or manually-entered data concerning the
call to the appropriate responding agency
dispatch or other authorized entity.

Assumptions:

Description:

This activity supports the capability for a call
taker to electronically transfer or forward

unQ "bay 3oy "oung | sasen asn "dey | uanQ asuidiajugz| uoionpoauj I | |

Version 2.0 | October 10, 2007

©
= Information Transaction Inventory (ITI):
g
> From Originator To Recipient
? Information Transaction From Originator From System From Mode To Recipient To System Content (What) Frequency Media Type
? (Role Type Code)* (System Code)* (Role Type Code)* (System Code)*
E ITI-TRCIN-01 |Read Permission Rules System Business Rules | Electronic | System CPE Transmission permissions for sending Real-time, Text
i Database data to the selected intended recipient. ad hoc
3 ITI-TRCIN-02 |Read Transfer Protocols System Business Rules | Electronic | System CPE Protocols for system transfer of Real-time, Text
b Database selected data to intended recipient. ad hoc
‘:: ITI-TRCIN-03 | Read Transfer Data Caller Call Stream Electronic | System CPE Data for transmission to recipient. Real-time, Text
" Data ad hoc
E; ITI-TRCIN-04 | Read Transfer Data System Call Detail Electronic | System CPE Data for transmission to recipient. Real-time, Text
_g Record ad hoc
' Database
ITI-TRCIN-05 |Update Record of System CPE Electronic | System Call Detail The following information about the transfer Real-time, Text,
Transfer Attempt Record attempt: a) time initiated, b) date of transfer, ad hoc Graphics,
Database c¢) summary of data for transfer, d) intended Video
recipient, €) agency of intended recipient, f)
IP address of intended recipient, g) call taker
> initiating transfer, h) associated call ID, 1) method
% of transfer, ) reason for/circumstances of transfer.
% ITI-TRCIN-06 | Update Record of Transmission | System CPE Electronic | System Call Detail Acknowledgement of successful or Real-time, Text
] Success/Failure Record unsuccessful call record transmission. ad hoc
— Database




NG9-1-1 System Description & Requirements Document

Activity: [CR-TRCIN] Transfer Call Records; Data Transfer
Service Area: Call Records Management [CR]
Role(s): CT, PA

Facilitator: Brad Colvin Modified on 10/05/07 @09:46

Analyst: Dan Landau
Domain Expert: Roger Hixson, Rick Jones, Jim Lockard

Operations (Presentation)

Display Acknowledgement
to Originating Source

Data Transfer
Permission Denied Alert

Entry Points

CP-ECONF

CT-PNWBS

CP-IDRES

Message The Been
Received / Not Received

Permiss
to Originating Source

Operations

Application (System)

Send data to approved
recipient and log the data

transfer
c A A SF__Check SF__Determine ® SF__Read ‘ ‘ CT-PNWBS SF__Data Receipt Similarly, generate
i) Permission to Bata Transf What Data to Send Authorized Data to Provide Acknowledgement: transmission failure alerts
-.C_U‘ Send Data to aptjll rar(;i er Yes—p » be Sent: Network » Generate an ACK ¢
9 Recipient owed: From call stream/ Bridging that data received
6_ call record Services by destination
<CEL Based on
pre-established Undat
permission rules Update paate
Peinizgion Read Read Read Record of Record of Data
Rules Transfer Protocols | Transfer Data Transfer Data Transfer Attempt Transmission
Success/Failure

|
Call Detail Record
Database

]
-
o
o
g
0
o
)
)
)

Business Rules Business Rules Call Recording Call Detail Record
Database Database Database Database
Requirements / Description

@ FR-TRCIN-01: The

|
DR
o
Call Stream

EL-07 Those within the DR-TRCIN-O4: The @ SR-TRCIN-02: The SR-TRCIN-02-03: The

A EL-03 A snapshot of the

PSAP system have physical
access to the data
repositories, so no "transfer
is necessary.

EL-02 CR-TRCIN must

Business Rules
database shall contain
permission rules for
data transfers.

system shall provide
the capability to
transfer a call record.

recording is transferred at
the moment of Conference
acceptance and the

recording continues locally.
FR-TRCIN-01-01: The
system shall provide

system shall log the

transfer of call records.

SR-TRCIN-02-01: The
system shall log data
transfer attempts,
including: a) transfer

system shall display an
acknowledgement
message of data
receipt to the
originating requestor
upon successful call
record transfer.

9-1-1 Sys. Admin.

A EL-04 Receiving center will
have its own recording
through CR-RCCAL.

the capability transfer
call records only to
those permitted.

receive a destination (EPAD
may be used as an external
source).

request date/time, b)
notification of transfer
success/failure date/
time, c) transfer
requestor, d) intended
recipient, e) transferred
data.

SR-TRCIN-02-02: The
system shall display a
message that data was
not received to the
originating requestor
upon failed call record
transfer.

3
-3
(]
‘
>
(2]
)
&
1
(-]

Requirements / Description

Activity: [CR-TRCIN] Transfer Call Records

October 10, 2007 | Version 2.0 9-1-1 PSAP Operations Segment: CR | 5-35
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Func. Act/ Req. Ovr. | Cap. Use Cases | Enterprise Over.

9-1-1 PSAP OpPerRATIONS SEGMENT BT \Vi[5 W ;1T

5.4 Geospatial
Visualization [GV]

[GV-DSGEO] Display Geospatial Data
Role: CT

Proof-of-Concept: Yes

References: N/A

Goal: Display location and geospatial information on
amap.

[GV-MPGEO] Manipulate Geospatial Data
Role: CT, PA

Proof-of-Concept: No

References: N/A

Goal: Manipulate location and geospatial
information.

5.4 Geospatial Visualization

The Geospatial Visualization Service
Area (Figure 5-4) provides the call taker
with the capabilities for visualizing and
analyzing call information on a map.

9-1-1 Sys. Admin.

9-1-1 Sys. Ops.

October 10, 2007 | Version 2.0

Figure 5-4: Geospatial Visualization Service Area
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NG9-1-1 System Description & Requirements Document %

Display Geospatial Data [GV-DSGEO]

Role(s): CT
Proof-of-Concept: Yes
References: N/A

Goal:

Display location and geospatial
information on a map.

Description:

This activity provides basic geographic
information system functions and includes a
graphical interface that displays data geospatially
on a map. This interface may be used for the
graphical specification of geospatial objects. This
activity will allow the call taker to save data
displayed within the graphical interface to the
Call Record as a shape file for use at a later time.

Basic GIS functions such as zoom and pan
are supported. This activity will display

High-Level Requirements:

all geospatially-stored data for the system

to include geospatial reference baseline

object footprints, image footprints, and map
feature data as a set of objects rendered

on the display. Additional data may be
displayed via symbols placed at the geospatial
coordinate linked to the geospatial object.

Visual filtering will be available in a data
driven fashion against any displayed GIS
layer type. GIS Layer types include, but are
not limited to, image footprints, geographic
features, and buildings, roads, and borders.
Visual filtering is applied against the selected
visible layers in the display. Layers may be
turned off and on as the user requires.

Assumptions:

I:l Recommended for

Proof-of-Concept

Role Key
ALL - ALL Roles

CT - Call Taker

DB - Database Administrator
NA - Network Adminstrator
PA - PSAP Adminstrator

SA - System Administrator
SYS - NG9-1-1 System
911AUTH - 9-1-1 Authority

FR-DSGEO-01 The system shall provide the capability to display a map for context.
FR-DSGEO-02 The system shall provide capability to display a Caller Location on a map
FR-DSGEO-03 The system shall provide the capability to display a Emergency Location on a map.
FR-DSGEO-04 The system shall provide the capability to zoom on the display.
FR-DSGEO-05 The system shall provide the capability to pan on the display
FR-DSGEO-06 The system shall provide the capability to display three-dimensional renderings.
DR-DSGEO-07 The system shall provide the capability to store shape files.
FR-DSGEO-08 The system shall provide the capability to select a GIS layer type for display.
FR-DSGEO-09 The system shall provide the capability to display the emergency

responders associated with a Caller Location on the map.
FR-DSGEO-10 The system shall provide the capability to display the emergency

responders associated with an Emergency Location on the map.

5-38 | 9-1-1 PSAP Operations Segment: GV

SR-DSGEO-11 The system shall display the emergency responders
associated with a Caller Location on the map.
SR-DSGEO-12 The system shall display the emergency responders associated

with an Emergency Location on the map.

Version 2.0 | October 10, 2007




NG9-1-1 System Description & Requirements Document

Recommended for
Proof-of-Concept

Role Key

Manipulate Geospatial Data [GV-MPGEO] crcataar

DB - Database Administrator

Role(s): CT, PA NA - Network Adminstrator
PA - PSAP Adminstrator

Proof-of-Concept: False iy
SA - System Administrator

References: N/A SYS - NG9-1-1 System
911AUTH - 9-1-1 Authority

Goal: the GV-DGEO functional activity are supported.

Manipulate location and geospatial information. This activity supports the gathering of
information to enable the distribution

of emergency notification services.

Description:

This activity provides the capability to manipulate Assumptions:
geospatial data. The call taker is able to graphically
specify query parameters to include polygon,
rectangle, circle, ellipse, and point. Allows the

call taker to define bounding box(es) on a map as e
the initial criteria for a search. Search results will o
be presented as plots on the map. This activity E
allow the call-taker to save data manipulated =
within the graphical interface to the Call Record ;:
as a shape file for use at a later time. All the basic "
geographic information system functions from g
5
High-Level Requirements: 3
&
(]
FR-MPGEO-01 The system shall provide the capability to manipulate the map. ‘Z"
FR-MPGEO-02 The system shall provide the capability to draw geometric shapes on the map. ;
FR-MPGEO-03 The system shall provide the capability to draw geometric
shapes on the three dimensional rendering.
FR-MPGEO-04 The system shall provide the capability to search the NG9-
1-1 data repositories by the selected geometric shape.
FR-MPGEO-05 The system shall provide the capability to display query results geospatially.
FR-MPGEO-06 The system shall provide the capability to display the
emergency responders for a given polygon.
SR-MPGEO-07 The system shall display the emergency responders for a given polygon.

October 10, 2007 | Version 2.0 9-1-1 PSAP Operations Segment: GV | 5-39
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5.5 PSAP Administration
[PA]

[PA-DECHP] Define and Establish Call Handling
Protocols

Role: PA, SA

Proof-of-Concept: Yes

References: NENA 08-501, NRIC VII-1B

Introduction

Goal: Ensure proper and efficient call handling and
compliance with PSAP processes and best practices
through the creation and automation of protocols and
procedures.

[PA-SCHST] Schedule Staff

Role: PA

Proof-of-Concept: No

References: NENA 08-501, NRIC VII-1B

Goal: Ensure the staffing level is set to handle the

9-1-1 PSAP OPERATIONS SEGMENT 1T AVil0 W -V:1TY

Func. Act/ Req. Ovr. | Cap. Use Cases | Enterprise Over.

)
5.5 PSAP Administration &
o
.. . . . <
The PSAP Administration Service Area (Figure @
5-5) describes the capabilities and rules needed T
[P0 TC] Create Specialized Cal Taker Groups for establishing call handling procedures, S
Proof-of-Concept: No managing ACD, and scheduling appropriate E
fgferences: NENA 08-501, NENA 58-001, NRIC V- staff levels. The PSAP Administrator role -
performs activities within this service area. g
Goal: Create specialized call taker groups to be used “’_’
in conjunction with call distribution rules. -
o
)
[- X
o
*
>
("}
<
[PA-MACDR] Manage Automatic Call Distributor g
Rules
Role: PA, SA

Proof-of-Concept: No
References: NENA 08-501, NENA 58-001, NRIC VII-
1B

Goal: Create, manage, and distribute rules and
policies governing the distribution of incoming 9-1-1
calls and automatic event alerts, along with the
associated data to call takers.

Figure 5-5: PSAP Administration Service Area

October 10, 2007 | Version 2.0
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Define and Establish Call Handling Protocols [PA-DECHP]

Role(s): PA, SA
Proof-of-Concept: Yes
References: NENA 08-501, NRIC VII-1B

Goal:

Ensure proper and efficient call handling
and compliance with PSAP processes and
best practices through the creation and
automation of protocols and procedures.

Description:

The PSAP Administrator promulgates call handling
procedures based on 9-1-1 PSAP CPE, incident
type, and data sources accessed by the call taker.
PSAP Administrators are able to define, update,
and delete call handling procedures as needed. Call
handling procedures are entered during this activity
to facilitate the presentation of the procedure to call
takers during call processing, based on Call Type

and the call taker’s training and knowledge. This
activity captures and supports the customization
of call handling procedures based on jurisdiction-
specific policies, procedures, and best practices.

Assumptions:

High-Level Requirements:

Recommended for
Proof-of-Concept

Role Key
ALL - ALL Roles

CT - Call Taker

DB - Database Administrator
NA - Network Adminstrator
PA - PSAP Adminstrator

SA - System Administrator
SYS - NG9-1-1 System
911AUTH - 9-1-1 Authority

The system shall provide the capability to generate statistical or call specific
reports of a call taker’s compliance with call handling procedures.

The system shall provide the capability for a call taker to select the
appropriate call handling procedure based on the Call Type.

The system shall store the data that measures the compliance of each call taker.

The system shall provide the capability to read the data
that measures the compliance of each call taker.

The system shall provide the capability to sort the data
that measures the compliance of each call taker.
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FR-DECHP-01 The system shall provide the capability for PSAP FR-DECHP-08
administrator to input call handling procedures.
SR-DECHP-02 The system shall provide a unique identifier for each call handling procedure. FR-DECHP-09
SR-DECHP-03 The system shall display a call handling procedure to a call taker.
FR-DECHP-04 The system shall provide the capability for a PSAP DR-DECHP-10
administrator to edit call handling procedures. FR-DECHP-11
FR-DECHP-05 The system shall provide the capability for a PSAP
administrator to suspend call handling procedures. FR-DECHP-12
FR-DECHP-06 The system shall provide the capability for a PSAP
administrator to delete call handling procedures.
FR-DECHP-07 The system shall provide the capability to measure a call
taker's compliance with a call handling procedure.
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Schedule Staff [PA-SCHST]

Role(s): PA
Proof-of-Concept: False
References: NENA 08-501, NRIC VII-1B

Goal: professional training, vacation, and/or sick leave.

Ensure the staffing level is set to
handle the call volume.

Assumptions:

Description:

The PSAP Administrator plans, establishes, and
publishes staffing levels based on busy hour(s),
busy day(s), busy season(s), and special events held
in the PSAP’s jurisdiction. The system facilitates
the generation of staffing levels using optimization
rules and long-term scheduling supported by

call volume and distribution data. Schedule and
staffing information is shared with appropriate
agencies to reflect and balance joint needs. Staffing
absences may include, but are not limited to,

High-Level Requirements:

NG9-1-1 System Description & Requirements Document

Recommended for
Proof-of-Concept

Role Key
ALL - ALL Roles

CT - Call Taker

DB - Database Administrator
NA - Network Adminstrator
PA - PSAP Adminstrator

SA - System Administrator
SYS - NG9-1-1 System
911AUTH - 9-1-1 Authority

FR-SCHST-01 The system shall support the allocation of resources
supporting multiple staffing levels.
FR-SCHST-02 The system staffing levels shall be based on a) busy hour(s), b) busy day(s),
¢) busy season(s), and d) special event data (for example, call taker training).
FR-SCHST-03 The system shall provide the capability for an approved user, as defined
by user account data, to overwrite the system staffing level.
FR-SCHST-04 The system staffing level shall account for the scheduling of staft absences.
FR-SCHST-05 The system shall provide the capability to share scheduling information
SR-SCHST-06 The system shall use Erlang or similar centum call second (CCS)
measurement to determine staffing requirements versus number of calls.
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Create Specialized Call Taker Groups [PA-CSCTG]

Role(s): PA

Proof-of-Concept: False
References: NENA 08-501, NENA 58-001, NRIC VII-1B

Goal:

Create specialized call taker groups to be used
in conjunction with call distribution rules.

Description:

This activity enables the PSAP Administrator

to define ACD groups based on call taker
training level, skill set, and experience level.
ACD groups can be assigned to an ACD rule to
facilitate the management of call volume and the
automatic distribution of calls to the call taker.

Assumptions:

High-Level Requirements:

I:l Recommended for

Proof-of-Concept

Role Key
ALL - ALL Roles

CT - Call Taker

DB - Database Administrator
NA - Network Adminstrator
PA - PSAP Adminstrator

SA - System Administrator
SYS - NG9-1-1 System
911AUTH - 9-1-1 Authority

FR-CSCTG-10 The system shall provide the capability to add call takers to an
ACD group who are not physically located in a PSAP.

FR-CSCTG-11 The system shall provide the capability to delete call takers
from an ACD group from a remote location.

FR-CSCTG-12 The system shall provide the capability to restore ACD groups.

FR-CSCTG-13 The system shall provide the capability to save ACD groups.

FR-CSCTG-01 The system shall provide the capability to create ACD groups.
SR-CSCTG-02 The system shall support multiple ACD groups.
FR-CSCTG-03 The system shall provide the capability to read ACD groups.
FR-CSCTG-04 The system shall provide the capability to assign a call taker to an ACD

group by a) call taker training level, b) skill, and c) experience level.
FR-CSCTG-05 The system shall provide the capability to assign

multiple call takers to an ACD group.
FR-CSCTG-06 The system shall provide the capability to update ACD groups.
FR-CSCTG-07 The system shall provide the capability to suspend ACD groups.
FR-CSCTG-08 The system shall provide the capability to delete ACD groups.
FR-CSCTG-09 The system shall provide the capability to add call takers

to an ACD group from a remote location.
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Manage Automatic Call Distributor Rules [PA-MIACDR]

Role(s): PA, SA
Proof-of-Concept: False

References: NENA 08-501, NENA 58-001, NRIC VII-1B

Goal:

Create, manage, and distribute rules and
policies governing the distribution of incoming
9-1-1 calls and automatic event alerts, along
with the associated data to call takers.

Description:

This activity addresses the need to distribute 9-1-1
call volume among call takers for the sake of
maximizing call processing service and efficiency.
Depending on the nature and operating policy of
the PSAP involved, related rules may include,

but are not limited to, automatic distribution

that is a function of information provided by

the caller, data on callers and incident locations,

High-Level Requirements:

and other system parameters. The activity, by
definition, also includes the distribution of call
event data in accordance with the rules involved.

This activity supports the proper routing of calls
to the first available or most appropriate call taker
A PSAP Administrator defines the routing strategy
to be used within a PSAP. The routing strategy

is a rule-based set of instructions provided to the
ACD to ensure proper handling of calls. PSAP
Administrators define call distribution rules based
on standards and operational best practices.

Assumptions:

NG9-1-1 System Description & Requirements Document

I:l Recommended for

Proof-of-Concept

Role Key
ALL - ALL Roles
CT - Call Taker
DB - Database Administrator
NA - Network Adminstrator
PA - PSAP Adminstrator
SA - System Administrator
SYS - NG9-1-1 System
911AUTH - 9-1-1 Authority

FR-MACDR-01 The system shall provide the capability to create ACD rules.
FR-MACDR-02 The system shall provide the capability to read ACD rules.
FR-MACDR-03 The system shall provide the capability to update ACD rules.
FR-MACDR-04 The system shall provide the capability to delete an ACD rule.
FR-MACDR-05 The system shall provide the capability to suspend an ACD rule.
SR-MACDR-06 The system shall provide the capability to restore an ACD rule.
FR-MACDR-07 The system shall provide the capability to assign
ACD groups to a call distribution rule.
FR-MACDR-08 The system shall provide the capability to define ACD rules
based on a) call taker availability, b) call taker expertise, c)
ACD group, and d) direct number identification.
FR-MACDR-09 The system shall provide the capability to distribute ACD rules.
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Introduction

SECTION 6: 9-1-1 SYSTEM ADMINISTRATION SEGMENT

The 9-1-1 System Administration Segment
(refer to Figure 2-10) describes the capabilities
needed and rules for sharing information,
collaborating, assigning work tasks, maintaining
security standards, training, and configuring

the 9-1-1 Enterprise (Figure 2-1).
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6.1 System Management
[SM]

[SM-CRROL] Create and Define Roles

Role: PA, SA

Proof-of-Concept: No

References: ECRIT, NENA 08-501, NENA-i3, NRIC
VII-1B, NRIC VII-1D

Goal: Create, manage, and assign roles within the
system.

[SM-MUSER] Manage User Accounts

Role: SA

Proof-of-Concept: No

References: ECRIT, NENA 08-501, NENA-i3, NRIC
VII-1B, NRIC VII-1D

Goal: Provide the capability to enable the creation,
modification, suspension, and deletion of system
accounts. Provide the capability to build user
permissions/views with appropriate access to
allowable systems, networks, and databases.
Provide the capability for only those system
administrators with proper authority to create and
modify/update user accounts.

[SM-PLCFC] Planning Configuration Changes
Role: DBA, SA

Proof-of-Concept: No

References: N/A

Goal: Ensure that the system and necessary network
configurations adequately support the system and
network desired functions and capabilities.

Figure 6-1: System Management Service Area

October 10, 2007
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6.1 System Management

The System Management Service Area (Figure
6-1) activities are focused on ensuring that, for
the sake of optimal performance and service,
users and organizations within the NG9-1-1
Enterprise systems have access to all their desired
and required functions, applications, and data. It
is understood and acknowledged that some of
these functions may either occur outside the 9-1-1
enterprise, and/or be affected by related activities
within the broader public safety world to ensure
proper and effective coordination and service
delivery across 9-1-1 call delivery, emergency
response, and incident management service
environments. With that in mind, this service
area includes management of user accounts,
access control, hardware and software resources

identification and location, and license information

at appropriate system and intra-system levels.
Management of these system activities may be
performed by authorized individuals as agreed
upon by public safety authorities at all levels.

Introduction

9-1-1 PSAP Ops. | Func. Act/ Req. Ovr. | Cap. Use Cases | Enterprise Over.
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NG9-1-1 System Description & Requirements Document

Recommended for
Proof-of-Concept

Role Key
ALL - ALL Roles

CT - Call Taker

DB - Database Administrator
NA - Network Adminstrator
PA - PSAP Adminstrator

SA - System Administrator
SYS - NG9-1-1 System
911AUTH - 9-1-1 Authority

Create and Define Roles [SM-CRROL]

Role(s): PA, SA
Proof-of-Concept: False
References: ECRIT, NENA 08-501, NENA-i3, NRIC VII-1B, NRIC VII-1D

create tools, information sources, databases, and management staff, and system administrators.
organizational templates to provide, adjust, and
maintain access for users, based on their user
groups. Specific role information is assigned
according to a predefined set of role descriptions
and rules, and to defined group responsibilities

and functions. Examples of such high-level user
groups include, but are not limited to, call taker
categories (e.g., entry level call taker, senior call
taker, supervising call taker), database maintenance
and management staff, network maintenance and

Goal: access attributes are assigned. Access attributes,

in this instance, relate to privileges assigned to
high-level groups based on group functions, roles,
and responsibilities. Creating and defining roles
includes the provision of system capabilities to
control access to system databases, directories,
files, programs, and applications. This activity is
based, in part, on authentication policies established
between internal and external systems through
which information is shared and distributed. This

activity also allows the System Administrator to

Create, manage, and assign roles within the system.

Assumptions:

System security and efficiency will
require structured access to system
functions and applications.

Description:

This activity provides the capability for system
administrators to manage the higher-level user
group accounts from which individual user
accounts are derived and the specific user group

6-4 | 9-1-1 System Administration Segment: SM

©
:: High-Level Requirements:
)
2
o
¥ FR-CRROL-01 The system shall provide the capability to create system access roles. FR-CRROL-13 The system shall provide the capability to delete group
€ FR-CRROL-02 The system shall provide the capability to create group accounts based on system access roles.
';,‘ accounts based on system access roles. FR-CRROL-14 The system shall provide the capability to save group
E FR-CRROL-03 The system shall provide the capability to create accounts based on system access roles.
g organizational templates for user roles. FR-CRROL-15 The system shall provide the capability to read
7 FR-CRROL-04 The system shall provide the capability for a system administrator organizational templates for user roles.
e to assign system access permissions to a role. FR-CRROL-16 The system shall provide the capability to update
'; FR-CRROL-05 The system shall provide the capability for a system administrator organizational templates for user roles.
% to assign information sources (that is, resources for data and FR-CRROL-17 The system shall provide the capability to delete
° information essential to system function, such as location and event organizational templates for user roles.
o descriptive information, telematics data, and medical hi FR-CRROL-18 The system shall provide the capability to save
FR-CRROL-06 The system shall provide the capability for a system organizational templates for user roles.
administrator to assign system tools to a role. FR-CRROL-19 The system shall provide the capability to create a system organization (that
FR-CRROL-07 The system shall provide the capability to read system access roles. is, a 9-1-1 enterprise comprised of interconnected networks and PSAPs
FR-CRROL-08 The system shall provide the capability to update system access roles. supporting a defined 9-1-1 authority responsibility and jurisdictional area).
FR-CRROL-09 The system shall provide the capability to delete system access roles. FR-CRROL-20 The system shall provide the capability to read a system organization.
FR-CRROL-10 The system shall provide the capability to save system access roles. FR-CRROL-21 The system shall provide the capability to update a system organization.
FR-CRROL-11 The system shall provide the capability to read group FR-CRROL-22 The system shall provide the capability to delete a system organization.
accounts based on system access roles. FR-CRROL-23 The system shall provide the capability to save a system organization.
FR-CRROL-12 The system shall provide the capability to update group
accounts based on system access roles.
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Manage User Accounts [SM-MUSER]

Role(s): SA

Proof-of-Concept: False
References: ECRIT, NENA 08-501, NENA-i3, NRIC VII-1B, NRIC VII-1D

Goal:

Administrators create the authorization for a

Provide the capability to enable the creation,
modification, suspension, and deletion of
system accounts. Provide the capability to
build user permissions/views with appropriate
access to allowable systems, networks, and
databases. Provide the capability for only those

user to access system accounts, either locally or
from a remote location. This activity provides
the capability to build specific user permissions
and views with appropriate access to allowable
tools, systems, networks, and databases.

User account management can be performed
for all distributed system components.

system administrators with proper authority

to create and modify/update user accounts.

Description:

Account creation requests contain the name,
e-mail address, employee username, organization,
and roles requested. Administrators can modify
the organization and roles requested. A user

may be assigned to multiple organizations or

This activity provides the capability for system
administrators to create and manage user accounts.

maintain multiple roles within the system. A
user is assigned a role for each organization
level with which he or she is associated.

High-Level Requirements:

Assumptions:

NG9-1-1 System Description & Requirements Document

I:l Recommended for

Proof-of-Concept

Role Key
ALL - ALL Roles
CT - Call Taker
DB - Database Administrator
NA - Network Adminstrator
PA - PSAP Adminstrator
SA - System Administrator
SYS - NG9-1-1 System
911AUTH - 9-1-1 Authority

System security and efficiency will
require structured access to system
functions and applications.

FR-MUSER-01 The system shall provide the capability to create user operational environments.
FR-MUSER-02 The system shall provide the capability to assign a role to a user account.
FR-MUSER-03 The system shall provide the capability to create user accounts.
FR-MUSER-04 The system shall provide the capability to update user accounts.
FR-MUSER-05 The system shall provide the capability to delete user accounts.
FR-MUSER-06 The system shall provide the capability to suspend user accounts.
FR-MUSER-07 The system shall provide the capability to read user operational environments.
FR-MUSER-08 The system shall provide the capability to update user operational environments.
FR-MUSER-09 The system shall provide the capability to delete user operational environments.
FR-MUSER-10 The system shall provide the capability to save user operational environments.
FR-MUSER-11 The system shall provide the capability to read user accounts.
FR-MUSER-12 The system shall provide the capability to save user accounts.
FR-MUSER-13 The system shall provide the capability for a system

administrator to view user account requests.

October 10, 2007 | Version 2.0
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NG9-1-1 System Description & Requirements Document %

Recommended for
Proof-of-Concept

Role Key

Planning Configuration Changes [SM-PLCFC] crcataar

DB - Database Administrator

Role(s): DBA, SA NA - Network Adminstrator
PA - PSAP Adminstrator

Proof-of-Concept: False iy
SA - System Administrator

References: N/A SYS - NG9-1-1 System
911AUTH - 9-1-1 Authority

Goal: and planning for and responding to changing
service environments, growth, upgrades and
enhancements, and other such change dynamics.

Ensure that the system and necessary network
configurations adequately support the system
and network desired functions and capabilities.

Assumptions:

Description:

This activity specifically supports system and
network(s) functions and capabilities, and ensures
that system and network configurations are
optimally designed to maximize performance.
Generally this activity addresses the overall
design of system and network configurations,
building on architectural decisions performed at
the system level. Additionally, it emphasizes the

*sdQ dVSd }-1-6

©
N activity involved in evaluating system performance
7
:
P High-Level Requirements:
©
g
2 FR-PLCFC-01 The system shall provide the capability to monitor system performance.
§ FR-PLCFC-02 The system shall provide the capability to collect system performance metrics.
. FR-PLCFC-03 The system shall provide the capability to aggregate system performance metrics.
FR-PLCFC-04 The system shall provide the capability to model system configuration changes.
FR-PLCFC-05 The system shall provide the capability to deploy system configuration changes.
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6.2 Data Management [DM]

[DM-MNDBA] Manage Database Access
Role: DBA

Proof-of-Concept: No

References: ECRIT, NENA 08-501, NENA-i3, NRIC
VII-1B, NRIC VII-1D

Goal: Provide, support, and manage the capability to
access the enterprise database(s) and to allow the
distribution of data contained within those
database(s).

[DM-MNDBT] Manage Database Auditing
Role: DBA

Proof-of-Concept: No

References: NENA-i3, NRIC VII-1B, NRIC VII-1D

Goal: Provide the capability to audit the specified
user and maintenance activities against the
enterprise database.

9-1-1 SysTEMm ADMINISTRATION SEGMENT E-T3\Vi[ W 1.

[DM-MNDBP] Manage Database Performance
Role: DBA

Proof-of-Concept: No

References: ECRIT, NENA 08-501, NENA-i3, NRIC
VII-1B, NRIC VII-1D

Goal: Provide the capability to monitor and report on
the operational performance of the enterprise
databases.

[DM-MNDBI] Manage 9-1-1 Interface and Protocol
Availability and Usage

Role: SA

Proof-of-Concept: Yes

References: NENA 08-501, NENA-i3, NRIC VII-1B,
NRIC VII-1D

Goal: Ensure the availability of necessary and
beneficial data interfaces and communication
protocols to support call processing and emergency
response.

[DM-PDBSR] Perform Database Save & Recovery
Role: DBA

Proof-of-Concept: No

References: NENA 08-501, NENA-i3, NRIC VII-1B,
NRIC VII-1D

Goal: Provide the capability to back up and save
enterprise database(s), along with the archiving of
appropriate system data. Provide the capability to
recover and restore the enterprise databases based
on previous backups.

[DM-SCIER] Submit Caller Information Error Report
Role: CT, DBA

Proof-of-Concept: No

References: N/A

Goal: Submit caller information error report to the
originating data provider for correction.

Figure 6-2: Data Management Service Area

October 10, 2007 | Version 2.0

6.2 Data Management

The Data Management Service Area (Figure 6-2)
provides activities needed to monitor, restore,
and assign access or distribution privileges for
all of the NG9-1-1 databases. Service area
activities also provide database administrators
with views into database performance and
resource allocation. The database administrator

is the primary role for these activities.

Introduction
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Manage Database Access [DM-MNDBA]

Role(s): DBA
Proof-of-Concept: False
References: ECRIT, NENA 08-501, NENA-i3, NRIC VII-1B, NRIC VII-1D

Goal:

privileges required for the distribution of data

Provide, support, and manage the capability
to access the enterprise database(s)

and to allow the distribution of data
contained within those database(s).

Description:

to authorized and interested data users (internal
and external to the 9-1-1 system). Tools (access
utilities, passwords, trust policies, validation
utilities, and other forms of access and data
distribution control) will be implemented to
ensure that access and the availability of data is
limited to authorized personnel and user groups
based on their functional need and responsibility.
It is noted that such functions are normally

This activity addresses the need to provide,
maintain, and oversee access to functional
databases essential to, and/or beneficial to,

the delivery and processing of a NG9-1-1
communications event (e.g., location and validation
functions, telematics and ACN data, medical

components of database management system
(DBMS) applications and tools that support

the creation, storage, retrieval, and general
management of information and data in critical
system databases. The deployment of such tools
may be a logical extension of this activity.

information, pictorial and graphical descriptive
information). This activity also defines the access

High-Level Requirements:

Assumptions:

Recommended for
Proof-of-Concept

Role Key
ALL - ALL Roles

CT - Call Taker

DB - Database Administrator
NA - Network Adminstrator
PA - PSAP Adminstrator

SA - System Administrator
SYS - NG9-1-1 System
911AUTH - 9-1-1 Authority

FR-MNDBA-01 The DBMS shall provide the capability to change
database parameters for each data source.
FR-MNDBA-02 The DBMS shall provide the capability to change permissions for
individual connections between data sources and enterprise databases.
FR-MNDBA-03 The DBMS shall provide the capability to access
database tables for each data source.
FR-MNDBA-04 The DBMS shall provide the capability to authenticate
user account access to data stores.
FR-MNDBA-05 The DBMS shall provide the capability to audit user account access to data stores.
FR-MNDBA-06 The DBMS shall provide database administrators the
capability to grant access to data stores.
FR-MNDBA-07 The DBMS shall provide the capability for a database administrator
to access data dictionaries for database metadata review.

6-8 | 9-1-1 System Administration Segment: DM

FR-MNDBA-08 The DBMS shall provide the capability to change system-level database parameters.
FR-MNDBA-09 The DBMS shall provide the capability to change the

system permissions for each data source.
FR-MNDBA-10 The DBMS shall provide the capability to change the

object permissions for each data source.
FR-MNDBA-11 The DBMS shall provide the capability to create system databases.
FR-MNDBA-12 The DBMS shall provide the capability to read system databases.
FR-MNDBA-13 The DBMS shall provide the capability to update system databases.
FR-MNDBA-14 The DBMS shall provide the capability to delete system databases.
FR-MNDBA-15 The DBMS shall provide the capability to save system databases.
FR-MNDBA-16 The DBMS shall provide the capability to monitor connections to system databases.
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B=5 NG9-1-1 System Description & Requirements Document

Recommended for
Proof-of-Concept

Role Key

Manage Database Performance [DM-MNDBP] ALL- AL Roles

DB - Database Administrator
NA - Network Adminstrator

Role(s): DBA
Proof-of-Concept: False PA - PSAP Adminsirator
X SA - System Administrator
References: ECRIT, NENA 08-501, NENA-i3, NRIC VII-1B, NRIC VII-1D SYS - NGO-1-1 System
911AUTH - 9-1-1 Authority
Goal: Assumptions:

Provide the capability to monitor and report on the
operational performance of the enterprise databases.

Description:

This activity provides the capability to gauge
and document the performance of operational
databases, with the intent of maximizing their

performance. Specifically, the activity involves &
the effective use of database and software tools o
to tune database functions for optimum use, and 5
diagnose problems, both existing and potential. =
&
£
-§
<
&
High-Level Requirements: 5
-
(]
FR-MNDBP-01 The DBMS shall provide the capability to monitor the FR-MNDBP-11 The DBMS shall provide the capability to monitor @
operational performance of the enterprise databases. database performance alert thresholds. E
FR-MNDBP-02 The DBMS shall provide the capability to report on the FR-MNDBP-12 The DBMS shall provide the capability to execute database performance trending.
operational performance of the enterprise databases.
SR-MNDBP-03 The DBMS shall collect database performance statistics.
FR-MNDBP-04 The DBMS shall provide the capability to sort database performance statistics.
SR-MNDBP-05 The DBMS shall store database performance statistics.
FR-MNDBP-06 The DBMS shall provide the capability to search database performance statistics.
FR-MNDBP-07 The DBMS shall provide the capability to create a database performance alert.
FR-MNDBP-08 The DBMS shall provide the capability to read a database performance alert.
FR-MNDBP-09 The DBMS shall provide the capability to update a database performance alert.
FR-MNDBP-10 The DBMS shall provide the capability to delete a database performance alert.
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Manage 9-1-1 Interface and Protocol Availability and Usage [DM-MNDBI]

Role(s): SA
Proof-of-Concept: Yes

References: NENA 08-501, NENA-i3, NRIC VII-1B, NRIC VII-1D

Goal:

Ensure the availability of necessary and beneficial
data interfaces and communication protocols to
support call processing and emergency response.

Description:

This activity addresses necessary and beneficial
interfaces and communication protocols associated
with the call processing function to ensure effective
emergency response. Said interfaces include, but
are not limited to, call processing to achieve the
first responder (i.e., CAD interface) handofts, as
well as other data streams that may support and/or
enhance incident management and event outcome.
Communication protocols ensure the effective and

High-Level Requirements:

reliable provision of necessary services to support
call processing and emergency response. The
NG9-1-1 system must be capable of incorporating
and communicating with the protocols necessary
for programmatic interaction with existing and/
or legacy systems in a fashion which does not
require modification of said systems. Where
possible, preference should be given to open,
industry-proven standards in anticipation of the
need to incorporate future systems and technologies
into the NG9-1-1 system architecture.

Assumptions:

I:l Recommended for

Proof-of-Concept

Role Key
ALL - ALL Roles

CT - Call Taker

DB - Database Administrator
NA - Network Adminstrator
PA - PSAP Adminstrator

SA - System Administrator
SYS - NG9-1-1 System
911AUTH - 9-1-1 Authority

FR-MNDBI-01 The DBMS shall provide the capability to create data
interfaces for the enterprise database(s).
FR-MNDBI-02 The DBMS shall provide the capability to read data
interfaces for the enterprise database(s).
FR-MNDBI-03 The DBMS shall provide the capability to update data
interfaces for the enterprise database(s).
FR-MNDBI-04 The DBMS shall provide the capability to delete data
interfaces for the enterprise database(s).
FR-MNDBI-05 The DBMS shall support the provisioning and management of effective and reliable
communication protocols necessary to call processing and emergency response.
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Recommended for
Proof-of-Concept

Role Key

Submit Caller Information Error Report [DM-SCIER] ALL-ALL Roles

DB - Database Administrator

Role(s): CT, DBA NA - Network Adminstrator
PA - PSAP Adminstrator

Proof-of-Concept: False iy
SA - System Administrator

References: N/A SYS - NG9-1-1 System
911AUTH - 9-1-1 Authority

Goal: the data source and transmit the report to

] ) ) the entity responsible for the source data for
Submit caller information error report to the correction. The system will track the request
originating data provider for correction. and any response from the responsible party.
Description: Assumptions:

This activity provides the ability to document
incorrect caller information and automate the
reporting and tracking of the information so it

may be corrected in the source data. When a "
user identifies an error in data, the system will o
provide a method to record the incorrect data and 5
note the problem or suggest the correct data. =
3
£
The system will record the error report, determine §
5
High-Level Requirements: 5
-
(]
FR-SCIER-01 The system shall provide the capability to @
document incorrect caller information. :
FR-SCIER-02 The system shall pre-populate the discrepancy -
report with the associated source data.
FR-SCIER-03 The system shall provide the capability for the user to
submit a discrepancy report for correction.
FR-SCIER-04 The system shall determine the party responsible for correcting the source data.
FR-SCIER-05 The system shall transmit the discrepancy report to the
entity responsible for correcting the source data.
FR-SCIER-06 The system shall pre-populate the location discrepancy
report with caller identification information.
SR-SCIER-07 They system shall pre-populate the location discrepancy
report with the incorrect information.

October 10, 2007 | Version 2.0 9-1-1 System Administration Segment: DM | 6-11
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Perform Database Save & Recovery [DM-PDBSR]

Role(s): DBA
Proof-of-Concept: False

References: NENA 08-501, NENA-i3, NRIC VII-1B, NRIC VII-1D

Goal:

Provide the capability to back up and save
enterprise database(s), along with the archiving
of appropriate system data. Provide the
capability to recover and restore the enterprise
databases based on previous backups.

Description:

This activity involves the periodic and scheduled
backup of essential and/or beneficial databases

and the critical data involved supporting the
delivery and processing of a 9-1-1 communications
event, and other beneficial system functions.
Secure, robust storage tools and backups

are used to ensure the integrity of the saved

High-Level Requirements:

information involved. This activity also supports
the recovery and restoration of critical and/or
beneficial databases supporting the delivery and
processing of 9-1-1 communication events, in
accordance with system policy and procedure.

Assumptions:

I:l Recommended for

Proof-of-Concept

Role Key
ALL - ALL Roles
CT - Call Taker
DB - Database Administrator
NA - Network Adminstrator
PA - PSAP Adminstrator
SA - System Administrator
SYS - NG9-1-1 System
911AUTH - 9-1-1 Authority

FR-PDBSR-07 The DBMS shall provide a database administrator the capability
to recover the restored database(s) using transaction logs.
FR-PDBSR-08 The DBMS shall provide the capability for a database

administrator to view the status of a database recovery.

FR-PDBSR-01 The DBMS shall provide the capability to generate backup copies of
enterprise databases in accordance with established policy and procedure.
FR-PDBSR-02 The DBMS shall provide the capability to restore enterprise databases
in accordance with established policy and procedure.
SR-PDBSR-03 The DBMS shall store multiple backup versions of the enterprise database(s).
FR-PDBSR-04 The DBMS shall provide the capability for database
administrators to select database(s) to restore.
FR-PDBSR-05 The DBMS shall provide the capability for database
administrators to select database(s) to recover.
FR-PDBSR-06 The DBMS shall provide the capability for a database administrator
to restore a database to a previously known state.

6-12 | 9-1-1 System Administration Segment: DM
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Recommended for
Proof-of-Concept

Role Key

Manage Database Auditing [DM-MNDBT] ALL- ALL Roles

DB - Database Administrator
NA - Network Adminstrator

Role(s): DBA
Proof-of-Concept: False PA - PSAP Adminsirator
X SA - System Administrator
References: NENA-i3, NRIC VII-1B, NRIC VII-1D SYS - NG9-1-1 System

911AUTH - 9-1-1 Authority

Goal: Assumptions:

Provide the capability to audit the
specified user and maintenance activities
against the enterprise database.

Description:

This activity addresses the need to ensure that
the data stored within essential and beneficial
databases accurately represent functional
requirements and that user maintenance activities
are properly and efficiently updating the data
involved. A variety of access and auditing

tools are used, including periodic database/user
data compares and synchronization support.

]
-3
o
o
g
0
o
b
-
)

9-1-1 Sys. Admin.

High-Level Requirements:

FR-MNDBT-01 The DBMS shall provide the capability to audit user activity.
FR-MNDBT-02 The DBMS shall provide the capability to audit maintenance
activities against enterprise databases.

FR-MNDBT-03 The DBMS shall provide the capability for database administrator to
search for specific actions within the audit log for reporting purposes.
SR-MNDBT-04 The DBMS shall prevent changes to entries within the audit log.

9-1-1 Sys. Ops.
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Introduction

SECTION 7: 9-1-1 SysTEM OPERATIONS SEGMENT

The 9-1-1 Systems Operations Segment (refer to
Figure 2-11) consists of activities, systems, and
network resources to manage, protect, administer,
and operate the technology infrastructure
supporting the 9-1-1 mission. This enterprise
segment contains the Call Treatment, Security
Administration, Database Administration, and
Operations Administration service areas. This
segment focuses on the management of the security,
databases and the operations of system resources.

9-1-1 Sys. Admin. | 9-1-1 PSAP Ops. | Func. Act/ Req. Owr. | Cap. Use Cases | Enterprise Over.

| | | I Appendices

9-1-1 Sys. Ops.
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7.1 Call Treatment [CT]

[CT-ROLOC] Recognize Originating Location
Role: SYS

Proof-of-Concept: Yes

References: NENA 58-001, NENA-i3, NRIC VII-1B,
NRIC VII-1D

Goal: Receive and electronically validate location-
originating caller location information (civic or
geospatial).

[CT-LGCAL] Document Call Detail Information
Role: SYS

Proof-of-Concept: No

References: NENA-i3

Goal: Preserve a record of call information in a data
file.

9-1-1 SysTeEMm OPERATIONS SEGMENT BT\l W 1T

[CT-REGCT] Identify Call Type

Role: SYS

Proof-of-Concept: Yes

References: NENA-i3, NRIC VII-1B, NRIC VII-1D

Goal: Receive and validate call type information
(e.g., telematics, silent alarm) from
telecommunications devices and recalculate call
type and default priority based on supporting data.

[CT-PNWBS] Provide Network Bridging Services
Role: SYS

Proof-of-Concept: Yes

References: NENA 58-001, NENA-i3

Goal: Ensure that all system and network entities are
able to conference and share data as appropriate
and beneficial to call treatment and processing.

[CT-RTPSP] Route Call to PSAP

Role: NTA, SYS

Proof-of-Concept: Yes

References: NENA 58-001, NENA-i3, NRIC VII-1B,
NRIC VII-1D

Goal: Route call from the initiator and call-originating
service to the appropriate destination based on
identified call treatment including location information
received (civic or geospatial).

[CT-CAUTH] Call Authentication

Role: SYS

Proof-of-Concept: Yes

References: IETF RFC-3647, [ETF RFC-4474,
NENA 02-502, NENA 04-503, NENA 08-001, NENA
58-001

Goal: The call authentication process ensures that
only appropriate entities are granted permission
through to the system.

Figure 7-1: Call Treatment Service Area

October 10, 2007 | Version 2.0

7.1 Call Treatment

The Call Treatment Service Area (Figure
7-1) describes the activities performed by the

NG9-1-1 System to prepare a call for presentation

to a call taker. Activities within this service
include recognizing the originating location,
determining the call delivery treatment, routing a
call to the PSAP, recognizing call types, adding
adjunct data to a call stream, and accessing
Supplemental data after call delivery.

Introduction

9-1-1 Sys. Admin. | 9-1-1 PSAP Ops. | Func. Act/ Req. Owr. | Cap. Use Cases | Enterprise Over.

\ | | I Appendices

9-1-1 Sys. Ops.
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Recommended for
Proof-of-Concept

Role Key
ALL - ALL Roles

CT - Call Taker

DB - Database Administrator
NA - Network Adminstrator
PA - PSAP Adminstrator

SA - System Administrator
SYS - NG9-1-1 System
911AUTH - 9-1-1 Authority

Recognize Originating Location [CT-ROLOC]

Role(s): SYS
Proof-of-Concept: Yes
References: NENA 58-001, NENA-i3, NRIC VII-1B, NRIC VII-1D

Goal: identify the general locality or region of the
incident or calling party. An example is the cell

site used to relay a wireless cellular 9-1-1 call.

Description: representations of location that include the
capability to identify altitude and/or structural floor
designation. Also, this activity supports the use and
identification of “fall-back™ location information
when measurement-based location determination

is not available. “Fall-back” location information
is more generalized location information generated

by system call processing that can be used to

Receive and electronically validate
location-originating caller location
information (civic or geospatial).

This activity supports a system function to
accept, acknowledge, and, potentially validate the
location of the caller (which may or may not be
the location of the emergency event). Validation
may occur prior to this step as a function of the
access network, the telecommunications device,
or internal data stores. This activity supports

Assumptions:

Information Transaction Inventory (ITI):

f
>
°
? ITI-ROLOC-01 | Read Caller Location Caller Call Stream Electronic System CPE Caller location. Real-time, Text,
L4 Data ad hoc Graphics
E ITI-ROLOC-02 | Read GIS Format Caller GIS Database Electronic System CPE GIS error conditions. Real-time, Text,
i ad hoc Graphics
§: ITI-ROLOC-03 | Read Fall Back Location System Call Stream Electronic System CPE Fall back location data. Real-time, Text,
s Data ad hoc Graphics
":: ITI-ROLOC-04 | Update Caller Location System CPE Electronic Call Stream Call Stream Caller location. Real-time, Text,
" Data ad hoc Graphics
L ITI-ROLOC-05 | Update Caller Location System CPE Electronic System Call Detail Caller location. Real-time, Text,
-g Record ad hoc Graphics
: Database
ITI-ROLOC-06 | Read Fall Back Location Data | Caller Call Stream Electronic System CPE Fall back location data (e.g., Wireless Tower Real-time, Text,
Data Location, Wireless Tower/Sector ID, County ID). |ad hoc Graphics
ITI-ROLOC-07 | Read Authoritative System Authoritative Electronic System CPE Authoritative Default Location. Real-time, Text,
Default Location Default Location ad hoc Graphics
Database
ITI-ROLOC-08 | Update Caller Location System CPE Electronic Call Stream Call Stream Default location, and caller location. Real-time, Text,
Data ad hoc Graphics
ITI-ROLOC-09 | Update Call Detail Record System CPE Electronic System Call Detail Default location, and caller location. Real-time, Text,
Record ad hoc Graphics
Database

7-4 | 9-1-1 System Operations Segment: CT
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Activity: [CT-ROLOC] Recognize Originating Location; Check Location
Service Area: Call Treatment [CT]

Facilitator: Brad Colvin Modified on 10/05/07 @09:47

Analyst: Dan Landau
Domain Expert: John Chiaramonte, Roger Hixson, Rick Jones, Jim Lockard

| Data | i
Call Call Call
Stream Stream Stream
GIS Call Detail Record Authoritative

Database Database Default Location

Role(s): SYS
Operations (Presentation)
Entry Points @ User Display User Display
) CT-REGCT
[
o
._%
CT) Location error dlagn_03|s Alert the Call Taker
when format / logic .
Q error check has failed that Default Location
@) ° : is in use.
. Application (System) 4 4
@ SF__Error Check-Format: SF___Error Check-Logic:
: Location format is Location is checked to CT-RTPSP
Read Location from
Call Stream ® checked to ensure it is not ensure it is logical for No Error- > Route Call to
garbled or unrecognizable content and range PSAP
C
._.C=> No A SF__Determine Data
Error Elements:
(4] No -
2 Error Read | Determine what data SF__Look Up SF__Assign Default
-T—l GIS Format SF__Fall Back ?MR zs SF__Assign Fall Back elements exist to get Data Elements Location:
a Error Location Check: all Back Location Location: default location Assign a Default Location
< Read Check ® Determine if Fall Back Exists and not equal Yes—|Assign a Fall Back 4>° as the Caller's Location
Location Format Location Exists 0 Caller’s Locatio Location as the
Caller's Location I
A ‘ \ Read Read Update
o Riezd . Update Update Fall Back Location Data Authoritative ”Upfate ; Gall Dot
Error all Back Location Caller Location Caller Location Default Location aller Location Record
)/

Call Detail Record
Database

Requirements / Description

@ SR-ROLOC-05: The @ SR-ROLOC-04: The ¥ SR-ROLOC-08: The

@ SR-ROLOC-02: The @ DR-ROLOC-02-01: Caller @ SR-ROLOC-01: The @SR—ROLOC—O?: The @ SR-ROLOC-03: The

Requirements / Description

October 10, 2007

system shall recognize
Caller Location
Information formatted
to NENA Standard
Formats & Protocols
for ALI Data Exchange,
ALI Response & GIS
Mapping (NENA-02-
010).

| Version 2.0

Location shall contain a)
House Number, b) House
Number Suffix, c) Prefix
Directional, d) Street Name,
e) Street Suffix, f) Post
Directional, g) MSAG
Community Name, h) Postal
Community Name, i) State/
Province, j) Additional Free
Formatted Location
Information, k) Landmark or
Vanity Address, I) Also
Rings At Address, m)
Exchange, n) P-ANI, o)
County ID, p) Postal/Zip
Code, q) Longitude, r)
Latitude, s) Elevation, t) Cell
Site ID, u) Sector ID, v)
Location Determination
Technology (LDT)
Confidence, w) LDT
Confidence Percentage, x)
LDT Technology, y) Speed,
z) Heading (in degrees), aa)
Location Valid Flag.

system shall validate
Caller Location
Information.

SR-ROLOC-01-01: The
system shall check
Caller Location for
unrecognizable data

type.

SR-ROLOC-01-02: The
system shall check
Caller Location for
garbled data.

SR-ROLOC-01-03: The
system shall check
Caller Location fields
for logical data ranges.

SR-ROLOC-01-04: The
system shall check
Caller Location fields
for logical content.

system shall supply the
user with an error
diagnosis in the event
of a failed location
determination attempt.

system shall make use
of Fall-Back Location
Information in the
event of a failed
location determination
attempt.

SR-ROLOC-04-01: The
system shall check Fall
Back Location for
unrecognizable data
type.
SR-ROLOC-04-02: The
system shall check Fall
Back Location for
garbled data.

SR-ROLOC-04-03: The
system shall check Fall
Back Location fields for
logical data ranges.

SR-ROLOC-04-04: The
system shall check Fall
Back Location fields for
logical content.

system shall support
the use of Fall-Back
Location Information
when measurement-
based location
determination is not
available.

EL-01 Examples of Fall
Back Location include:
Wireless Tower
Location, Wireless
Tower/Sector ID, or
County ID.

Activity: [CT-ROLOC] Recognize Originating Location

system shall provide
alternate location
information in the
absence of primary
location information.

SR-ROLOC-03-01: The
system shall assign a
default location upon
Caller location and Fall
Back Location failure.

SR-ROLOC-03-02: The
system shall update
the Call Stream with
the assigned Default
Location.

SR-ROLOC-03-03: The
system shall store the
Caller Location as part
of the Call Detail
Record.

9-1-1 System Operations Segment: CT | 7-5

O

system shall support
representations of
location that include
the capability to identify
structural floor
designation.

SR-ROLOC-06: The
system shall support
representations of
location that include
the capability to identify
altitude.
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Identify Call Type [CT-REGCT]

Role(s): SYS
Proof-of-Concept: Yes

References: NENA-i3, NRIC VII-1B, NRIC VII-1D

Goal:

Receive and validate call type information (e.g.,
telematics, silent alarm) from telecommunications
devices and recalculate call type and default
priority based on supporting data.

Description:

This activity addresses system and network
capability to automatically identify types or
classifications of calls (like telematics, ACN,
silent alarms, and similar automated calls) and
assign a default priority. Call type and priority
then contributes to or helps guide call treatment,
routing, and processing, depending on the
characteristics of the call type involved. The

Information Transaction Inventory (ITI):

intent is to facilitate that process and maximize
performance and minimize response time.

Undefined call types are those call type
codes received by the system which are not
represented in system’s authoritative call
type list. Unrecognizable call types are
those call type codes that have an intended
match in system tables but the received code
is garbled or otherwise unidentifiable.

This activity also supports the system capability
to add additional data to the 9-1-1 call setup
itself (e.g., additional location and call type
information, or links to outside data sources)

for the sake of facilitating call processing. This
activity is distinguished from the capability of a
call taker (or a responder downstream of the call)
to access additional beneficial data once the call

arrives. Call setup data is limited to that which
enhances call delivery and initial handling, and/or
aids in the tracking and tracing of calls. (This is
termed “supporting data.”) The control of which
data is added to the call setup is expected to be
accomplished through data Rights Management
mechanisms, with preset definitions of what data
should be added, where available, possibly by call
type. If any of the supporting data affects call
routing, the initial call type and default priority
will be recalculated to reflect those changes.

Assumptions:

Proof-of-Concept

I:l Recommended for

Role Key
ALL - ALL Roles

CT - Call Taker

DB - Database Administrator
NA - Network Adminstrator
PA - PSAP Adminstrator

SA - System Administrator
SYS - NG9-1-1 System
911AUTH - 9-1-1 Authority

To view ITI go to page 7-9.
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Activity: [CT-REGCT] Identify Call Type; Record Initial Call Type
Service Area:

Role(s): SYS

Call Treatment [CT]

=

NG9-1-1 System Description & Requirements Document

Facilitator: Brad Colvin

Analyst: Wesley Chen, Dan Landau
Domain Expert: Jim Lockard,

Modified on 10/05/07 @09:47]

Roger Hixson, Rick Jones, John Chiaramonte

Operations (Presentation)

Entry Points

CT-CAUTH

Operations

Application (System)

)

No @ SF__Determine @ SF__Error Check: SF__Compare A SF__Update Call
Call Type and The Call Type is Valid Call Type: ) Type Data:
\ \—p Priority: » checked to ensure Rscga:izg§g7 Yes# Ensure the Call V?I_I'd g’)all Yes——{Add Call Typeto | —p
c SFRead Data For call routing it is not garbled or 9 ’ Type matches a ype: Call Stream and
9 from Call Stream: Does unrecognizable defined Call Type Call Detail Record
o To determine CaI.I call have only
= Tgpe ANl or limited No
— pointer datg? v
Q SF__Receive ANI: SF__Retrieve ALI: SF__Set Caller Read SF__Assign
<QE- Receive the ANI Retrieve the ALI Location: N geffault Cg” l;r}l’_pe:
or pseudo-ANI » information Update Caller Location [¢} erive a Lall Type Update
Yes—# gelisered with ttie associated with topCaII Stream and Read  Read if Call Type field is { Update
Read call the delivered ANI Call Detail Record invalid
\ \
Retxd Update Update Data Read
Acceptable Call Types must
include those delineated in call
Call Call NENA 02-010, in addition to s
Stream Stream Next Generation concerns tream
) (e.g., IP devices)
Call Detail Record Business Rules Business Rules Business Rules Call Detail Record
MPC/VPC AL ALI Database Database Database Database Database

Requirements / Description

Requirements / Description

October 10, 2007

@ SR-REGCT-01: The

system shall use call
type data as defined in

@ SR-REGCT-03: The

system shall validate
incoming Call Type.

SR-REGCT-03-02: The
system shall ensure
that the incoming call

SR-REGCT-04: The
system shall assign a
default Call Type for

SR-REGCT-04-02: The
system shall indicate to
the call taker whether

A EL-01 If the 9-1-1 call was
placed using a non-NG
device, the Call Type is

EL-05 Contains the
Authoritative Call Type List
with all Acceptable Call

l;lENAtStgngartd | matches a predefined calls received with an the Call Type of a call read from the ALl data Types

ormats rotocols - _03-01" fi Il Type. i i

for ALI Data Exchange SRAREGCT-03-01: The Call Type undefined Call Type was changed by the associated with the call E1-06 Contains default Call
’ system shall ensure system as the result of Types

ALI Response & GIS
Mapping (NENA-02-
010) to perform call
treatment.

SR-REGCT-01-01: The
system shall use the
following data to
determine Call Type:

that the incoming call
includes the fields
delineated in NENA
02-010

SR-REGCT-03-03: The
system shall provide
the capability to allow a

SR-REGCT-03-04: The
system shall provide
the capability to allow a
system administrator to
read an expected Call
Type definition.

SR-REGCT-03-06: The
system shall provide

SR-REGCT-04-01: The
system shall determine
an appropriate Call
Type for calls received
with an undefined Call
Type.

@SR-REGCT-OS: The

system shall assign a

a received undefined
Call Type.

EL-04 ALI contains the
traditional Call Type

information
SR-REGCT-05-01: The

system shall indicate to
the call taker whether
the Call Type of a call
was changed by the
system as the result of

EL-03 The usable Call Type
will be delivered with the
call to the call taker via the
Call Stream and Call Detail

f\) Ertr)ergency z?,j;?:nﬁvmén;ﬁtfrato;to the capability to allow a default Call Type for a received Record
BO(E?I on f Servi definitions yp system administrator to calls received with an unrecognizable Call
) Class of Service : delete Call Type unrecognizable Call Type. EL-04 Contains call

C) Type of Service

@ SR-REGCT-12: The

system shall be able to
detect any
unrecognizable formats
or garbled data in the
Call Type.

| Version 2.0

SR-REGCT-03-05: The
system shall provide
the capability to allow a
system administrator to
update Call Type
definition.

definition.

SR-REGCT-03-07: The
system shall provide
the capability to allow a
system administrator to
save Call Type
definition.

Type.

© sr-REGCT-13: The

system shall record the
original Call Type when
a received call type is
a) unrecognizable, b)
undefined

treatment rules that
determine call Call Type
and the default Priority

Activity: [CT-REGCT] Identify Call Type

9-1-1 System Operations Segment: CT | 7-7
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NG9-1-1 System Description & Requirements Document

Activity: [CT-REGCT] Identify Call Type; Add Supporting Data
Service Area: Call Treatment [CT]
Role(s): SYS

Facilitator: Brad Colvin
Analyst: Wesley Chen, Dan Landau

Modified on 10/05/07 @09:47
Domain Expert: Jim Lockard, Roger Hixson, Rick Jones, John Chiaramonte

Operations (Presentation)

Entry Points Only intended to add

supporting data that affects
routing and call handling
decisions (e.g., Call Type,
Priority)

CT-REGCT; Record Initial Call Type

Operations

Application (System)

No
c @ SR @ ® $
9 SF__Examine SF__Retrieve o SF__Recalculate Ca SF__Update Call SF__Update Call Deta ‘
— __Exami p _ _ iev | u | | 1
8 Business Rules: re ther . Selective Type and Priority Stream Record: %T-ROLQC
o »| To Identify sources o Yes— | Supporting Data: »! When supporting data »! When Call Type or »! With Recalculated Call > ecognize
o Sources of From identifed affects call routing Priority is Type and Priority Olflglnqt|ng
<CE)- Supporting Data sources Recalculated Decision Details ocation
Read Read Rjad Read Update Read Update
2 | | | | | |
= Data
- A
b
£
- Call Stream
'9 Call Detail Business Subportin Business Business Call Detail
0 Record DB Rules DB pporiing Rules DB Rules DB  Record DB

Data Sources

Requirements / Description:

@ rFrreceT-06: The

© srreceTo7:The
system shall provide

SR
SR-REGCT-08: The
system shall determine

$ SR-REGCT-10: The EL-07 Contains supporting

*sdQ "sAs L-1-6

Requirements / Description

the capability to add
identified data items
according to NENA
Technical Information
Document on the
Interface between the
E9-1-1 Service
Provider Network and
the Internet Protocol
(IP) PSAP (NENA-08-
501) to data associated
with Call Stream.

FR-REGCT-06-01: The
system will check the
supporting data to
determine if the Call
Type or Priority needs
to be updated.

7-8 | 9-1-1 System Operations Segment: CT

additional supportive
data for the call based
on the Essential Call
Data.

SR-REGCT-07-01: The
system shall identify
how to access the
supporting data (e.g.,
IP address of server).

SR-REGCT-07-02: The
system shall maintain
the credentials to allow
access to the
supporting data.

O

system shall be able to
automatically retrieve
or query data from
supporting data
sources.

SR-REGCT-09: The
system shall be able to
automatically process
the retrieved data and
make a decision on
whether or not to
change the Call Type
or Priority, based on
business rules.

SR-REGCT-09-01: The
system shall not make
any changes to the
Call Type or Priority if
nothing in the
supplemental
information retrieved
affects call call routing
rules.

system shall have the
ability to update the
call stream (i.e., Call
Type, Priority) to affect
call routing.

SR-REGCT-11: The
system shall be able to
update the call detail
record with selective
data, based on
business rules, from
supporting data
sources and a pointer
to the full data set, in
order to document the
functions performed in
this activity.

data sources for various
Call Types

A EL-08 Contains call
treatment rules that
determine call Call Type
and Priority

EL-09 Contains rules on
what details to write to the
Call Detail Record DB

I:I Internal
I:I External

Activity: [CT-REGCT] Identify Call Type

Version 2.0
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Information Transaction Inventory (ITI):

From Originator To Recipient

Information Transaction Content (What)

Frequency Media Type

From Originator

From System

From Mode To Recipient

To System

October 10, 2007 |

Version 2.0

Introduction

(Role Type Code)* (System Code)* (Role Type Code)* (System Code)* -
ITI-REGCT-01 |Read Call Stream Data Caller Call Stream Electronic System CPE ANI, pointer data, emergency location, Ad hoc Text g
Data class of service, and type of service. 3
ITI-REGCT-02 |Read ALI Information External ANI/ESQK/ Electronic System CPE Caller location. Ad hoc Text g-
for Traditional Calls ALI Database E
ITI-REGCT-03 | Write Traditional System CPE Electronic System Call Stream Caller location. Ad hoc Text 2
Caller Location Data =
ITI-REGCT-04 | Write Traditional Caller System CPE Electronic System Call Detail Caller location details. Ad hoc Text ;
Location Details Record =
Database §'
ITI-REGCT-05 |Read NG Call Type Caller Call Stream Electronic System CPE Call Type data, including a) emergency location, |Ad hoc Text g
Data b) class of service, and c) type of service. g
ITI-REGCT-06 |Read Call Treatment Rules System Business Rules | Electronic System CPE Call treatment rules, and default priority. Ad hoc Text 5
Database 3
ITI-REGCT-07 |Read Acceptable Call Types System Business Rules | Electronic System CPE Acceptable Call Types. Ad hoc Text g
Database =
ITI-REGCT-08 |Read Default Call Type System Authoritative Electronic System CPE Default Call Type information. Ad hoc Text §-
Call Type List 5
ITI-REGCT-09 | Write Call Type and Priority System CPE Electronic System Call Stream Call Type and priority data of current call. Ad hoc Text 4
Data -
ITI-REGCT-10 | Write Call Type and System CPE Electronic System Call Detail Call Type and priority data of current call. Ad hoc Text :
Priority Record Record -E
Database :
ITI-REGCT-11 |Read Supporting Data System Business Rules | Electronic System CPE Supporting Data retrieval rules. Ad hoc Text @
Source Rules Database 5
ITI-REGCT-12 |Read Supporting Data Sources | System Supporting Electronic System CPE Supporting Data for current call. Ad hoc Text = .
Data Sources §-
ITI-REGCT-13 |Read Call Treatment Rules System Business Rules | Electronic System CPE Call Treatment rules, and default priority. Ad hoc Text g
Database @
ITI-REGCT-14 | Write Call Type and Priority System CPE Electronic System Call Stream Call Type and priority data of current call. Ad hoc Text ;
Data
ITI-REGCT-15 [Read Call Detail Record System Business Rules | Electronic System CPE Documentation rules for writing Ad hoc Text
Documentation Rules Database to the Call Detail Record.
ITI-REGCT-16 | Write Call Type and System CPE Electronic System Call Detail Call Type and priority data of current call. Ad hoc Text
Priority Record Record
Database

(]
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9-1-1 System Operations [SNSP]
Call Treatment [CT]

Route Call to PSAP [CT-RTPSP]

Role(s): NTA, SYS
Proof-of-Concept: Yes

References: NENA 58-001, NENA-i3, NRIC VII-1B, NRIC VII-1D

Goal:

Description:

Route call from the initiator and call-originating
service to the appropriate destination based

on identified call treatment including location
information received (civic or geospatial).

Information Transaction Inventory (ITI):

This activity is the actual routing of a 9-1-1 call
event to one or more appropriate destinations
based on caller location, routing policy, media
choices, language preferences, and other
business rules. Multiple destinations may be
involved in a coordinated relationship depending
on the nature of the event (e.g., a large-scale
disaster event), and its location (e.g., if the
determined location accuracy is not sufficient

to specifically identify a single destination).

Assumptions:

Recommended for
Proof-of-Concept

Role Key
ALL - ALL Roles
CT - Call Taker
DB - Database Administrator
NA - Network Adminstrator
PA - PSAP Adminstrator
SA - System Administrator
SYS - NG9-1-1 System
911AUTH - 9-1-1 Authority

From Originator

To Recipient

Information Transaction From Originator From System From Mode To Recipient To System Content (What) Frequency Media Type
(Role Type Code)* (System Code)* (Role Type Code)* (System Code)*
ITI-RTPSP-01 |Read Call Type, Caller Location | Caller Call Stream Electronic System CPE Call Type and caller location. Ad hoc Text
Data
ITI-RTPSP-02 |Read GIS System GIS Database | Electronic System CPE Geospatial data and query results. Ad hoc Text
ITI-RTPSP-03 | Read Service Routing Rules System Service Routing | Electronic System CPE Service routing rules. Ad hoc Text
Database
ITI-RTPSP-04 | Read Destination System Business Rules | Electronic System CPE Destination business rules. Ad hoc Text
Business Rules Database
ITI-RTPSP-05 |Read Destiontion Limit/Status | System Destination Electronic System CPE Destination capacity and status. Ad hoc Text
Status Database
ITI-RTPSP-06 | Write Routing Decision System CPE Electronic System Call Stream Call routing pointer. Ad hoc Text
Data
ITI-RTPSP-07 | Write Routing Decision Details | System CPE Electronic System Call Detail Call routing pointer and routing decision details. | Ad hoc Text
Record
Database

Version 2.0 | October 10, 2007




Activity: [CT-RTPSP] Determine Treatment and Route to PSAP; Call Routing
Service Area: Call Treatment [CT]
Role(s): NTA, SYS

Operations

==

NG9-1-1 System

Description & Requirements Document

Analyst: Wesley Chen

Modified on 10/05/07 @09:47

Domain Expert: John Chiaramonte, Roger Hixson, Rick Jones, Jim Lockard

[Facilitator: Brad Colvin

Operations (Presentation)

Entry Points

1. CT-ROLOC

Notification of
Call Treatment and Status
7'

Application (System)

SR-RTPSP-01: The

SR-RTPSP-01-04: The

@ FR-RTPSP-02: The

SR-RTPSP-03-01: The system

SR-RTPSP-04-01: The system

SR-RTPSP-04-05: The system

OA-MNFTR
Manage
Network |«—No (within TBD seconds
No Faults and
c Recovery
S () ()
= K v /01 03
(4] SF__Read Call SF__Calculate \ SF__Check SF__Route Call SF__Return SF__Update Routing
g Stream Destination Pointer 02 Destination Availability s Destinati Data Packets: Kok ed Status of Call Details: CT-CAUTH
o Information: | Based on Routing o For Destination/ SA e'sltlnlatl';')n Yes—| To the available cRnon e gfemen Yes—{ Treatment: #» To Call Stream and Call
o Read from Call Policy Network Congestion vailable? destination eceived from (Busy, Error, Call Detail Record Authentication
< Stream - Success, etc.)
Read Read ‘
Read ‘ PSAP Limit/Status Update Update
| Data
6 ’
Call Call
Stream Stream
GIS Selective  Business Destination :
Database Router Rules Status e e
Datab Datab Datab Database
atabase__Database | atabase Requirements / Description:

@ SR-RTPSP-05: The system

system shall route calls system shall determine system shall provide shall be designed with shall determine the next available shall provide a visual indication at shall be able to physically
based on the the proper treatment the capability for the sufficient bandwidth to support destination pointer if the current the designated overflow PSAP route the call to the determined
associated call for fragmented Call network administrator the predetermined limit of is not available or accessible for that they are now receiving destination.

treatment process.

SR-RTPSP-01-01: The

Type records.

SR-RTPSP-01-05: The

to dynamically make
changes to the routing
policy.

simultaneous calls using the
type of call technology
supported that has the highest

any reason.

SR-RTPSP-04-02: The system

overflow calls from the original
PSAP with identification of the
original PSAP.

03, EL-03 This step may not
necessarily read from a

9-1-1 Sys. Admin. | 9-1-1 PSAP Ops.

system shall be able to
read fields from the call
stream as input to
determine how to route
the call.

shall track when Fall-Back
Location Information is presented
to the call taker as location data.

bandwidth requirement. database when

implemented.

system shall determine
the proper treatment
for incomplete Call
Type records.

SR-RTPSP-04-06: The system
shall be able to overflow IP 9-1-1
calls to a traditional 9-1-1 PSAP,
with the associated location data,
to the extent the traditional 9-1-1

© sR-RTPSP-03: The system
shall support the ability to
establish a pre-determined
limit on the total number of

SR-RTPSP-03-02: The system
shall be capable of negotiating

: . SR-RTPSP-04-03: The system
for the highest quality of

shall provide a visual indication at

Requirements / Description

October 10, 2007

SR-RTPSP-01-02: The
system shall be able to
handle calls that
involve error cases
(garbled ANI, ANI
failure, no location
data), based on service
routing rules.

SR-RTPSP-01-03: The
system shall determine
the call treatment for
each call based on call
type, location, and
service routing rules.

| Version 2.0

SR-RTPSP-01-06: The
system shall send a
status message to the
telecommunications
device based on
identified call
treatment.

SR-RTPSP-01-07: The
system shall be able to
provide an alternate
call treatment when a
call cannot be
immediately answered
because of call volume

simultaneous 9-1-1 calls
presented to the PSAP,
regardless of what technology
was used to deliver each
individual call; and, at the
option of the PSAP, when the
pre-determined limit has been
reached, provide alternate call
treatments. (i.e., flexible
queuing, network busy signal
or message, interactive voice
response, rollover to an
alternate PSAP, etc.)

service supported by the 9-1-1
caller's equipment and the
PSAP’s 911 system in order to
get the best audio /video
available

SR-RTPSP-04: The system shall

be able to overflow 9-1-1 calls
directly to another designated
backup IP PSAP, or multiple
PSAPs, using agreed upon,

predetermined criteria at both the

sending and receiving PSAPs,
including the receiving PSAP’s
total call load.

the original PSAP that calls are
overflowing.

EL-01 This process uses
Call Type, Caller Location,
and Service Routing Rules
to generate a destination
pointer. Service routing
rules may also take media
choices, language
preferences, and other
business rules into
consideration. In some
cases, this could be multiple
pointers.

02

network supports connectivity
(i.e. shares access to the same

selective router, can transfer calls

and data between selective
routers, etc.).

EL-02 If all destination
points fail, a default or final
destination pointer may be
used.

Activity: [CT-RTPSP] Determine Treatment and Route to PSAP

9-1-1 System Operations Segment: CT | 7-11
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o]

(NG 9-1-1]

Document Call Detail Information [CT-LGCAL]

Role(s): SYS
Proof-of-Concept: False
References: NENA-i3

Goal:

Preserve a record of call information in a data file.

Description:

The system captures initial call information

and call progress data at each functional entity
handling a call or message (essentially all service/
information provisioning, routing, and signaling
entities), and as a record of the call/message
arrival within the PSAP. System applications
store call progress timing, originator, identity

of networks and routers used in the call, ANI
information, assigned call taker, call transfers,
and length of call. Supportive data automatically
added to the call is included. Call Records

are accessible by authorized administrators

for reporting and analysis. The call log must
contain date, time, and duration at a minimum.

The call detail record reads information from
the Call Stream to document the path of the call
through the NG9-1-1 system. The Call Stream
information captured as part of the Call Detail
Record include: date, Time of day, packetized
voice, packetized text, packetized video,
packetized supplemental data (e.g. telematics,
ACN), service originator code, location, Call

Information Transaction Inventory (ITI):

State Diagram:

Recommended for
Proof-of-Concept

Role Key
ALL - ALL Roles

CT - Call Taker

DB - Database Administrator
NA - Network Adminstrator
PA - PSAP Adminstrator

SA - System Administrator
SYS - NG9-1-1 System
911AUTH - 9-1-1 Authority

Type, network processing data (e.g. last hop,
routing information reference tags), and caller
classification. The Call Detail Record information
provides one piece of the formal Call Record. call

The system also captures information the call
taker manually enters to document details about

To view ITI go to page 7-14.

7-12 | 9-1-1 System Operations Segment: CT

- ) Initiated

a call, a telephone number, or a location. This

information may include supplemental data

from a call taker search or may be information

supplied by the caller. Call Detail Record and

Call Recording comprise a Call Record.

The length of time Call Records are archived

is a matter of state or local laws or regulations.

The system must meet those requirements. The

two components of a Call Record must be linked

so they can be retrieved together. Calls may

be retrieved by searching for a variety of data

elements collected during a call (e.g., date, time,

ANI, ALI, call taker identification, call type)
Glossary

Assumptions: Abandoned
Accepted:
Answered:
Assigned:
Authenticated:
Conference:
Disconnect:
Hang Up
Hold:
In Process:
In Queue:
In Transit
Transfer:

@ callPlaced

State Description: The states of a call within the NG9-1-1 System

In Transit
Call Traversing Originating
Service Provider Network

Call Traversing Access
Service Provider Network

(Authenticated Call In Transigi

Accepted at PSAP

In Queue

Assigned

Lost

AbandonedI Hang-Up

In Process

@ered
v v

( On Hold IConferenceI Transfer )

Call has been initiated to 9-1-1 and accepted for answer. The communications link is severed prior to the 9-1-1 call
being answered by a 9-1-1 operator. Detailed call information is still delivered to the 9-1-1 PSAP.

Authenticated Call has arrived at the appropriate PSAP over the Emergency Services Internetwork.
Call Taker has an open communications link with the caller and the communications device is in use.
Call has been allocated to a specific Call Taker or resolution queue based upon call distribution rules.
Call has been established as a genuine 9-1-1 call from an approved service provider network.

Call Taker has brought one or more parties into the communications conversation.

Call Taker has ended the call. Communications link is severed.

The call has passed through the Emergency Services Internetwork and has been answered by a 9-1-1 operator. The
initiating caller has ended the communication link after the 9-1-1 operator has answered the call.

Call Taker has not terminated the connection but no communication with the caller is possible until the call is removed
from hold.

Call has been answered by a Call Taker and a communications link is active between the Caller and the Call Taker.
Call is being processed by call distribution tools to be assigned to the appropriate Call Taker or queue.

Call is being distributed within the Emergency Services Internetworks and to the appropriate PSAP or agency.

Ca# Taker has brought a third-party into the conversation with the intention of turning control of the caller to that third-
party.

Version 2.0 | October 10, 2007



NG9-1-1 System Description & Requirements Document

Activity: [CT-LGCAL] Document Call Detail Information; Log Call
Service Area: Call Treatment [CT]
Role(s): CT, SYS

Facilitator: Brad Colvin Modified on 10/05/07 @09:46

Analyst: Dan Landau
Domain Expert: Roger Hixson, Rick Jones, Jim Lockard, John Chiaramonte

Entry Points:

CT-PNWBS
CT-CAUTH CRTe_S)Oh gg CT-REGCT CT-RTPSP Provide CA-MNQUE CR-RCCAL
7)) Call Ori ingatin Identify Call Route Call to Network Manage Call Record Call
-E Authentication Lc?cationg Type PSAP Bridging Queues
6 Services
o
£ CP-DTNAT Determine CP-ECONE CRTRCIN
CA-ANSCL CA-INTCB Determine f Update Mobile Establish Supportive or CR-ENDCL
L i and Verify Caller's Transfer Call
Answer Call Initiate Call Nature of . f Conference Supplemental End Call
Location of Location Records
Emergency Information Call Data Post Call
Emergency Delivery
T Application (System)
Archiving and data
management tasks
Data Captured accomplished within the
> Directy from Gal No DA-MTDBC activity
> Y : DA-MTDBC

Stream

Manage
@ SF__Read Call Stream SF__Write Call Detail @ Database
Read call stream fields Record Content

Yes— i into the Call Detail Write data to Call Detail

Record Record keeping a
detailed change history.

! |

Read Create/Update

o

Call Detail Record
Database

Application

Data

Requirements / Description

FR-LGCAL-06: The
system shall provide

DR-LGCAL-01-01: The
Call Detail Record shall

SR-LGCAL-01: The
system shall

SR-LGCAL-02: The
system shall provide

location.

Requirements / Description

the capability to store
local call logs at an
designated alternate

October 10, 2007 | Version 2.0

automatically log the
Call Detail Record.

SR-LGCAL-01-02: The
system shall read the
Call Stream to
populate the Call Detail
Record.

contain: a) Date, b)
Time, c) packetized
supplemental data, d)
service originator code,
e) Caller Location, f)
Call Type, g) network
processing data, h)
caller classification

FR-LGCAL-03: The
system shall provide
the capability to create
a Call Detail Record.

FR-LGCAL-04: The
system shall provide
the capability to read a
Call Detail Record.

FR-LGCAL-05: The
system shall provide
the capability to update
a Call Detail Record.

the capability to delete
a Call Detail Record.

FR-LGCAL-07: The
system shall provide
the capability to save a
Call Detail Record.

Activity: [CT-LGCAL] Document Call Detail Information

9-1-1 System Operations Segment: CT | 7-13
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Information Transaction Inventory (ITI):

CT-LGCAL-01 | Add Call Authentication Call Stream CT-CAUTH Electronic Call Detail Call Detail Service provider and final authentication status. | Real-time Text
Verification Record Record Database
CT-LGCAL-02 | Caller Location Call Stream CT-ROLOC Electronic Call Detail Call Detail Call location received from the communications | Real-time Text
Record Record Database | device, and Authoritative Default Location.
CT-LGCAL-03 | Add Call Type Information Call Stream CT-REGCT Electronic Call Detail Call Detail Call Type. Real-time Text
to Call Detail Record Record Record Database
CT-LGCAL-04 | Last Hop of Call Route Call Stream CT-RTPSP Electronic Call Detail Call Detail Last hop routing information. Real-time Text
Record Record Database
CT-LGCAL-05 | Network Bridge linkage System CT-PNWBS Electronic Call Detail Call Detail Network Bridge troubleshooting Real-time Text
information Record Record Database |information including: date, time,
duration of communications
connection, and connection type.
CT-LGCAL-06 | Call Queue Tracking System CA-MNQUE Electronic Call Detail Call Detail Queue call is placed in, time in queue, Real-time Text
information Record Record Database |and destination call taker workstation.
CT-LGCAL-07 | Store Call Detail Record Call Stream CT-ANSCL Electronic Call Detail Call Detail Call Detail information including: phone # Real-time, | Text,
Record Record Database | (ANI), call time, elapsed time in status, access |ad hoc Graphics
method, call status, call taker workstation.
CT-LGCAL-08 | Read Call Detail Record System CA-INTCB Electronic Call Taker Call Detail Call Back Number. Real-time, |Text
Record Database ad hoc
CT-LGCAL-09 |Nature of Emergency Call Taker CP-DTNAT Electronic Call Detail Call Detail Documentation of nature of emergency. Real-time Text
Record Record Database
CT-LGCAL-10 | Location of Emergency Call Taker CP-VFLOC Electronic Call Detail Call Detail Actual location of emergency, as Real-Time | Text,
Record Record Database | verified by the call taker. Graphics
CT-LGCAL-11 |Caller Location Call Stream CP-UCLOC Electronic Call Detail Call Detail Caller location, updated upon request or Real-time, | Text,
Record Record Database | captured as part of real time tracking. ad hoc Graphics
CT-LGCAL-12 | Conference Call Request Call Taker CP-ECONG Electronic Call Detail Call Detail Conference participants. Real-time Text
Record Record Database
CT-LGCAL-13 | Call Recording association System CR-RCAL Electronic | Call Detail Call Detail Unique identifier to associate Call Recording | Upon Text
Record Record Database | with the corresponding Call Detail Record. Creation
CT-LGCAL-14 | Suppportive or System CR-OSSDT Electronic Call Detail Call Detail Supplemental or Supportive Data Real-time, | Text,
Supplemental Data Record Record Database | collected during call processing. ad hoc Graphics
CT-LGCAL-15 | Data Transferred Call Stream CR-TRCIN Electronic Call Detail Call Detail Data recipient, time of transfer, Upon Text,
Record Record Database |and contents of data transfer. Transfer Graphics
CT-LGCAL-16 | End Call Call Stream CR-ENDCL Electronic Call Detail Call Detail Final update to all date and time stamps. Real-time Text
Record Record Database

7-14 | 9-1-1 System Operations Segment: CT
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9-1-1 System Operations [SNSP]
Call Treatment [CT]

Provide Network Bridging Services [CT-PNWBS]

Role(s): SYS
Proof-of-Concept: Yes
References: NENA 58-001, NENA-i3

Goal:

Ensure that all system and network entities are
able to conference and share data as appropriate
and beneficial to call treatment and processing.

Description:

and to manage that conferencing and sharing.

Network bridging services are implemented by the
system when a call taker establishes a conference
call [CP-ECONF] connecting multiple parties.

Assumptions:

|:| Recommended for

Proof-of-Concept

Role Key
ALL - ALL Roles
CT - Call Taker
DB - Database Administrator
NA - Network Adminstrator
PA - PSAP Adminstrator
SA - System Administrator
SYS - NG9-1-1 System
911AUTH - 9-1-1 Authority

This activity addresses network and system
service functions necessary for system call

taking and response entities to conference

and share data as appropriate and beneficial

to call treatment, processing, and incident
management. The service functions involved
should allow any PSAP to conference and share
data with any other PSAP (available through all
interconnections, both domestic and international),

*'sdO dVSd L-1-6 | unQ "bay /3oy "oung | saseg asn "de |uanQ asudiazuz| uononpoajuj Il |
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Information Transaction Inventory (ITI):

To Recipient

From Mode To Recipient  To System
(Role Type Code)* (System Code)*

From Originator

From Originator From System
(Role Type Code)* (System Code)*

Information Transaction Content (What)

Frequency Media Type

&
-
0
-
»
<
@
=
T
2

ITI-PNWBS-01 | Update Call Detail Record System CPE Electronic | System Call Detail The following information about the network Real-time, | Text,
Record Database | bridge attempt: a) initiating party, b) intended ad hoc Graphics,
participants, ¢) network bridge type, d) time Video
of network bridge attempt initiation, and e)
date of network bridge attempt initiation.
ITI-PNWBS-02 | Update Call Detail Record System CPE Electronic System Call Detail Rejection of network bridge request. Real-time, | Text
Record Database ad hoc
ITI-PNWBS-03 | Update Call Detail Record System CPE Electronic System Call Detail Success or failure of network bridge request. Real-time, | Text
Record Database ad hoc

| | I saoipuaddy
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8% NG9-1-1 System Description & Requirements Document

Facilitator: Brad Colvin
Analyst: Dan Landau
Domain Expert: Roger Hixson, Rick Jones, Jim Lockard

Activity: [CT-PNWBS] Provide Network Bridging Services; Establish Network Bridge

Modified on 10/05/07 @09:46
Service Area: Call Treatment [CT]

Role(s): SYS
O;verations (Presentation)
. i Voice channels linked in b
Entry Points ® Network Bridge Request CP-ECONF Alert Message to Call Taker Acknowledgement
to Call Taker
n CP-ECONF ] b
c
o) CR-TRCIN
= Call taker m
e CP-VFLOC — requests network / i Request Call Taker
() conference bridge Busy Signal / Data Received Adqn|on9al Processes Call
o CA-MNQUE ] Destination Host Successfully or Bridge? per jurisdiction-
O CP-IDRES — Unreachable Unsuccessfully specific SOPs
Conference/
Tr"anstI
T No
No—Applicatidn (System) i
Alternate Bridge CA-MNQUE CR-TRCIN CE;E%I?SI;I\F
Yes Bridge Type N Automatically Yes—b Manage Call Transfer Call
J . Conference
e A A, 4 Defined? equested? Queue Records Call
(@) SF__Determine SF__Lookup: SF__Determine
= Bridge Determine the Bridge Type: ot
8 Participants: # contact method | Choose bridge Update Update / No
= With whom to and info for the type and open Call Detail dueue info
o connect and why requested bridge channel Record
2— » SF__Receive SF__Establish Bridge
The Call Type of the call may Request Acknowledgement Communications Automatically CA-MNQUE
The system requests impact the assigned priority A q ted? Yes of Bridge Type: » Channel equested? Manage Call
a bridge prio_rity ar)d/or l_)ridge type Update cecepted: Negotiation and Queue
(e.g., voice, video, interactive, Call Detail Record handshake
data sharing / push) ‘ I Yes
ata Update
Call Detail Record
v

Call Detail Record
Database

o

Requirements / Description

October 10, 2007 | Version 2.0

® FR-PNWBS-04: The

system shall provide
the capability to accept
bridge requests.

SR-PNWBS-06: The
system shall have the
capability to
automatically initiate a
bridge request.

SR-PNWBS-06-01:
The system shall
determine the
appropriate entities
with which to initiate an
automatic bridge
request.

© sr-PNWBS-07: The
system shall determine
the contact method for
the parties with whom
a bridge is requested.

SR-PNWBS-07-01:
The system shall
determine the contact
information for the
parties with whom a
bridge is requested.

SR-PNWBS-07-02:
The system shall
choose a bridge type
based on Call Type of
the call.

SR-PNWBS-07-03:
The system shall be
capable of establishing
bridges of the following
types: a) voice, b)
video, c) interactive
data sharing.

SR-PNWBS-07-04:
The system shall log
conference bridge
requests, including: a)
time/date, b) all bridge
participants, c) bridge
type, d) bridge status.

SR-PNWBS-07-05:
The system shall alert
the call taker in the
event of an successful
bridge setup.

SR-PNWBS-07-06:
The system shall alert
the call taker in the
event of an
unsuccessful bridge
setup.

Call Detail Record
Database

Requirements / Description—

Call Detail Record
Database

@ FR-PNWBS-02: The

system shall provide
the capability to identify
all bridged parties.

FR-PNWBS-02-01:
The system shall
provide the capability
to allow all bridged
parties access to the
unique call identifier.

FR-PNWBS-02-02:
The system shall
provide the capability
to allow all bridged
parties to identify all
bridged parties.

@ FR-PNWBS-03: The

system shall provide
the capability to bridge
requested parties into
a conference call.

FR-PNWBS-03-01:
The system shall
provide the capability
for the call taker to
control the
communication and
data received by the
caller.

@ FR-PNWBS-01: The

system shall provide
the capability to
automatically connect
multiple parties based
on Call Detail Record.
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Recommended for
Proof-of-Concept

Role Key
Call Authentication [CT-CAUTH] ALL- AL Rols
DB - Database Administrator
Role(s): SYS NA - Network Adminstrator

Proof-of-Concept: Yes PA - PSAP Admlnlst.rator
SA - System Administrator

References: IETF RFC-3647, [ETF RFC-4474, NENA 02-502, NENA 04-503, NENA 08-001, NENA 58-001 V5 -NGS-1-1 System
911AUTH - 9-1-1 Authority

Goal: a list of approved provider credentials and other the NG9-1-1 system as well as at a PSAP and Assumptions:
o authorization lists. If the provider credential is the authentication rules may be different for each
The call aut'hentlca.tlon Process ensures th?t verified successfully, the call will be allowed to entry point. The rules can explicitly permit or
the approprlate entity, suc'h as the originating enter the NG9-1-1 system and is directed to the deny access to the NG9-1-1 System or PSAP. For
provider or ot_he'r responsible party, has been appropriate PSAP normally. If the credential is example, a PSAP may need to deny access to a
granted permission to access the system. not successfully verified because it is not on the specific caller, based on local policy / statute (e.g. a
approved provider list, is explicitly blocked by the device making repeated and malicious false calls)

PSAP, or various other reasons, an error message
will be generated and the call will be distributed

Description: based upon authentication policy. Unverified
The call authentication process will include calls may be directed to a particular PSAP or
© checking for the appropriate credential other entity for handling and call analysis. The
N information in the incoming call stream against call is authenticated both at the point of entry of
P
%
7_,,? Information Transaction Inventory (ITI):
¢
7
;
2 ITI-CAUTH- |Read Call Source Caller Call Stream Electronic System CPE Call source/service provider. Ad hoc Text
® 01
';,‘ ITI-CAUTH- |Read Call Valid Certificates System Certificate Electronic System CPE Valid source/service provider certificates. Ad hoc Text
[ 02 Database
'§ ITI-CAUTH- |Read Access Control Details System Access Control | Electronic System CPE Entities that are explicitly Ad hoc Text
» 03 Database permitted or denied access.
ITI-CAUTH- | Write Call Stream Information | System CPE Electronic System Call Detail Call source/service provider. Ad hoc Text
04 Record
Database
ITI-CAUTH- | Write Certificate Details System CPE Electronic System Call Detail Valid certificate. Ad hoc Text
05 Record
Database
ITI-CAUTH- | Write Audit Log Details System CPE Electronic System Audit Log Call validation failures. Ad hoc Text
06
ITI-CAUTH- |Read Error Message Rules System Business Rules | Electronic System CPE Error message rules (e.g., refusal Ad hoc Text
07 Database messages, error types).
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Activity: [CT-CAUTH] Call Authentication; Allowing Only Authorized Calls
Service Area: Call Treatment [CT]
Role(s): SYS

Facilitator: Brad Colvin Modified on 10/05/07 @09:46

Analyst: Wesley Chen
Domain Expert: John Chiaramonte, Roger Hixson, Rick Jones

Operations (Presentation)

Caller Notification Caller Notification

Entry Points

PSAP BCF

CT-RTPSP

of Notif n of
Call Received

No
Call Refusal

Operations

Application (System) 6

SF__Generate Call

e

SF__Terminate

Requirements / Description

SR-CAUTH-01: The
system shall be able to
read call source
information from the
call stream.

SR-CAUTH-02: The
system shall be able to
create a call detail
record to start storing
detailed call
information.

SR-CAUTH-02-01: The
system shall write the
certificate
authentication details
(successful and failed)
to the call detail record.

SR-CAUTH-03: The
system shall certify/
authenticate that the
originating provider or
other responsible party
has been granted
permission to deliver
calls.

SR-CAUTH-03-01: The
system of
authenticating provider
certificates shall be
deployed with strong
authentication (RSA-
1024 or better, as
documented in
RFC2313 [14]) using
X.509 certificates and
Certificate Revocation
Lists as profiled in RFC
3280 [15] and best
current practice. (08-

SR-CAUTH-04: The
system shall not accept
un-certified or un-
authenticated calls
(beyond this initial
step).

SR-CAUTH-04-01: The
system shall generate
a call refusal or error
message for the user
(e.g., voice recording) if
the call is not
successfully
authenticated.

SR-CAUTH-04-02: The
system shall generate
a notice when the call
is successfully
authenticated.

Requirements / Description

Refusal/Error Message: Connection:
No—— Notify Caller of Failed End the Call
c L L L L Authentication
.0
-.C-U‘ SF__Determine SF__Create Call SF__Validate SF__Record
(&) Call Provider Detail Record: Provider Certificate: Certificate Data: .
-T_D_ »|Source: »| To Document Call » Against a Database In the Call Detail Is cert_lflgate @
a From Reading Details of Valid Certificates / Record valid?
< from Call Stream Access Control DB A SF__Generate
A Acknowledgement: CT-REGCT
‘ T T ‘ ‘ SC-MNSEC Yes Notify Caller of Identify Call
Create Manage Successful Type
Calleigrce Call Detail Record Read Read Upiate Update r g:’c‘:"r’l['y‘ Read Authentication P
| | | | Dot |
Call Detail @ @ Call Detail @
Record Certificate Access Record System Business Rules
Database Database Control Database Database Audit Database Database

N

-y

EL-01 The provider or other
responsible party will be
required to apply for
certification/authentication key
with system administrator. The
application process may include
establishing the appropriate call
type(s) which will be utilized by
accessing devices, agreeing to
follow standardized rules
established for call stream data
and other details. Certificates
are expected to be available
prior to entry to the NG9-1-1
system. Certificates can be
generated by device or service/
access/third party provider.

EL-02 During Call
Authentication, the NG9-1-1
System or PSAP may
employ an Access Control
DB to explicitly permit or
deny access.

EL-03 The Audit DB is used
by the Manage Network
Security activity to analyze
call authentication failures,
identify network routing
problems, and to prevent
security intrusions.

EL-04 This business rule
database contains rules that
govern the error message
generated in various
scenarios.

EL-05 Generating an
acknowledgement to the caller
at this stage may be optional
since a notification is also
generated once the call is
successfully routed to the
appropriate PSAP.

9-1-1 Sys. Admin. | 9-1-1 PSAP Ops.

9-1-1 Sys. Ops.

001) Activity: [CT-CAUTH] Call Authentication
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7.2 Security
Administration [SC]

[SC-MNSEC] Manage Network Security

Role: NTA, SA

Proof-of-Concept: Yes

References: NENA-i3, NRIC VII-1B, NRIC VII-1D

Goal: Ensure managed access to network
resources, ensure data integrity, and provide usage
auditability.

[SC-LOGIN] Login
Role: ALL
Proof-of-Concept: No
References: N/A

Goal: Authenticate and provide system access to
users.

Figure 7-2: Security Administration Service Area

October 10, 2007 | Version 2.0

Introduction

7.2 Security Administration

The Security Administration Service Area

activities are dedicated to setting up, managing,
authenticating, and maintaining a secure
environment across all NG9-1-1 enterprise systems.

9-1-1 Sys. Admin. | 9-1-1 PSAP Ops. | Func. Act/ Req. Owr. | Cap. Use Cases | Enterprise Over.

| | | I Appendices

9-1-1 Sys. Ops.
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Recommended for
Proof-of-Concept

Role Key

Manage Network Security [SC-MNSEC] ALL- AL Roles

DB - Database Administrator

Role(s): NTA, SA NA - Network Adminstrator

Proof-of-Concept: Yes PA - PSAP Admlnlst.rator
SA - System Administrator

References: NENA-i3, NRIC VII-1B, NRIC VII-1D SYS - NG9-1-1 System
911AUTH - 9-1-1 Authority

Goal: Assumptions:

Ensure managed access to network resources,
ensure data integrity, and provide usage auditability.

Description:

This activity provides the capability and tools to
monitor network security across the enterprise;
collect and manage enterprise security audit
information; and detect, analyze, identify,

and resolve potential security threats.

"uiwpy "sAg L-1-6 |SdO dVSd 1-1-6

High-Level Requirements:

2

g

o FR-MNSEC-01 The system shall provide the capability to monitor network security.

'§ FR-MNSEC-02 The system shall provide the capability to manage security audit data.

: FR-MNSEC-03 The system shall provide the capability to detect network security threats.
FR-MNSEC-04 The system shall provide the capability to analyze potential security threats.
FR-MNSEC-05 The system shall provide the capability to log identified security threats.
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Login [SC-LOGIN]

Role(s): ALL

Proof-of-Concept: False
References: N/A

Goal:

Assumptions:

Authenticate and provide system access to users.

Description:

This activity provides the capability for all
user roles to access the NG9-1-1 environment.
Users are authenticated based on user ID and
password. Successful authentication grants
access to the NG9-1-1 systems based on user
role and user account access permissions.
User identification methods include, but are
not limited to: user ID and password, retinal
scan, and biometric information scan.

High-Level Requirements:

B=5 NG9-1-1 System Description & Requirements Document

Recommended for
Proof-of-Concept

Role Key
ALL - ALL Roles

CT - Call Taker

DB - Database Administrator
NA - Network Adminstrator
PA - PSAP Adminstrator

SA - System Administrator
SYS - NG9-1-1 System
911AUTH - 9-1-1 Authority

SR-LOGIN-01 The system shall provide a unique identifier for each user.
SR-LOGIN-02 The system shall generate an error message for each unsuccessful system access.
SR-LOGIN-03 The system shall track user-associated auditable
actions by the user unique identifier.
SR-LOGIN-04 The system shall perform user log-on authentication, ensuring that the user can
log onto the system only at access levels for which the user is authorized.
FR-LOGIN-05 The system shall provide the capability to log into the
system based on valid user identification method.
FR-LOGIN-06 The system shall provide the capability to query user access
audit trails by: a) date, b) time, c) user access, action event type,
d) user identifier, e) browser type, and f) IP address.
SR-LOGIN-07 The system shall enable user access audit trails to be maintained and protected.

October 10, 2007
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SR-LOGIN-08 For each user-login action the system shall capture: a) event
type, b) date, ¢) time, d) user identifier, and e) IP address.
FR-LOGIN-09 The system shall provide the capability to monitor and log the following user
access actions: a) failed attempts, b) successful logins, ¢) password changes.
SR-LOGIN-10 The system shall prohibit a user from logging on the system after lock out.
SR-LOGIN-11 The system shall authenticate system access attempts.
SR-LOGIN-12 The system shall log all system access attempts.
FR-LOGIN-13 The system shall provide the capability to ensure passwords
conform to TBD-XX security standards.
SR-LOGIN-14 The system shall lock out a user from the system
after TBD-XX failed login attempts.
FR-LOGIN-15 The system shall provide the capability for a system

administrator to reset the system lock out counter.
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9-1-1 Sys. Admin. | 9-1-1 PSAP Ops.

9-1-1 Sys. Ops.




NoOTES

__— Introduction |Enterprise Over.] Cap. Use Cases | Func. Act/Req. Ovr. | 9-1-1 PSAP Ops. | 9-1-1 Sys. Admin.

9-1-1 Sys. Ops.

Sys. Regs. Appendices — _ _

| October 10, 2007

Version 2.0



7.3 Database
Administration [DA]

[DA-MTDBC] Manage Database Content

Role: DBA, SA

Proof-of-Concept: Yes

References: NENA 02-010, NENA 02-011, NENA
02-013, NRIC VII-1B, NRIC VII-1D

Introduction

Goal: Provide the capability to manage and maintain
the logical database structure supporting the NG9-1-
1 enterprise database environment.

[DA-MTDBI] Populate and Maintain 9-1-1 Data
Interfaces

Role: DBA

Proof-of-Concept: No

References: NENA 02-010, NENA 02-011, NENA
02-013, NENA-i3, NRIC VII-1B, NRIC VII-1D

Goal: Provide the capability to update and modify the 9_1 _1 SYSTEM OPERATIONS SEGMENT SERVICE AREA

metadata database based on changes in data
standards or enterprise databases.

7.3 Database Administration

The Database Administration Service Area
provides activities needed to create, update, and

[DA-PADCT] Publish Authoritative Data Content

9-1-1 Sys. Admin. | 9-1-1 PSAP Ops. | Func. Act/ Req. Owr. | Cap. Use Cases | Enterprise Over.

Role: DBA maintain all of the NG9-1-1 databases. Service

Proof-of-Concept: Yes C. . ..

References: N/A area activities also provide database administrators
with views into database performance, resource

Goal: Establish and publish to authenticated users .

various data content related to system databases alloqatlon, structure, and contept: The data

supporting functions such as location validation, call architect and the database administrator are

routing, rights management, and data routing. the primary actors for these activities.

[DA-PFDBT] Perform Database Auditing
Role: SA

Proof-of-Concept: No

References: NRIC VII-1B, NRIC VII-1D

9-1-1 Sys. Ops.

Goal: Audit the accuracy of the NG9-1-1
database(s).

Figure 7-3: Data Administration Service Area

October 10, 2007 | Version 2.0
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Recommended for
Proof-of-Concept

Role Key
ALL - ALL Roles

CT - Call Taker

DB - Database Administrator
NA - Network Adminstrator
PA - PSAP Adminstrator

SA - System Administrator
SYS - NG9-1-1 System
911AUTH - 9-1-1 Authority

Manage Database Content [DA-MTDBC]

Role(s): DBA, SA
Proof-of-Concept: Yes
References: NENA 02-010, NENA 02-011, NENA 02-013, NRIC VII-1B, NRIC VII-1D

Database, Service Routing Database, ANI/ALI
Database, and Responding Agency Database.

Goal: information for the service area, accessible by
call originators and vendors. This activity fully
supports problem resolution along with normal
database upgrades. Users performing this activity
will work to resolve identified error conditions in
order to provide highly accurate system functions.

Provide the capability to manage and maintain
the logical database structure supporting the
NG9-1-1 enterprise database environment.

Assumptions:

This activity provides the capability to

perform a complete cataloging, reporting, and
maintenance function to document and manage
the NG9-1-1 database inventory according to
all established retention, recovery, and security
policies. Current NG9-1-1 conceptual data
repositories include: Call Record Database,
Call Detail Record Database, Call Recording
Database, Civic Address Information Database,
GIS Layer Database, Identity Management

Description:

This activity provides the tools, policies, and
processes to create and manage the logical
structures for the NG9-1-1 enterprise environment,
including all logical schema structures. These
structures include error correction management,
location validation, and other databases. This
activity supports maintenance of valid address

*sdQ dVSd }-1-6

High-Level Requirements:

7-26 | 9-1-1 System Operations Segment: DA

© FR-MTDBC-01 The DBMS shall provide the capability to alter the logical database structure(s). FR-MTDBC-13 The DBMS shall provide the capability to update a data record.
E FR-MTDBC-02 The DBMS shall provide the capability to add tables. FR-MTDBC-14 The DBMS shall provide the capability to delete a data record.
K FR-MTDBC-03 The DBMS shall provide the capability to drop tables. FR-MTDBC-15 The DBMS shall provide the capability to define data archive rules.
9 FR-MTDBC-04 The DBMS shall provide the capability to select the SR-MTDBC-16 The system shall provide data storage capacity to maintain
s logical database structure(s) for modification. TBD-08 years of data in an offline archive.
FR-MTDBC-05 The DBMS shall provide the capability to identify FR-MTDBC-17 The DBMS shall provide the capability to archive data automatically
error conditions in content of databases. to near-line data storage using data archive rules.
FR-MTDBC-06 The DBMS shall provide the capability to add table columns. FR-MTDBC-18 The DBMS shall provide the capability to archive data automatically
FR-MTDBC-07 The DBMS shall provide the capability to drop table columns. to off-line data storage using data archive rules.
FR-MTDBC-08 The DBMS shall provide the capability to modify table columns. FR-MTDBC-19 The DBMS shall provide the capability for a database administrator
FR-MTDBC-09 The DBMS shall provide the capability to apply a new to manually initiate an archive of specified data.
logical structure to a system database. FR-MTDBC-20 The DBMS shall provide the capability to generate a
FR-MTDBC-10 The system shall provide mechanisms to support error correction. summary report of the data that is archived.
FR-MTDBC-11 The DBMS shall provide the capability to create a data record. SR-MTDBC-21 The DBMS shall log the history of all changes to a database record.
FR-MTDBC-12 The DBMS shall provide the capability to read a data record.
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Populate and Maintain 9-1-1 Data Interfaces [DA-MTDBI]

Role(s): DBA

Proof-of-Concept: False

References: NENA 02-010, NENA 02-011, NENA 02-013, NENA-i3, NRIC VII-1B, NRIC VII-1D

Goal:

Assumptions:

Provide the capability to update and modify
the metadata database based on changes in
data standards or enterprise databases.

Description:

This activity maintains information, contextual
and characteristic data about databases, and
supporting databases essential and/or beneficial
to the delivery and processing of a 9-1-1
communications event. Such data are essential
to standards and best practice compliance, and
describe the activities, people and organizations
involved, locations of data and processes, access
methods, limitations, timing, and events.

High-Level Requirements:

Recommended for
Proof-of-Concept

NG9-1-1 System Description & Requirements Document

Role Key
ALL - ALL Roles
CT - Call Taker
DB - Database Administrator
NA - Network Adminstrator
PA - PSAP Adminstrator
SA - System Administrator
SYS - NG9-1-1 System
911AUTH - 9-1-1 Authority

9-1-1 Sys. Admin. | 9-1-1 PSAP Ops.

SR-MTDBI-01 The DBMS shall provide the capability to create metadata catalogs.
FR-MTDBI-02 The DBMS shall provide the capability to read metadata catalogs.
FR-MTDBI-03 The DBMS shall provide the capability to update metadata catalogs.
FR-MTDBI-04 The DBMS shall provide the capability to delete metadata catalogs.
FR-MTDBI-05 The DBMS shall provide the capability to create metadata entries.
FR-MTDBI-06 The DBMS shall provide the capability to read metadata entries.
FR-MTDBI-07 The DBMS shall provide the capability to update metadata entries.
FR-MTDBI-08 The DBMS shall provide the capability to delete metadata entries.
FR-MTDBI-09 The DBMS shall provide the capability to restrict user

access to designated metadata records.
FR-MTDBI-10 The DBMS shall provide the capability to review

proposed changes to metadata catalogs.

October 10, 2007 | Version 2.0

FR-MTDBI-11 The DBMS shall provide the capability to verify metadata
prior to entry into a metadata catalog.
FR-MTDBI-12 The DBMS shall provide the capability to validate
metadata prior to entry into a metadata catalog.
FR-MTDBI-13 The DBMS shall provide the capability to verify metadata in a metadata catalog.
FR-MTDBI-14 The DBMS shall provide the capability to validate metadata in a metadata catalog.
FR-MTDBI-15 The DBMS shall provide the capability to accept
proposed changes to metadata catalogs.
FR-MTDBI-16 The DBMS shall provide the capability to reject
proposed changes to metadata catalogs.
FR-MTDBI-17 The DBMS shall provide the capability to synchronize the
system databases holding directory level metadata.
SR-MTDBI-18 The DBMS shall maintain configuratin control of metadata catalogs.
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NG9-1-1 System Description & Requirements Document %

Publish Authoritative Data Content [DA-PADCT]

Role(s): DBA
Proof-of-Concept: Yes
References: N/A

Goal:

Establish and publish to authenticated users
various data content related to system databases
supporting functions such as location validation,
call routing, rights management, and data routing.

Description:

This activity provides the capability for the

9-1-1 Authority to publish authoritative content.
Database Administrators manage (add, edit, delete)
the published information as appropriate to enable
efficient browsing, search and download by the
NGO9-1-1 community. Database Administrators
assign metadata to content entries and link similar
authoritative content. Content availability is based

High-Level Requirements:

upon NG9-1-1 system access permissions.

This activity supports a the publication of a set of
databases, such as legitimate civic addresses or
ranges, which service providers or their vendors
can use to validate customer addresses or other
forms of location for accuracy of use in the
NG9-1-1 System. These authoritative databases
support accurate call routing and display to the
call taker, dispatcher, and other downstream

users. Other examples are data rights management
databases and PSAP boundary information.

Assumptions:

Recommended for
Proof-of-Concept

Role Key
ALL - ALL Roles
CT - Call Taker

DB - Database Administrator
NA - Network Adminstrator
PA - PSAP Adminstrator

SA - System Administrator
SYS - NG9-1-1 System
911AUTH - 9-1-1 Authority

FR-PADCT-01 The system shall provide the capability to publish NG9-1-1 database content.
FR-PADCT-02 The system shall provide the capability to approve content for publication.
FR-PADCT-03 The system shall provide the capability to browse published content.
FR-PADCT-04 The system shall provide the capability to search published content.
FR-PADCT-05 The system shall provide the capability to download published content.
FR-PADCT-06 The system shall provide the capability to submit an

approved content error correction request.
FR-PADCT-07 The system shall provide the capability to delete approved content.
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Recommended for
Proof-of-Concept

Role Key

Perform Database Auditing [DA-PFDBT] Crcatar

DB - Database Administrator
NA - Network Adminstrator

Role(s): SA
Proof-of-Concept: False PA - PSAP Admlnlst.rator
SA - System Administrator
References: NRIC VII-1B, NRIC VII-1D SYS - NG9-1-1 System
911AUTH - 9-1-1 Authority
Goal: Assumptions:

Audit the accuracy of the NG9-1-1 database(s).

Description:

This activity uses tools, policies, and processes

to track database accuracy and performance.
Administrators are able to schedule audits of the
NGO-1-1 baseline against the source information or
perform unscheduled audits in an ad hoc manner.
This activity includes the ability to record, preserve,
protect, and examine all audit activities according
to all stated level-of-detail and retention security
policies. Audit data are the results of scheduled

or ad hoc auditing. Audit errors may be corrected
manually or using automated system tools.

9-1-1 Sys. Admin. | 9-1-1 PSAP Ops.

High-Level Requirements:

:
[
SR-PFDBT-01 The system shall create a baseline of system databases. This @
is a set of data representing a fixed copy of system databases :
as of a specific date and time for use in auditing. °
FR-PFDBT-02 The DBMS shall provide the capability to schedule an audit.
SR-PFDBT-03 The DBMS shall perform version control on the system databases.
FR-PFDBT-04 The DBMS shall provide the capability to compare baseline
database with the associated source file(s).
FR-PFDBT-05 The DBMS shall provide the capability to perform an ad hoc audit.
SR-PFDBT-06 The DBMS shall log anomalies detected during audit.
FR-PFDBT-07 The DBMS shall provide the capability to read the anomaly log file.
FR-PFDBT-08 The system shall provide the capability to perform scheduled audits.
FR-PFDBT-09 The DBMS shall provide the capability to compare the current
baseline database to a historical baseline database.
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7.4 Operations Administration [OA]

[OA-MOSRE] Monitor System Resources
Role: NTA, SA

Proof-of-Concept: No

References: NENA-i3, NRIC VII-1B

Goal: Provide the ability to monitor and manage
system and subsystem usage and reliability.

[OA-MNCLR] Manage Call Records
Role: ALL

Proof-of-Concept: Yes

References: N/A

Goal: Create and maintain call records

[OA-MNFTR] Manage Network Faults and Recovery
Role: NTA, SA

Proof-of-Concept: Yes

References: NRIC VII-1B, NRIC VII-1D

Goal: Provide network capability to identify, isolate,
and correct network faults.

[OA-MCHRQ] Manage Change Requests
Role: NTA, SA

Proof-of-Concept: No

References: N/A

Goal: Provide the administrative and analytical
resources to support management decisions
affecting system configuration and operation.

[OA-MANSP] Manage System Performance
Role: NTA, SA

Proof-of-Concept: Yes

References: NENA-i3, NRIC VII-1B

Goal: Ensure network and system operation and

reliability to meet acceptable and adopted standards.

Provide the capability to monitor, record, and
analyze system performance data against
predefined metrics (i.e., establish system norms and
flag exceptions).

[OA-MNSRE] Manage System Resources and
Configuration

Role: NTA, SA

Proof-of-Concept: Yes

References: NRIC VII-1B

Goal: Provide management and control of network
system resources and configurations.
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Figure 7-4: Operations Administration Service Area
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7.4 Operations Administration

The Operations Administration Service Area
Activities include monitoring, troubleshooting,
maintaining, and improving the performance

of NG9-1-1 systems and networks. Most
activities within this service area rely on the
monitoring and collection of key system and
network performance data, analysis and modeling
of that data, and providing recommendations
for improvements to functional performance.
This service area also includes reporting on
performance metrics to show overall system
health. Systems Administrator, Database
Administrator, and Network Administrator roles
perform activities within this service area.

Note: Because it is assumed that NG9-1-1

will operate on IP networks shared among
governmental uses and operations, and will
likely use shared software applications as well,
administration of NG9-1-1 specific components
and functions will likely require coordination
among multiple administrators who are using
shared network and application capacities.

Introduction
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Monitor System Resources [OA-MOSRE]

Role(s): NTA, SA
Proof-of-Concept: False
References: NENA-i3, NRIC VII-1B

Goal: Assumptions:

Provide the ability to monitor and manage
system and subsystem usage and reliability.

Description:

This activity provides tools for the System
Administrator to monitor systems from fault,
configuration, account, performance, and
security perspectives. This activity includes
the capability to establish monitoring cycles,
set limits on resources consumption, and

set alerts on configuration. This activity
allows traces and isolation to permit root
cause analysis of system performance.

High-Level Requirements:

Recommended for
Proof-of-Concept

Role Key
ALL - ALL Roles

CT - Call Taker

DB - Database Administrator
NA - Network Adminstrator
PA - PSAP Adminstrator

SA - System Administrator
SYS - NG9-1-1 System
911AUTH - 9-1-1 Authority

FR-MOSRE-01 The system shall provide the capability to monitor system resources for:
a) Fault tolerance, b) Configuration, c¢) Performance, and d) Security.
FR-MOSRE-02 The system shall provide the capability to configure system resource tools for use.

7-32 | 9-1-1 System Operations Segment: OA
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Recommended for
Proof-of-Concept

Role Key
Manage Network Faults and Recovery [OA-MNFTR] ALL- ALL Roles

DB - Database Administrator
NA - Network Adminstrator

Role(s): NTA, SA
Proof-of-Concept: Yes PA - PSAP Adminstrator
SA - System Administrator
References: NRIC VII-1B, NRIC VII-1D SYS - NG9-1-1 System

911AUTH - 9-1-1 Authority

Goal: Assumptions:

Provide network capability to identify,
isolate, and correct network faults.

Description:

This activity addresses system needs for the
identification, isolation, and correction of network
faults and failures. Included in this activity is

the testing and acceptance of corrective action,
and the creation and maintenance of fault

history documentation of system components.

9-1-1 Sys. Admin. | 9-1-1 PSAP Ops.

High-Level Requirements:

N
o
@
SR-MNFTR-01 The system shall identify network faults. f”
SR-MNFTR-02 The system shall isolate network faults. ;
FR-MNFTR-03 The system shall provide the capability to correct network faults.
FR-MNFTR-04 The system shall provide the capability to document network fault history.
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Recommended for
Proof-of-Concept

Role Key

Manage System Performance [OA-MANSP] crcataar

DB - Database Administrator

Role(s): NTA, SA NA - Network Adminstrator
Proof-of-Concept: Yes PA - PSAP Adminstrator
X SA - System Administrator
References: NENA-i3, NRIC VII-1B SYS -NGO-1-1 Systern

911AUTH - 9-1-1 Authority

Goal: operational resource utilization databases and

. o documentation in aid of minimizing congestion
Ensure network and system operation and reliability and maximizing performance. Performance
to meet acceptable and adopted standards. Provide trend analysis enables system administrators

the capability to monitor, record, and analyze to determine whether system components are

system performance data against predefined metrics adequate or decreasing in service capability.
(i.e., establish system norms and flag exceptions).

Assumptions:

Description:

This activity supports the monitoring,
recording, maintenance, and improvement
of system performance data in accordance
with adopted standards and best practices.
The activity includes, but is not limited to,
network component monitoring, coupled
with the development and maintenance of

°
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High-Level Requirements:

2
g
o FR-MANSP-01 The system shall provide the capability to monitor system performance
-§ data in accordance with known standards and best practices.
: FR-MANSP-02 The system shall provide the capability to analyze system performance
data in accordance with known standards and best practices.
FR-MANSP-03 The system shall provide the capability to test system
performance without interrupting real time operations.
FR-MANSP-04 The system shall provide the capability to collect system performance results.
FR-MANSP-05 The system shall provide the capability to execute performance trend analysis.
FR-MANSP-06 The system shall provide the capability to establish
alarm thresholds for critical services.
SR-MANSP-07 The system shall generate critical service alarms.
FR-MANSP-08 The system shall provide the capability to record system performance
data in accordance with known standards and best practices.
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Manage System Resources and Configuration [OA-MNSRE]

Role(s): NTA, SA

Proof-of-Concept: Yes
References: NRIC VII-1B

Goal:

Assumptions:

Provide management and control of network
system resources and configurations.

Description:

This activity provides the procedures, software,
equipment, and techniques necessary to identify
and manage system resources and system/network
configurations. This activity includes, but is

not limited to, identifying, monitoring, adding,
deleting, and/or changing physical and logical
elements of system and network components
(connections, addresses, topologies, etc.).

High-Level Requirements:

%ﬁ NG9-1-1 System Description & Requirements Document

Recommended for
Proof-of-Concept

Role Key
ALL - ALL Roles

CT - Call Taker

DB - Database Administrator
NA - Network Adminstrator
PA - PSAP Adminstrator

SA - System Administrator
SYS - NG9-1-1 System
911AUTH - 9-1-1 Authority

FR-MNSRE-08 The system shall provide the capability to detect
state changes that occur at remote sites.
FR-MNSRE-09 The system shall provide the capability to detect fault
conditions that occur at remote sites.
FR-MNSRE-10 The system shall provide the capability to automatically restore mission
critical functions based on pre-defined failure recovery rules.
FR-MNSRE-11 The system shall provide the capability to automatically implement fail over

strategies to redundant hardware based on pre defined failure recovery rules.

FR-MNSRE-01 The system shall provide the capability to install
system software from a remote location.
FR-MNSRE-02 The system shall provide the capability to display
network devices in logical groupings.
FR-MNSRE-03 The system shall provide the capability to add new network devices
to the network without interrupting ongoing operations.
FR-MNSRE-04 The system shall provide the capability to configure system network components.
SR-MNSRE-05 The system shall log all detected network fault conditions.
FR-MNSRE-06 The system shall provide the capability to detect
state changes that occur at local sites.
FR-MNSRE-07 The system shall provide the capability to detect
fault conditions that occur at local sites.

October 10, 2007 | Version 2.0
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Recommended for
Proof-of-Concept

Role Key
Manage Call Records [OA-MNCLR] AL ALL Roes
DB - Database Administrator
Role(s): ALL NA - Network Adminstrator

Proof-of-Concept: Yes PA - PSAP Admlnlst.rator
SA - System Administrator

References: N/A SYS - NG9-1-1 System
911AUTH - 9-1-1 Authority

Goal: search for a Call Record based on any attribute of
components. Search results return the entire call
record. Proper database management includes
the transfer of records to archives according to
the appropriate archiving policies and procedure
of the local jurisdiction, including the deletion

of records as necessary and required by law.

Create and maintain call records

Description:

Capture and aggregate all information related

to a call. A Call Record is comprised of 1) Call
Detail Record - system generated initial call
information and the call progress data 2) Call
Recording - the electronic documentation of all
interactive communication between a call taker,
caller, and any conferenced parties and 3) Call
Narrative - the manually entered information to
document details of a call. Call Records link
these three components so they can be searched,
retrieved, and distributed together. A call taker may

Assumptions:

*sdQ dVSd }-1-6

High-Level Requirements:

2

g

o FR-MNCLR-01 The system shall provide the capability to create a Call Record.

'§ FR-MNCLR-02 The system shall provide the capability to read a Call Record.

: FR-MNCLR-03 The system shall provide the capability to update a Call Record.
FR-MNCLR-04 The system shall provide the capability to delete a Call Record.
SR-MNCLR-05 The system shall assign a unique identifier to a Call Record.
FR-MNCLR-07 The system shall provide the capability to search Call Records.
DR-MNCLR-08 The system shall store Call Records.

SR-MNCLR-09 The system shall maintain the association between a Call Record and
the a) Call Detail Record, b) Call Recording, ¢) Call Narrative
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Recommended for
Proof-of-Concept

Role Key

Manage Change Requests [OA-MCHRQ] Cr-CarTar

DB - Database Administrator

Role(s): NTA, SA NA - Network Adminstrator
PA - PSAP Adminstrator

Proof-of-Concept: False iy
SA - System Administrator

References: N/A SYS - NG9-1-1 System
911AUTH - 9-1-1 Authority

Goal:

Provide the administrative and analytical
resources to support management decisions
affecting system configuration and operation.

Description:

This activity provides the administrative and
analytical infrastructure for processing change
requests, conducting traffic and usage analysis, and
deploying system hardware, circuits, and software.

Assumptions:

9-1-1 Sys. Admin. | 9-1-1 PSAP Ops.

High-Level Requirements:

SR-MCHRQ-01 The system shall support decisions regarding system configuration and operation.
FR-MCHRQ-02 The system shall provide mechanisms to deploy hardware
and software changes or additions within the system.

9-1-1 Sys. Ops.
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SECTION 8: SYSTEM REQUIREMENTS

System requirements were established to help
ensure that a NG9-1-1 system is fully supported
and capable of processing the workload required.
It must provide transaction processing integrity
and general operating reliability; use standard
procedures for installation, configuration, and
operations; provide seamless integrated workflow
processing; have the capability to query, access,
and format information; and be well documented.
It must not conflict with other administrative

or program systems or with other agency-
established information technology standards.

9-1-1 Sys. Admin. | 9-1-1 PSAP Ops.

NG9-1-1 systems must meet the technical
requirements specified in this section.
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8.1 Technical Performance 8.1.2 Availability

Requirements

8.1.1 Maintainability

Maintainability provides seamless service delivery
while supporting both scheduled and unscheduled
maintenance activities. ~ These activities will
include, but are not limited to, software updates
and validation of data integrity. Implementation of
specific process, procedures, and vendor agreements
will be necessary to ensure quality and consistency

The availability requirements identify specific
metrics for uptime and availability. Explicit
architectural design, system capabilities, and
procedure must be implemented in order to
achieve the desired level of availability. The
scope of requirements impacting system
availability spans such key areas as system
uptime, system throughput and performance,
and system resilience and event resolution,

of operations through maintenance activities.
SR-SYSTA-01 The system shall support 24x7x365 operations.
SR-SYSTA-02 Th tem shall rt a call/t ti 1 f TBD-03.
SR-SYSTM-01 Individual critical system components shall be capable of being brought into SR.SYSTA.03 Th: zthZrnrll :e: 0;222?111:5;211 gzrizac;:gl:g ;rél]e)_oo A for
or out of service without affecting services that are not dependent on them. an ir?divi dual fr ansaction within thevsv stem
SR-SYSTM-02 Hardware elements of high-availability services shall be capable of being SR.SYSTA-04 Th}; svstermn shall implement redun dantyin fra_;,truct R——
brought into or out of service without affecting overall service availability. intelliy ent routin o?calls Jdata ilrll the event of outz . conlclili)gons
SR-SYSTM-03 Critical‘system components shal} be capable‘of having t.heir‘ . SR-SYSTA-05 The S}%stem shallgincorporate proactive monitoringif .
supporting sgftware up grad‘e d without affectmg the availability individual system components, including network elements
© of those devices or the services they provide. hardware devices. and so ftwar;: applications. ’
= SR-SYSTM-04 A notification n?echams'm shall'be dei.in.e d to alert management SR-SYSTA-06 Where applicable, the system shall use policy-based management
E’ and/or users of impending service activities. to facilitate automated system event/incident resolution
5 SR-SYSTM-03 ]f?;lt?niaf; aZiﬁa;ifht;gi?trs ls)ha;:i;isﬂale thbelng verified SR-SYSTA-07 The system shall allow historical tracking of events and event resolution
'-" S I 27 ; £ pary: to serve as a knowledge-base and trending tool for support staff.
2 SR-SYSTM-06 The system shall use commercially avallabl.e software and SR-SYSTA-08 The system shall allow the maintainer to exercise system
p hardware and/or open standards where appl} cable. — restore procedures to support transparent restoration of archived
% SR-SYSTM-07 The system shall support remote configuration download from individual deployed data in the event of data loss or system failure
= . o . .
5 hardware and software assets in support of system-wide configuration management. SR.SYSTA-09 The system shall be capable of remote booting.
2 SR-SYSTA-10 The system shall support TBD-09 simultaneous users
3 SR-SYSTA-11 The system shall support TBD-10 simultaneous transactions
L,,‘ SR-SYSTA-12 The system shall support TBD-11 transactions over a TBD period of time
g SR-SYSTA-13 The system shall require no more than TBD-12
3 seconds to process a single transaction
SR-SYSTA-14 The system shall support a data volume of TBD-13 GB per day
SR-SYSTA-15 The system shall scale vertically
SR-SYSTA-16 The system shall scale horizontally

8-2 | System Requirements
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8.1.3 Reliability 8.2 Technical System

Requirements
8.2.1 Security

The focus of reliability is to ensure operation
for specific, extended periods of time without
critical failure. The requirements within this
activity area describe the metrics for expected
system reliability and the procedures necessary
to guarantee that level of availability.

Security support provides adequate data and
service protection to mitigate unauthorized
access, service exploitation, and leakage of
confidential or sensitive information. The

October 10, 2007 | Version 2.0
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system must also provide audit capability for
SR-SYSTR-01 The system shall have a Mean Time Between Critical Failure (MTBCF) of at least activity traceability and accountability.
TBD-05 execution hours under normal environmental/operational conditions.
SR-SYSTR-02 The system shall provide for error handling.
SR-SYSTR-03 The system shall provide for failure recovery. SR-SYSTS-01 The system shall provide system-wide intrusion detection
SR-SYSTR-04 The system shall be capable of retrying or retransmitting operations system (IDS) a) processing, and b) monitoring.
based on either administrative control or predefined policy. SR-SYSTS-02 The system shall .protect all sensitive communicat.ions in
SR-SYSTR-05 The system shall have no single point of failure. accordance with 1ndus.try stande'lrds‘ and ‘t?est p'ractlces.
SR-SYSTR-06 The system shall ensure that failures within individual components SR-SYSTS-03 The system shall provide organizational identity managem?nt
of the system do not propagate to other system components or 1nfrastruc;ture to support user gnd Fross—system authentication
cause failure of downstream components or services. (smgle-s1gn-‘on [SSO] authentlcatl‘on). _
SR-SYSTR-07 The system shall intelligently route communications and service requests such SR-SYSTS-04 The mechamsms chosen for security requ1.rements shall
that individual system component failures do not affect overall system reliability. use multi-agency standards wherever possible. g
SR-SYSTS-05 The system shall facilitate the audit of system activities by 2
an individual or for a particular case or incident. -
SR-SYSTS-06 The system shall support and provide for periodic security :,
assessments and vulnerability scanning. &
SR-SYSTS-07 The system shall conform to pertinent Health Insurance £
Portability and Accountability Act (HIPAA) requirements for §
all communications containing medical information. 8
SR-SYSTS-08 The system shall provide system-wide intrusion information 2
assurance (IA) a) processing and b) monitoring. &

9-1-1 Sys. Ops.
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8.2.2 Continuity of Operations

Continuity of operations (COOP) accounts for

and provides continuous operations during system
outage events. The following requirements outline
the capabilities and processes that must be defined

to support operations during such a scenario.
Proper COOP practices include the transfer

of records to offsite archives according to the
appropriate archiving policies and procedures of the
local jurisdiction as necessary and required by law.

SR-SYSTC-01 The system shall incorporate processes and procedures
for mass off-site archive storage.
SR-SYSTC-02 The system shall incorporate processes and procedures for
data retrieval from mass off-site archive storage.
SR-SYSTC-03 The system shall provide the capability to implement
defined system restore processes.
SR-SYSTC-04 The system shall periodically exercise system restore processes and procedure.
SR-SYSTC-05 The system shall incorporate process and procedure for periodic off-line testing
of system archives to ensure availability and reliability of backup data.
SR-SYSTC-06 Individual system components shall possess the capability to operate
autonomously in the event that one or more subsystems become unavailable.
SR-SYSTC-08 The system shall notify stakeholders of system outage events.
FR-SYSTC-09 The system shall notify stakeholders of system service restoration.

8-4 | System Requirements

8.3 Design Constraints

The NG9-1-1 System must maintain the

9-1-1 system’s capability to respond to new
communication technologies and take advantage
of additional new technology that may benefit
system operations. Design constraints are
included to address both the impact that new
communication technology potentially has on
9-1-1 system operations and the opportunity that
same technology has to benefit those operations
through new features and functionalities.

This includes monitoring new technology
development, the theoretical application of
relevant new technologies to NG9-1-1 system
operations, and, as appropriate and beneficial, the
proof-of-concept demonstration of their use.

The NG9-1-1 System will facilitate the reception
and handling of requests for emergency service
including the routing of requests to appropriate
responders. As a result of the breadth of
participating organizations and agencies,

the NG9-1-1 System must coordinate the
extraction, correlation, aggregation, and transfer
of relevant case data from external systems
which are both already developed and currently
deployed, as well as those which are currently
under development or may be developed in the
future. The NG9-1-1 System must therefore

be designed with a standards-based, modular
architecture that will allow interoperation with
external systems using agreed upon standards for
communication and data transfer and storage.

The NG9-1-1 system must also maintain flexibility
with respect to the software, protocols, and
underlying technologies required to interact with
existing external systems in order to be effectively
integrated into any operational environment which
will be comprised of a variety of heterogeneous
systems and infrastructure. This flexibility must
also persist over the life of the deployed NG9-1-1
system to allow for the incorporation of new
technology as a result of either a response to

an external system change or the need to adopt
beneficial new technologies which improve

the system in some capacity. To this end,

the system shall use software and interfaces
compliant with open, industry-proven standards
to facilitate integration with not only existing
and/or legacy technologies, but also any future
technologies the system may need to incorporate
or from which it may benefit. Furthermore, the
system shall be designed in such fashion as to
incorporate external system integration without
the requirement of significant change to either
the NG9-1-1 System or the external system.

The NG9-1-1 System must incorporate a

relational database management system (DBMS)
to facilitate the accurate conveyance of call data

to all involved personnel and the appropriate
archival of supporting data. The data architecture
implemented within the supporting DBMS shall
allow storage of data of varying structure to include
but not be limited to simple textual constructs as
well as complex binary or other structured forms
of data. Such a system must be robust enough

to handle the expected volume of transactions,
volume of data, and the requisite service level
agreements (SLA) to properly address 9-1-1
operations. Additionally, appropriate continuity of
operations measures must be put in place to ensure
the reliability of the NG9-1-1 System and the
integrity of the data contained within the DBMS.
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SECTION 9: SoURCE REFERENCES

Primary sources of information used in this document were published and working draft documents from
the USDOT, the Federal Communications Commission (FCC), NENA, the IETF, and the Alliance for
Telecommunications Industry Solutions—Emergency Services Interconnection Forum (ATIS-ESIF).

* Next Generation 9-1-1 (NG9-1-1) System Initiative: Concept of Operations. USDOT ITS JPO. April
2007. http://www.its.dot.gov/ng911/pdf/NG911ConOps__ April07.pdf—This is a formal document that
provides a user-oriented vision of NG9-1-1 in the context of an emergency services internetwork that can
be understood by stakeholders with a broad range of operational and technical expertise. It is intended to
communicate the vision of this system to stakeholders so that they can be actively engaged in its development
and deployment.

9-1-1 Sys. Admin. | 9-1-1 PSAP Ops.

* Network Architecture Properties in 2010, Extending E9-1-1 to Satellites, and Generic Architectures to
Support Video and Advanced Service. Network Reliability and Interoperability Council (NRIC) VII
Focus Group 1B, FCC. June 2005. Long Term Issues for Emergency/E9-1-1 Services (Draft)—These
documents are designed to provide a set of specific recommendations regarding future emergency
communications network properties and their capabilities by 2010 to support the exchange of voice, data,
text, photographs, and live video through the emergency services internetwork to the PSAP and beyond.

9-1-1 Sys. Ops.

» Communication Issues for Emergency Communications Beyond E911: Final Report—Properties
and network architectures for communications between PSAPs and emergency services
organizations and personnel. NRIC VII Focus Group 1D, FCC. December 2005. http://
www.nric.org/meetings/docs/meeting_20051216/FG1D_ Dec%2005_Final%20Report.
pdf—The purpose of these documents is to describe the properties that network architectures
for communications between PSAPs and emergency services personnel must meet.
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NENA i3 Technical Requirements Document [NENA i3]. NENA VoIP/Packet Technical
Committee Long-Term Definition Working Group. September 2006. http://www.nena.org/media/
files/08-751_20060928.pdf—This document provides requirements for a NENA-recommended
standard for the i3 architecture for end-to-end emergency calling over IP networks.

Requirements for Emergency Context Resolution with Internet Technologies [ECRIT]. Internet
Engineering Task Force (IETF). August 2006. http://www.ietf.org/internet-drafts/draft-ietf-ecrit-
requirements-12.txt—This document enumerates requirements for emergency calls placed by the public
using VoIP and general Internet multimedia systems, where Internet protocols are used end-to-end.

The ATIS-ESIF Next Generation Emergency Services (NGES) Subcommittee will define a

new messaging and interaction protocol between PSAPs and Emergency Services Networks

to significantly expand the paradigms that exist to provide those services today. Various
summaries and briefing materials are available at the NGES Subcommittee website at http://
www.atis.org/esif/nges.asp. The NGES messaging and interaction protocol will be specified as an
American National Standard (ANS). Messaging interfaces have been adopted for trial use.

NENA Technical Information Document (TID) on the Network Interface to IP Capable PSAP [NENA
08-501]. NENA Migration Working Group of the Network Technical Committee. June 2004.
http://nena.org/9%1lel1%]1el TechStandards/ TechInfoDocs/NENATIDIPPSAPIF.pdf—This TID
provides information to guide manufacturers of network equipment and PSAP customer premises
equipment (CPE) in the development of IP-based interfaces between the network and PSAP CPE

and to assist E9-1-1 network service providers and PSAPs in implementing such interfaces.

IP PSAP 9-1-1 System Features and Capabilities Operational Information Document (OID) [NENA
58-001]. NENA VoIP PSAP Operations Features/Capabilities Work Group. June 2004. http://
www.nena.org/9%1el%1lelOperPractices/ OpsInfoDocs/NENAopsOIDipPSAP060404final.
pdf—This OID contains a list of capabilities or features that are expected to be supported in a

PSAP using IP-based 9-1-1 equipment and software developed in an open architecture environment
that will allow interoperability at all levels of the 9-1-1 network, regardless of vendors.

NENA Standard Formats & Protocols for ALI Data Exchange, ALI Response & GIS
Mapping [NENA 02-010]. NENA Technical Committee Chairs. February 2006. http://
www.nena.org/media/files/02-010_20060225.pdf—This document sets forth ALI data
exchange formats and a standard GIS data model. Although there are many methods for the
transfer of such data, this NENA document represents an industry-accepted standard.

NENA Data Standards for Local Exchange Carriers, ALI Service Providers, & 9-1-1
Jurisdictions INENA 02-011]. NENA Technical Committee Chairs. November 2006. http://
www.nena.org/media/files/02-011_20061121.pdf~—This document establishes technical
standards for all service providers involved in providing telephone services.

NENA Data Standards for the Provisioning and Maintenance of MSAG Files to VDBs and
ERDBs [NENA 02-013]. NENA Data Technical Committee, VDB/MSAG Working Group.
January 2007. http://www.nena.org/media/files/02-013_20070109.pdf—This document
contains system and process requirements for the Validation Database (VDB), ESZ Routing
Database (ERDB), and system administrator to maintain the Master Street Address Guide
(MSAG) and Alternate Location Information required in i2 system architecture.
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APPENDIX A: ACRONYMS
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MSAG Master Street Address Guide

MTBCF Mean Time Between Critical Failures
NENA National Emergency Number Association
NG9-1-1 Next Generation 9-1-1

NGES Next Generation Emergency Services
NRIC Network Reliability and Interoperability Council
OID Operational Information Document

OSI Operating System Interface

PDA Personal Digital Assistant

PSAP Public Safety Answering Point

PSTN Public Switched Telephone Network

QA Quality Assurance

QC Quality Control

SLA Service Level Agreement

SMS Short Message Service

SMTP Simple Mail Transfer Protocol

SOP Standard Operating Procedure

SR Selective Routing

SSO Single Sign-On

TBD To Be Determined

TBR To Be Resolved

TCP Transmission Control Protocol

TIA Telecommunication Industry Association
TID Technical Information Document
TTY/TDD Teletypewriter / Telecommunications Device for the Deaf
UDP User Datagram Protocol

USDOT United States Department of Transportation
VDB Validation Database

VoIP Voice over Internet Protocol

ACD Automatic Call Distribution

ACN Automatic Collision Notification

ALEC Alternate Local Exchange Carrier

ALI Automatic Location Identification

ANI Automatic Number Identification

ANS American National Standard

APCO Association of Public-Safety Communications Officials—International

ATIS-ESIF Alliance for Telecommunications Industry Solutions—
Emergency Services Interconnection Forum

CAD Computer Aided Dispatch

CAMA Centralized Automatic Message Accounting

CAP Competitive Access Provider

CCS Centum Call Second

CLEC Competitive Local Exchange Carrier

COOP Continuity of Operations

CPE Customer Premises Equipment

DBMS Database Management System

E9-1-1 Enhanced 9-1-1

ECRIT Emergency Context Resolution with Internet Technologies

EMS Emergency Medical Services

ERDB Emergency Service Zone Routing Database

ESAR Enterprise Segment Activity Roadmap

ESN Emergency Service Number

ESZ Emergency Service Zone

FCC Federal Communications Commission

GIS Geographic Information Systems

GPS Global Positioning System

HIPAA Health Insurance Portability and Accountability Act

IA Information Assurance

IDS Intrusion Detection System

IETF Internet Engineering Task Force

ILEC Incumbent Local Exchange Carrier

1P Internet Protocol

ISP Internet Service Provider

ITI Information Transaction Inventory

ITU International Telecommunication Union

LEC Local Exchange Carrier

MRV Multidimensional Requirements View

A-2 | Acronyms
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9-1-1

A three-digit telephone number to facilitate the reporting of an
emergency requiring response by a public safety agency.

Automatic Location

The automatic display at the PSAP of the caller’s telephone number, the address

9-1-1 Enterprise

The set of functions performed to fulfill the mission of the 9-1-1 community. The

Operations Segment

Operations 9-1-1 Enterprise Operations layer is an element of the NG9-1-1 Community Model
that illustrates the collection of the enterprise segments identified for NG9-1-1.
9-1-1 PSAP The element of the NG9-1-1 Community Model that represents the

set of activities used by Public Service Answering Point (PSAP) call
takers to receive, process, and relay emergency calls and data.

Identification (ALI) | or location of the telephone, and supplementary emergency services information.
Automatic Location | The set of ALI records residing on a computer system.
Identification
(ALI) Database
Automatic Number | Telephone number associated with the access line from which a call originates.
Identification (ANI)
Availability The operational ability of necessary and beneficial data interfaces
to support call processing and emergency response; or, the amount
or percentage of time that the system provides service.
Backup Public Typically, a disaster recovery answering point that serves as a backup
Safety Access Point | to the primary PSAP and is not collocated with the primary PSAP.
(Backup PSAP)

Operations Segment

9-1-1 System The set of network, database, and customer premises equipment
(CPE) components required to provide 9-1-1 service.
9-1-1 System The element of the NG9-1-1 Community Model that represents the set
Administration of activities needed to accommodate functions such as collaboration,
Segment task assignment, training, and configuration of the 9-1-1 Enterprise.
9-1-1 System The element of the NG9-1-1 Community Model that represents the set of activities

and systems to manage, support, and protect the 9-1-1 technology infrastructure.

Activity

See “Functional Activity.”

Alternate Routing

The capability of directing 9-1-1 calls to a designated alternate
location(s) if all 9-1-1 trunks are busy or out of service. May
be activated upon request or automatically, if detectable, when
9-1-1 equipment fails or the PSAP itself is disabled.

Business Rules

Business rules describe the operational definitions and constraints that can be
applied to the system that dynamically specify how the system should react under
different circumstances. Business rules are used throughout the NG9-1-1 system
enabling jurisdictions and 9-1-1 Authorities to configure the system based upon
the needs of the locality or region and can be modified or updated as needed.

Busy Tone

An audible signal indicating a call cannot be completed because the
called access line is busy. The tone is applied 60 times per minute.

American Sign

System of hand and body movements used to communicate

Language concepts rather than spoken complete sentences. The
grammatical structure is different from standard English.
Analog Continuous and variable electrical waves that represent an

infinite number of values; as opposed digital.

Call

For the purposes of this NG9-1-1 System Description & Requirements
Document, any real-time communication—yvoice, text, or video—between
a person needing assistance and a PSAP call taker. This term also includes
non-human-initiated automatic event alerts, such as alarms, telematics,

or sensor data, which may also include real-time communications.

Association for
Public-Safety

A not-for-profit organization established in 1935 and that the world’s largest
organization dedicated to public safety communications. Members rely on

Callback

The ability to re-contact the calling party.

Callback Number

A telephone number used by the PSAP to re-contact the location
from which the 9-1-1 call was placed. The number may or may not
be the number of the station used to originate the 9-1-1 call.

Call Delivery

The capability to route a 9-1-1 call to the designated selective router for
ultimate delivery to the designated PSAP for the caller’s ANI/KEY.

Communications— | APCO for their professional needs—from examining standards and issues to
International (APCO) | providing education, products and services, and frequency coordination services.
Audit Log A data structure that contains all the completed formal evaluations of user

and maintenance activities and any resulting corrective actions required.
Authentication Determination or verification of a user’s identity and/or the user’s

eligibility to access to a system, network, or data; measures to
prevent unauthorized access to information and resources.

Automatic Call
Distributor (ACD)

Equipment or application that automatically distributes incoming
calls to available PSAP attendants in the order the calls are received,
or queues calls until an attendant becomes available.

Call Detail Record

All system (including network) data accessible with the delivery of the call,
and all data automatically added as part of call processing. This includes
Essential Data (including reference key to network component and call
progress records) and Supportive Data. Part of the Call Record.

Caller Location
Information

Data pertaining to the geospatial location of the caller, regardless of
whether the caller is a person or an automatic event alert system.

Automatic Collision

The process of identifying that a motor vehicle has been involved in a collision,

Call Narrative

Supplemental Data (or caller-generated data) manually gathered and entered by
the call taker for the purposes of documenting the call. Part of the Call Record.

Notification (ACN) | collecting data from sensors in the vehicle, and communicating that data to a PSAP.
Automatic 9-1-1 calls placed by sensors or similar initiating devise. Includes alarms,
Event Alert telematics, and sensor data, and may also include real-time communications.

B-2 | Glossary

Call Record

The collection of all information related to a call (including
Essential, Supportive, and Supplemental data); comprised of:
Call Detail Record, Call Recording, and Call Narrative.
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Call Recording

The electronic documentation of the interactive communication
(e.g., audio, video, text, image) between the caller, call taker,
and any conferenced parties. Part of the Call Record.

Call Routing

The capability to selectively direct the 9-1-1 call to the appropriate PSAP.

Call Setup

The call processing events that occur, or data that are collected, during
the time a call is being established, but not yet connected.

Database

An organized collection of information, typically stored in computer
systems, composed of fields, records (data), and indexes. In NG9-1-1,
such databases include: Call Record Database, Call Detail Record
Database, Call Recording Database, Civic Address Information Database,
GIS Layer Database, Identity Management Database, Service Routing
Database, ANI/ALI Database, and Responding Agency Database.

Call Taker

As used in 9-1-1, a person (sometimes referred to as a telecommunicator)
who receives emergency and non-emergency calls by telephone and
other sources, determines situations, elicits necessary information,

and relays essential information to dispatches, staff, and other

agencies, as needed, using telephony and computer equipment.

Data Integrity

The property of not having been altered or destroyed in an unauthorized manner.

Digital

Relating to calculation, storage, or transmission by numerical methods or
discrete units, as opposed to the continuously variable analog. Computerized.

Disaster

Any event that can cause a significant disruption to
normal emergency calling capability.

Call Transfer

The capability to redirect a call to another party.

Call Treatment

Refers to the actions taken by the NG9-1-1 System to prepare a call for
presentation to a call taker, including: caller location recognition, call type
identification, call delivery treatment determination, addition of supporting data
to call stream, call routing determination, and network bridge establishment.

Dispatcher

As used in public safety, a person responsible for receiving and transmitting
information pertaining to requests for emergency service and other related
activities, tracking vehicles and equipment, and recording other important
information using a telephone, radio, and other communications resources.

Dispatch Operations

The distribution of emergency information to responder organizations
responsible for delivery of emergency services to the public.

Emergency Call

A telephone request for public safety agency emergency services that
requires immediate action to save a life, to report a fire, or to stop
a crime. May include other situations as determined locally.

Call Type Classification of a 9-1-1 call that indicates the call access method, which can
affect call treatment, routing, and processing. Call types may include voice
caller, short message service (SMS) text, Simple Mail Transfer Protocol
(SMTP) text, multimedia, telematics data, ANI, silent alarms, etc.

Capability Use Case | Connected activities extracted from the ESAR to create an overarching

system goal and identify a required capability for the NG9-1-1 System.
Capability use cases illustrate use of the NG9-1-1 System from a
user’s perspective and provide context for the various ways NG9-1-1
functional activities enable users to complete complex tasks.

Emergency Location

Data pertaining to the location of the emergency, which

Circuit-Switch

The establishment, by dialing, of a temporary physical path
between points. The path is terminated when either end of the
connection sends a disconnect signal by hanging up.

Information may be different from the caller location.

Emergency Medical | A system providing pre-hospital emergency care and

Service (EMS) transportation to victims of sudden illness or injury.

Emergency Any service used to notify persons of an emergency. May include

Notification Service

changeable message signs, sirens, recorded telephone messages, text and
media delivered to mobile devices within a set geographic region, etc.

Emergency Response

An effort by public safety personnel and citizens to mitigate
the impact of an incident on human life and property.

Emergency Services
Internetworks Layer

The element of the NG9-1-1 Community Model that illustrates
the 9-1-1 systems, applications, and information repositories that
seamlessly share emergency data to improve response.

Enhanced 9-1-1

An emergency telephone system that includes network switching, database,

(E9-1-1) and CPE elements capable of providing selective routing, selective transfer,
fixed transfer, caller routing and location information, and ALI.
Enterprise The highest level of system functionality.

Civic Address Street address data, inclusive of suite/office number, where appropriate.

Information

Community Model A graphic tool used to build technical, operational, and policy understanding of the
high-level system interfaces and information flows between system stakeholders.
The Community Model aids in the capture and analysis of stakeholder needs.

Computer Aided A computer-based system that aids PSAP call takers by automating

Dispatch (CAD) selected dispatching and record-keeping activities.

Continuity of A system’s ability to prevent critical system failures (e.g., via component

Operations (COOP) | redundancy) and to seamlessly conduct updates and repairs.

Cross-System Authentication across a number of systems or networks via a single

Authentication authentication process, sometimes referred to as Single Sign-On

(SSO), and potentially achieved via proxy authentication.

Enterprise Operations

See “9-1-1 Enterprise Operations.”

Enterprise Segment

High-level grouping of related system services that address
major and distinct portions of the system or enterprise.

Customer Premises
Equipment (CPE)

Communications or terminal equipment located in the
customer’s facilities; terminal equipment at a PSAP

October 10, 2007 | Version 2.0

Essential Call Data

Data that support call delivery and adequate response capability. These data,
or a reference to them, is automatically provided as a part of call or message

initiation. Examples include location, callback data, and call type.
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Fall-Back Location
Information

Caller location information used when the primary caller location
information is faulty or unavailable. Generalized caller location
information generated by system call processing that can be used to
identify the general locality or region of the incident or calling party.

Landline

Colloquial term for the Public Switched Telephone Network access via an
actual copper or fiber optic transmission line that located underground or on
telephone poles. Used to differentiate the “wireless” connectivity of a cellular
or personal communications services system. Also referred to as “wireline.”

Fixed Transfer

The capability of a PSAP call taker to direct a 9-1-1 call to a
predetermined location by depressing a single button.

Local Exchange

A telecommunications carrier under the state/local Public Utilities Act that

Carrier (LEC) provides local exchange telecommunications services. Also known as Incumbent
Local Exchange Carrier (ILEC), Alternate Local Exchange Carrier (ALEC),
Competitive Local Exchange Carrier (CLEC), Competitive Access Provider (CAP),
Certified Local Exchange Carrier (CLEC), and Local Service Provider (LSP).

Location See “Caller Location Information” and “Emergency Location Information.”

Mean Time Between
Critical Failures

The average time between unscheduled corrective maintenance actions
that meet the criterion of a critical failure. A critical failure is any failure

(MTBCF) that causes the network to lose a predetermined level of capability.
Multidimensional The Multidimensional Requirements View (MRV) is a layered graphical
Requirements representation of each functional activity used to describe the activity
View (MRV) to system users and developers. The MRV visually represents the

details of the processes and functions required to perform the functional
activity including associated operational, system, and data behavior
that, when linked together, allows the user to complete the activity.

National Emergency
Number Association
(NENA)

A not-for-profit corporation established in 1982 to further the goal of
“One Nation—One Number.” NENA is a networking source and promotes
research, planning, and training. It strives to educate, set standards,

and provide certification programs, legislative representation, and
technical assistance for implementing and managing 9-1-1 systems.

Nature of Emergency

Reason for a citizen’s request for response from emergency
services (e.g., heart attack, vehicle collision, burglary)

Firewall The primary method for keeping a computer secure from intruders. It allows
or blocks traffic into and out of a private network or the user's computer.
Functional Activity | Bounded piece of work to be performed that describes
the people, processes, and technology used.
Gateway The point at which a circuit-switched call is encoded and repackaged
into IP packets; equipment that provides interconnection between two
networks with different communications protocols; two examples
are packet assembler/disassemblers and protocol converters.
Geographic A computer software system that enables one to visualize geographic
Information aspects of a body of data. It contains the ability to translate implicit
System (GIS) geographic data (such as a street address) into an explicit map location. It
has the ability to query and analyze data in order to receive the results in
the form of a map. It also can be used to graphically display coordinates
on a map (i.e., latitude/longitude) from a wireless 9-1-1 call.
Geographic Layer The element of the NG9-1-1 Community Model that illustrates the
geographic scope of a system or enterprise. In the NG9-1-1 Community
Model, the Geographic layer is depicted as a map of the United States,
emphasizing the decentralized nature of the system of systems.
Global Positioning A satellite-based location determination technology.
System (GPS)
Information A catalog of the information exchanges that will occur within the
Transaction NG9-1-1 system. The purpose of the ITI is to clarify information
Inventory (ITI) transactions, demonstrate what data interfaces are needed, and
identify which systems integrate the information transactions.
Integrity See “Data Integrity.”
International The telecommunications agency of the United Nations established to provide
Telecommunications | worldwide standard communications practices and procedures. Formerly CCITT.
Union (ITU)
Internet Engineering | The lead standards-setting authority for Internet protocols.
Task Force (IETF)

Internet Protocol (IP)

The set of rules by which data are sent from one computer
to another on the Internet or other networks.

Network An arrangement of devices that can communicate with each other.

Originating The processes by which the public accesses NG9-1-1 through

Subscriber commercial networks, via various communications devices.

Operations

Overflow The telecommunications term for the condition when there are more calls than the
primary network path is designated to handle. This condition invokes the need to
perform some form of call treatment, such as busy signals or alternate routing.

Packet Logical grouping of information that includes a header containing control

information and (usually) user data. Packets are most often used to refer to network
layer units of data. The terms datagram, frame, message, and segment are also
used to describe logical information groupings at various layers of the Operating
System Interface (OSI) reference model and in various technology circles.

Internetwork To go between one network and another; a large network
made up of a number of smaller networks.
Interoperability The capability for disparate systems to work together.

B-4 | Glossary
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Packet-Switch

A network technology that breaks up a message into small packets for
transmission. Each packet contains a destination address. Thus, not
all packets in a single message must travel the same path. As traffic
conditions change, they can be dynamically routed via different paths
in the network, and they can even arrive out of order. The destination
computer reassembles the packets into their proper sequence.

Selective
Routing (SR)

Direction of a 9-1-1 call to the proper PSAP based on the location of the caller.

Selective Transfer

The capability to convey a 9-1-1 call to a response agency by operation of one
of several buttons typically designated as police, fire, and emergency medical.

Service Area

A contextual grouping of like functional activities enabled by the system.

Service Provider

An entity providing one or more of the following 9-1-1
elements: network, CPE, or database service.

Personal Digital Small, handheld device used to store address book information, telephone
Assistant (PDA) numbers, personal contacts, and other personal information.
Pre-Arrival Scripted instructions given to a caller in situations whenever possible and
Instructions appropriate, where correct advice is essential to provide necessary assistance

and control of the situation prior to arrival of responder personnel.
Protocol A set of rules or conventions that govern the format and relative timing of data in

a communications network. There are three basic types of protocols: character-
oriented, byte-oriented, and bit-oriented. The protocols for data communications
cover such activities as framing, error handling, transparency, and line control.

Short Message
Service (SMS)

A text message service that enables messages generally no more than 140160
characters in length to be sent and transmitted from a cellular telephone.

Short messages are stored and forwarded at SMS centers, allowing their
retrieval later if the user is not immediately available to receive them.

Public Safety
Answering
Point (PSAP)

A facility equipped and staffed to receive 9-1-1 calls; a generic name
for a municipal or county emergency communications center dispatch
agency that directs 9-1-1 or other emergency calls to appropriate police,
fire, and emergency medical services agencies and personnel.

Public Switched

The network of equipment, lines, and controls assembled to establish

Spatial Concept of describing a space or area of space.

Stakeholder An individual or group with an interest in the successful
delivery of intended results by a project.

Supplemental Information that may complement, but is not necessary for, call handling

Call Data and dispatch. This data typically would be automatically or manually
queried after the call is delivered to the call taker. Examples include contact
information for someone who should be notified of a medical emergency,
building blueprints, other addresses in the immediate vicinity, etc.

Supportive Call Data | Information beyond essential data that may support call handling and
dispatch. The addition of this data to the call stream is triggered by
one or more of the data or reference items in essential data for a given
call type. An example is ACN data such as “vehicle rollover.”

System of Systems Interconnected and decentralized system of interoperable networks.

Telecommunications | Also known as TTY (see “Teletypewriter [TTY]”).

Device for the

Deaf (TDD)

Telecommunications | A lobbying and trade association, which is the result of the

Industry Association | merger of the USTA (United States Telephone Association)

(TIA) and the EIA (Electronic Industries Association).

TCP (Transmission
Control Protocol)

The set of rules within the TCP/IP protocol suite that ensures that all
data arrives accurately and 100-percent intact at the destination.

Telephone Network | communication paths between calling and called parties in North America.
(PSTN)
Quality Assurance The activity of providing evidence needed to establish confidence among all
(QA) concerned that quality-related activities are being performed effectively.
Quality Control (QC) | The activity of ensuring that products or services are designed
and produced to meet or exceed customer requirements.
Redundancy Duplication of components, running in parallel, to increase
reliability; a backup system (either a device or a connection)
that serves in the event of primary system failure.
Reliability The ability of a system or component to perform its required
functions under stated conditions for a specified period of time.
Remote Access Communication with the NG9-1-1 system and services from a remote
location through a data link. Authorization and access permission
to system resources will be based on pre-defined user roles.
Requirement A statement of a characteristic that the system must possess in order to be
acceptable; the desired system is defined as one that fulfills all of the requirements.
Router An interface device between two networks that selects the best
path to complete the call even if there are several networks
between the originating network and the destination.
Security The ability to provide adequate data and service protection to mitigate unauthorized

access, service exploitation, and leakage of confidential or sensitive information.

Telematics The system of components that supports two-way communications with a motor
vehicle for the collection or transmission of information and commands.
Telephony The electronic transmission of the human voice.
Teletypewriter (TTY) | Also known as TDD. A device capable of information interchange
between compatible units using a dial-up or private-line telephone
network connections as the transmission medium.
Transfer A feature that allows PSAP call takers to redirect a 9-1-1 call to another location.

October 10, 2007 | Version 2.0
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Transmission Control

A layered set of protocols (sets of rules) used to connect dissimilar computers

Protocol/Internet together. TCP provides the transport service required by the application

Protocol (TCP/IP) layer. The TCP layers in the two host computers that are sending data will
communicate with each other to ensure reliable data packet transport. IP provides
the service user to deliver the datagram to its destination, providing the routing
through the network and the error messages if the datagram is undeliverable.

User Authentication | See “Authentication.”

Voice over Internet
Protocol (VoIP)

A set of rules that provides distinct packetized voice information in
digital format using the Internet Protocol. The IP address assigned
to the user’s telephone number may be static or dynamic.

Wireless

In the telecommunications industry, typically refers to mobile telephony and
communications through handheld devices that make a connection using
radio frequency (in particular frequency bands often reserved for mobile
communications) for personal telecommunications over long distances.

Wireline

Standard telephone and data communications systems that use in-ground
and telephone pole cables. Also known as landline or land-based.

B-6 | Glossary
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The USDOT NG9-1-1 Requirements Style Guide is
intended to describe the style conventions followed
in creating requirements for the NG9-1-1 effort.

Requirement Types

As stated in Section 4, many types of requirements
are needed to express the full capabilities needed by
the NG9-1-1 System. To ensure thata comprehensive
picture of the NG9-1-1 Enterprise has been developed
the following requirement types are categorized
according to Table 4-1.

Requirements Numbering Schema

To ensure traceability, a numbering schema has been
developed consistent with the hierarchical breakdown
of the Enterprise Segment Activity Roadmap (ESAR)
to clearly associate the requirements with the ESAR
activity. Examples follow—

1. SC-LOGIN refers to the activity “Login.” The
preceding SC indicates that this activity is part
of the Security Administration service area.

2. FR-LOGIN-05 represents the fifth requirement
within this activity. The FR further describes
this requirement as a functional requirement.

3. SR-LOGIN-06 represents the sixth requirement
within this activity. The SR further describes
this requirement as a system requirement.

4. DR-LOGIN-35  represents the  thirty-
fifth requirement within this activity. The
DR describes this requirement as a data
requirement.

5. BR-LOGIN-07 represents the seventh
requirement within this activity. The BR
describes this statement as a business rule
within this activity.

6. SR-LOGIN-02-01 represents the first detailed
requirement associated to the second high-
level requirement within this activity. The
SR describes this requirement as a system
requirement.

C-2 | Requirements Style Guide
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Level of Detail

7. Each system function has at least one
requirement.

Activities may share the same requirement.

9. A requirement cannot be decomposed to just
one sub-requirement.

10. Arequirement may contain a list of items as long
as those items are not requirements themselves.
If they are requirements, they are presented as
sub-requirements.

11. If item enumeration is necessary, each item
is identified distinctly and separately by
a lowercase letter to support tracing and
testability. To promote traceability, bullets are
not used.

Word Choice

Operations Layer Requirements:

Operations layer requirements are typically
functional in nature and are denoted with FR.
Functional requirements are the conditions or
capabilities needed by a user to enable a task, or
actions to achieve a desired outcome. Performance
is not dependent on the “role’s” behavior, but reflects
the system’s response to the role.

For the operational layer:

12. “The system shall provide the user the capability
to...”

13. “The system shall provide the operator the
capability to...”

14. “The system shall provide the maintainer the
capability to...”

System Layer Requirements:

System requirements describe the conditions or
capabilities possessed by the system that support,
enable, or satisfy the goal and functional requirements
of the activity.

For the system layer, “The system shall...”

Data Layer Requirements:

Data requirements describe the data used by the
system in greater detail and are used in conjunction
with a data dictionary

For the data layer, “The system shall...”

Performance Requirements:

Performance requirements quantitatively describe
how a specific function of the system is to perform,
e.g., how fast, how big, how heavy. The basis for
the performance requirement (e.g., engineering
judgment, current legacy system performance,
commercial industry standard, etc.) is noted where
applicable. Performance requirements exhibit the
following characteristics for completeness: 1) Value
and Units; 2) Probability of Occurrence; 3) Start and
End Events/Conditions; and 4) Loading Conditions.
For example—

“The system shall be capable of processing 100,000
critical search result sets during a peak hour with
95P.”

Any Layer:

1.  “The user” is used as infrequently as possible.
Specific names are used, such as “operator,”
“maintainer,” etc.

2. The use of unverifiable adjectives and adverbs
(e.g., significant, very, many, more, few, always,
never, optimal) is avoided.

3. Use of negative “shall” statements is avoided.
Specifying what a system will not do may not
be testable.

4. A requirement’s content is never addressed by
another requirement.

5. Requirements must be concise—non-essential
language is avoided.

6. Use of synonyms to describe an action or noun
in order to reduce interpretation, is avoided.
Consistency across all Activities is important.

7. Acronyms should be spelled out at the first time
use.

8.  Definitions are provided for terms that may be
unfamiliar to the audience.

9. Useof “i.e.” or “e.g.” or “etc.” in requirements
statements is avoided.

10. Each instance of TBD (To Be Determined)
or TBR (To Be Resolved) is enumerated and
explained in a trace table, along with criteria
necessary to close the TBD/TBR. (For example:
“Performance value is unknown; performance
analysis on x scenario should provide the value
needed by x date.”)

IEEE Standard on word usage:
http://standards.ieee.org/guides/style/section?5.
html#905

Sentence Structure

1. Use of “or” and “and” is avoided in a
requirement because, in such cases, there may
be two different requirements. However, if a
true option exists, choose one and document
why one was chosen over another.

2. Each requirement contains only one “shall”
statement.

3. Each “shall” statement contains only one
concept.

4. Each “shall” statement has a single verb.

Each “shall” statement has a single subject,
which is not a pronoun.

6. Requirement statements are concise, complete
sentences, e.g., a requirement has a subject,
a function verb (“shall”), and the expected,
observable result.
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TBD/TBR Tracking# TBD/TBR Description

TBD 01 SR-ANSCL-13 The system shall display a time on hold alert after TBD-01 seconds.
TBD 02 SR-UCLOC-07 The system shall request updated caller location from a mobile call service provider at least every TBD-02 seconds.
TBD 03 SR-SYSTA-02 The system shall support a call/transaction volume of TBD-03.
TBD 04 SR-SYSTA-03 The system response time shall be lower than TBD-04 for any individual transaction within the system.
TBD 05 SR-SYSTR-01 The system shall have a Mean Time Between Critical Failure (MTBCF) of at least

TBD-05 execution hours under normal environmental/operational conditions.
TBD 06 FR-LOGIN-13 The system shall provide the capability to ensure passwords conform to TBD-06 security standards.
TBD 07 SR-LOGIN-14 The system shall lock out a user from the system after TBD-07 failed login attempts.
TBD 08 SR-MTDBC-16 The system shall provide data storage capacity to maintain TBD-08 years of data in an offline archive.
TBD 09 The system shall support TBD-09 simultaneous users.
TBD 10 The system shall support TBD-10 simultaneous transactions.
TBD 11 The system shall support TBD-11 transactions over a TBD-11 period of time.
TBD 12 The system shall require no more than TBD-12 seconds to process a single transaction.
TBD 13 The system shall support a data volume of TBD-13 GB per day.
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NG9-1-1 System Description & Requirements Document

This list of conceptual databases includes

the identified information to be managed

and stored within NG9-1-1. Items provided

in this Appendix are not intended as a data
dictionary nor do they imply an implementation
requiring multiple independent databases

but identify the major categories of
information within the NG9-1-1 System.

E-2 | NG9-1-1 Conceptual Databases

Call Record Database

This repository contains all relevant call information, including
references to other repositories, associated with a call.

Call Detail Record Database

This repository contains all the system (including network)
data accessible with the delivery of the call, and all data
automatically added as part of call processing. This includes
Essential , Supplemental, and Supportive Data (including a
reference key to network component and call progress records)
and Supportive Data. The Call Detail Record Database is a
conceptual element within the Call Record Database.

Call Recording Database

This repository contains the electronic documentation (e.g.,
recording, copy of exchanged text or email) of the interactive
communication (e.g., audio, video, text, image) between the

caller, call taker, and any conferenced parties. The Call Recording
Database is a conceptual element within the Call Record Database.

Civic Address Information
Database

This repository contains the authoritative street address
guide for the jurisdiction or geographic region.

GIS Layer Database

This repository contains the authoritative geospatial rendering
information for NG9-1-1 including layers representing terrain,
roads, geographic features, and jurisdictional borders.

Identity Management Database

This repository contains all the user access and identity
management information required to ensure authorized access
to the appropriate systems, data repositories, and tools.

Service Routing Database (SRDB)

This repository contains the routing information for
the Emergency Services Inter-Network ensuring the
distribution of calls to the appropriate jurisdiction.

ANI/ALI Database

This existing repository contains detailed caller data
to include the caller’s telephone number (i.e., ANI),
the address/location of the telephone (i.e., ALI) and
supplementary emergency services information.

Responding Agency Database

This repository contains the authoritative record of responding
agency jurisdictional areas and is used to identify the appropriate
responding agencies based on the location of the emergency.

Business Rules Database

This repository contains the Business Rules associated with the
system function being described by the activity: Business rules
describe the operational definitions and constraints that can be
applied to the system that dynamically specify how the system
should react under different circumstances. Business rules are used
throughout the NG9-1-1 system enabling jurisdictions and 9-1-1
Authorities to configure the system based upon the needs of the
locality or region and can be modified or updated as needed.
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